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2025 International Conference on Information Resources Management

Welcome Message
from Conf-IRM 2025
Conference Co-Chairs

Dear conference attendees

We are thrilled that you will join us at the 2025 International Conference on Information Resources
Management (Conf-IRM). Since its inaugural edition in 2008, the conference series has travelled to several
countries across the globe, including Canada, the United Arab Emirates, Jamaica, South Korea, Austria,
Brazil, Vietnam, South Africa, Chile, China, Egypt and New Zealand. This year’s edition takes place in the
dynamic city of Istanbul, Tiirkiye—a historic crossroads of East and West, where centuries of cultural
heritage meet forward-looking innovation and technology.

This year marks the 17th edition of Conf-IRM. The conference theme “Embracing an Intelligent Future”
refers to the idea of actively accepting and integrating advancements in artificial intelligence (Al) and
related technologies into our lives, societies, and industries, recognizing the potential for significant positive
transformation while proactively addressing potential challenges that may arise from this rapid
technological evolution.

The conference keynote speeches, panels, and sessions will address innovation, collaboration, and
knowledge convergence. Whether you are a seasoned professional or senior scholar or just starting your
journey in the tech world or early in your academic career, this conference promises to be an enriching
experience. Our lineup of keynote speakers will delve into timely and thought-provoking topics, including
the human-centred challenges of working with intelligent technologies, strategic leadership in digital
transformation, and innovations in Al-driven financial services. Get ready to expand your horizons and gain
fresh insights! Also, take advantage of this unique opportunity to connect with fellow tech

enthusiasts, industry leaders, and potential research collaborators. Share ideas, swap contact details and
forge lasting relationships.

Join us in embracing the spirit of innovation that propels the global IT community into the future. We are
excited to welcome you to Conf-IRM 2025, hosted at the historic and scenic Bogazi¢i University in
Istanbul, Tiirkiye. Stay connected and be part of the conversation by following #Conf-IRM25 on social

media for the latest updates, behind-the-scenes moments, and highlights from across the conference.

Let us together make this conference an unforgettable experience!

Nazim Taskin and Felix B Tan
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Keynote Speakers

David J. Pauleen (PhD) is an honorary adjunct professor in the School of
. Management at Massey University, New Zealand and a Distinguished Research
| Fellow, Graduate Institute and Department of Business Administration at National
Chung Cheng University in Taiwan. His current areas of research interest include
management wisdom, personal knowledge management, knowledge management,
and emerging work practices His work has appeared in numerous journals
including Journal of Business Ethics, Information Systems Journal, Journal of
Knowledge Management, Behavior and Information Technology, Sloan
Management Review, Journal of Management Information Systems, and Journal
of Information Technology. He is also editor of the books, Virtual Teams: Projects, Protocols and Processes
and Cross-Cultural Perspectives on Knowledge Management and co-editor of Personal Knowledge
Management: Individual, Organizational and Social Perspectives and the Handbook of Practical Wisdom:
Leadership, Organization and Integral Business Practice His co-authored books include, Wisdom, Analytics
and Wicked Problems: Integral decision-making in the data age (Routledge, 2019) and Management
Decision Making, Big Data and Analytics (Sage, 2021, second edition in 2026). He is a founding co-editor
of the Routledge’s Practical Wisdom in Leadership and Organization Series.

Athanasia (Nancy) Pouloudi is Professor of Information Systems Management
and serves as Vice-Rector of International Cooperation and Growth at the Athens
University of Economics and Business (AUEB), Greece since September 2024,
She holds a first degree in Informatics (AUEB, Greece), and an MSc and PhD in
Information Systems (both from the London School of Economics, UK). Her
studies were supported by a scholarship by the Greek State Scholarship
Foundation. Her academic career started as Lecturer at Brunel University, UK
(1997-2001). In 2001, she joined the Department of Management Science and
Technology at AUEB, initially as Assistant Professor in Information Systems

Management, where she was promoted in 2006 to Associate Professor and in 2019
to Full Professor. She has served as Department Chair for two terms, in the academic years 2014-2016 and
2020-2022.

Her research focuses on organizational and social issues in IS adoption and implementation. She has
published extensively in top journals including the Journal of the Association for Information Systems, the
European Journal of Information Systems, the Information Systems Journal, the Journal of Information
Technology, the Journal of Business Ethics and others. She has worked in a number of European Union
funded projects on e-business, e-government, digital health and e-society, most recently studying children’s
digital maturity (digymatex.eu) and gender equality in business schools (targeted-mpi.eu). She is the
Deputy Director of the ISTLab research lab of AUEB.

She is the Immediate Past President of the global Association for Information Systems (AIS), following her
service as the 29th President in the academic year 2023-2024. She previously served as Region 2
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(Europe/Middle East/Africa) Representative on AIS Council (2010-2013) and regularly serves on the AIS
Region 2 Board and the Executive Committee of the Mediterranean Conference on Information Systems
(MCIS).

She is a Senior Editor of the European Journal of Information Systems (EJIS) and a member of the Editorial
Boards of the Journal of the Association for Information Systems (JAIS), IT for Development, Health
Policy & Technology, and the International Journal of Society, Information, Communication & Ethics.

Her international academic service has been recognized by the 2016 AIS Sandra Slaughter Service Award
and the 2020 AIS Technology Challenge Award.
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Doctoral Consortium

Participants
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Mentors
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Conference Program

Day 1 (Monday, 23rd June) - Doctoral Consortium

10.30-11.00 | Registration

11.00-11.15 | Welcome and Introduction

11.15-12.00 | Keynote: The Importance of Developing Perspective
David J. Pauleen, Massey University

12.00 - 13.00 | Doctoral Consortium
Nuri Basoglu, Izmir Institute of Technology, Turkiye
Mirjana Kljaji¢ Borstnar, University of Maribor, Slovenia
Students Presentations

13.00 - 14.00 | Lunch Break

14.00 - 15.30 | Students Presentations

15.30-15.45 | Coffee/Networking Break

15.45-16.00 | Concluding remarks

18.00 -21.00 | Welcome Reception

Day 2 (Tuesday, 24th June) - Track Sessions

09.00 - 09.45

Registration

09.45 - 10.00

Opening Speech
Nazim Taskin, Bogazici University, Turkiye
Felix B Tan, Auckland University of Technology, New Zealand

10.00 - 10.15

Rectorate Speech

10.15-10.45

Keynote
Abdulgadir Uyar, Vakifbank, Turkiye

10.45-11.00

Coffee/Networking Break

11.00-11.45

Keynote
Nancy Pouloudi, Athens University of Economics and Business, Greece

11.45-12.15

Sponsor Speech
Cenk Erkin, BeosinTR, Turkiye,

12.15-13.15

Lunch Break

13.15-13.55

Track 01 - Embracing a Sustainable Intelligent Future
Andreja Pucihar, University of Maribor, Slovenia
Barbara Krumay, Johannes Kepler University Linz, Austria

14 - Swift Crisis Response: The Roles of Organizational Mindfulness,
Citizenship Behavior and Digital Infrastructure
Edward Bernroider, Everist Limaj,Nikolaus Obwegeser

2 - A Methodological Process Model for Recognizing Digital Transformation
Opportunities
Manuel Muehlburger, Barbara Krumay, Thomas Deutsch

13.55-14.50

Track 03 - Security, Privacy, and Risk Management
Bilgin Metin, Bogazici University, Turkiye
Krassie Petrova, Auckland University of Technology, New Zealand

10 - Mitigating the Risk of Fake User-Generated Content
Christopher Gusenbauer, Michaela K. Trierweiler
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7 - Explaining Perceived Quality of a Tertiary Education Recommendation
System through user studies
Unathi September

21R - Towards a Holistic Conceptual Framework for Supply Chain and Third-
Party Cybersecurity Risk Management (Research-in-Progress)
Muhammed Yusuf Ak¢akaya, Meltem E Mutlutiirk, Bilgin Metin

14.50 - 16.05

Coffee/Networking Break

16.05-17.20

Track 05 - Enterprise Information Systems and Industry 4. 0
Jairo Gutierrez, Auckland University of Technology, Auckland, New Zealand
Mehmet Aydin, Bogazici University, Istanbul, Turkiye

11 - Perceptions and Governance of Emerging Technologies in New Zealand:
Preparing the Next Generation for an I'T-Driven Future

Shafiq Alam, Kasuni Weerasinghe, David J Pauleen,Hamed Jafarzadeh, Nazim
Taskin, Ji Yu

5 - Corporate data Diogenes: Analyzing companies that behave like digital
accumulators
Ariel I. La Paz, Josue A. Salinas, David Lopez

9 - Looking Beyond Technology: Hierarchical List of People and Culture
Capabilities for Advanced Data Analytics
Tina Afshar Ghochan, Ozden Ozcan-Top, Banu Aysolmaz

19R - Exploring the Human-Centric Perspectives of Smart Warehouses
Technology Adoption - the case of New Zealand Maryam Mirzaei, Benjamin
Dehe

17.20 - 17.30

Closing remarks

Day 3 (Wednes

day, 25th June) - Track Sessions

09.00 - 09.30

Registration

09.30-11.10

Track 02 - IS Adoption and Digital Transformation
Kasuni Weerasinghe, Auckland University of Technology, NZ
Manuel Muehlburger, Johannes Kepler University Linz, Austria

1 - A Framework for data space adoption integrating data sovereignty as a
technical factor
Andreas Hutterer, Barbara Krumay

13 - Recommendations for teleconsultation implementation for healthcare
providers: A systematic review
Denise Selina Y. Tan, Felix B Tan

8 - Generative Artificial Intelligence and Digital Transformation in Contact
Center Businesses
Shafiq Alam; Lorraine Skelton; Muhammad Sohaib Ayub; Windy Dharmawan

16 - The Role of AI-Powered Personalisation throughout the Purchase
Decision-Making Process on Online Marketplaces
Nodumo Temban, Maureen Tanner,Papama Mtambeka

17 - Transforming Customer Service in E-Commerce: The Case of
Hepsiburada's Bespoke Platform

Yavuz Selim Hindistan,Handan Derya Ercan, Tayfun Iskender, Hiiseyin
Ozdemir,Ridvan Yildirim

11.10-11.25

Coffee/Networking Break
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11.25-12.50 Track 04 - Future of Education, Health and the Public Sector
Eusebio Scornavacca, Arizona State University, Tempe, US
Hamed Jafarzadeh, Macquarie University, Sydney, Australia
12 - Predicting Learning Styles with Al: Toward Adaptive and Personalized
Education
Md Mehedi Hasan, Gobinda Chandra Sarker, Md Rakibul Hoque, Mohammad
Ahmed
3 - Adopting DevSecOps: A Framework for IT Governance and Culture
Change Based on a Plan-Do-Check-Act (PDCA) Approach
Bilgin Metin, Timur Demir, Ali Can Keserel, Barigcan Giingér, Martin Wynn
18R - Rethinking Doctoral Research and Supervision in the Generative Al Era:
A Research Agenda
Melika Soleimani, Kasuni Weerasinghe, Maryam Mirzai, David J Pauleen
22R - AI's Limits in Generating Audio-Visual Media for Communication of
Serious Content
Ines Janusch, Simon Currle
20R - WeChat as a Digital Health Tool: Understanding the Role of Digital
Health Literacy in its Effective Use among Elderly Diabetic Patient in China
Ruilin Zhu, Zhigin Wu
12.50 - 13.50 | Lunch Break
13.50 - 14.50 | Track 06 - Social Media and Social Networks
Shafiq Alam, Massey University, NZ
Ziya Perdahci, Bogazici University, Turkiye
15 - The Pulse of the Paris Olympics: Sentiment and Topic Modelling of
Opening Ceremony
Yunus Emre Bulut, Nazim Taskin
6 - Cyberbullying Detection With Machine Learning & Psychology: A
Systematic Review
Lubaina Navaid, Faisal Iradat, Nazim Taskin
4 - Bridging the Two Sciences: Tapping into the Confluence of Network Science
and Design Science Research
Samrat Gupta, Thorsten Schoormann, Mukul Gupta, Leona Chandra Kruse
14.50 - 15.05 | Coffee/Networking Break
15.05-15.20 | Closing Remarks
17.30 Shuttle from Campus to Dinner Venue
18.00 - 22.00 | Gala Dinner & Award Ceremony
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Conference Papers

1. AFRAMEWORK FOR DATA SPACE ADOPTION
INTEGRATING DATA SOVEREIGNTY AS A

TECHNICAL FACTOR
Andreas Hutterer Barbara Krumay
Johannes Kepler University Linz Johannes Kepler University Linz
andreas.hutterer@jku.at barbara.krumay(@jku.at

Abstract

Digital transformation allows organizations to increase data transparency, but unfortunately,
organizations still encounter obstacles to data sharing as they fear the loss of control over data.
Data spaces as cross-organizational data infrastructures can potentially enhance organizations'
control over their data. However, the adoption of data spaces has yet to be fully investigated.
Therefore, this study attempts to address this gap by applying a Design Science Research (DSR)
approach for developing an artefact to support the adoption of data spaces. We designed and
evaluated the framework through expert interviews. As a result, we propose a final data space
adoption framework comprising 14 factors originating from the Technological-Organizational-
Environment (TOE) framework. The framework contributes to the existing body of knowledge
regarding influencing factors and supports the adoption of data spaces integrating data
sovereignty within organizations.

Keywords
Data Space, Adoption, TOE Framework, Data Sovereignty.

1 Introduction

The second wave of digitalization has led to significant shifts, notably through the rise of platform
markets and digital ecosystems (Kagermann & Winter, 2018). This evolution has brought about
data ecosystems, emphasizing data as a key resource (Otto, 2022b). Recognizing data as a
strategic asset enhances competitiveness in the digital economy, thereby increasing the research
focus on data ecosystems (Gelhaar & Otto, 2020). In particular, the development of dynamic data
ecosystems is seen as a means to achieve competitive advantage (De Prieelle et al., 2020).
Organizations are beginning to acknowledge the benefits of cross-organizational data sharing,
shifting towards horizontal approaches (Gelhaar et al., 2023), yet such practices remain relatively
uncommon (Fassnacht et al., 2023; Jussen et al., 2023). Data spaces aim to address these
shortcomings by providing solutions to organizational concerns about data sharing (Mdller et al.,
2024). Data spaces, which are platform-based data ecosystems, have recently attracted academic
interest as a potential means of counteracting monopolistic tendencies. (Beverungen et al., 2022;
Rotgang et al., 2023). In addition, data spaces are multi-sided platforms, benefitting from
multiple participants adding value (Otto & Jarke, 2019). In this context, data sovereignty may
enhance the willingness to share data, but further exploration is needed to operationalize data
sovereignty (Hellmeier & von Scherenberg, 2023; von Scherenberg et al., 2024).

Besides technical challenges, the legal concept of data ownership in Europe remains undefined
(Jarke, 2020). Data spaces are intended to address this ambiguity by establishing data sovereignty
within data ecosystems (Hutterer & Krumay, 2022; Jarke et al., 2019), also becoming an
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emerging topic for inter-organizational information systems (Opriel et al., 2024). Previous
studies have focused on prerequisites such as digital transformation capabilities (Hupperz &
Giel3, 2024), governance (Schurig et al., 2024), digital transformation opportunities (Hutterer &
Krumay, 2025) and adoption drivers (Hutterer & Krumay, 2024). However, the existing literature
lacks a solid foundation for data space adoption (Hirsch-Kreinsen et al., 2022). As cross-
organizational data infrastructures, data spaces impact data sharing across boundaries (Moller et
al., 2024). Still, limited clarity on how data sovereignty is applied to data spaces (von
Scherenberg et al., 2024) challenges the motivation for the adoption of data spaces (Hutterer &
Krumay, 2022), which has also not been adequately addressed (Mertens et al., 2024). Given the
multi-sided nature (Otto & Jarke, 2019), adoption of data spaces seems to be beneficial from an
organizational perspective within the context of a multi-stakeholder community. This study
addresses this gap by conceptualizing a data space adoption framework adopting a Design
Science Research approach (Beck et al., 2013). The structure of the paper is as follows: first, we
provide an overview of the key aspect considered in this study, focusing on data ecosystems and
data spaces. This is followed by a description of the research approach employed and the result
presentation, which includes the development and evaluation of the data space adoption
framework. Finally, we discuss the results, identify limitations and suggest directions for future
research.

2. Background Information

Data spaces also offer an adaptable integration model that complements centralized storage of
structured data to consider increasing data heterogeneity and the growing demand for flexible
data management approaches (Franklin et al., 2005). Although the terms ’data spaces’ and ‘data
ecosystems’ are often used interchangeably, strictly speaking, they differ significantly (Curry,
2020). Data spaces are platform-based ecosystems designed to facilitate data sharing among
previously isolated systems, functioning as inter-organizational information systems (Hutterer &
Krumay, 2022; Méller et al., 2024). This shift from centralized to decentralized data storage is
transforming organizational data management concepts (Halevy et al., 2006) overcoming
struggles from traditional database management systems (i.e., handling of heterogeneous data)
In contrast, data spaces centralize schemas while decentralizing data storage, enabling seamless
integration across various structures, locations, or formats (Curry, 2020). Data Space Support
Platforms (DSSPs) offer minimal integration requirements and increased autonomy,
progressively enhancing their capabilities through a pay-as-you-go approach (Sarma et al., 2009).
Data spaces employ approximation techniques for flexible data integration, focusing on data
relationships rather than comprehensive semantic integration (Hedeler et al., 2012; Singh, 2013).
DSSPs also lay the foundation for multi-sided data platforms that enable federated data sharing
among disparate organizations (Otto & Jarke, 2019). The design of data spaces is highly variable,
encompassing a range of architectural approaches, from centralized to decentralized (GieB et al.,
2023; Schleimer et al., 2023). Organizational adoption of data spaces is emerging (Mertens &
Kuster, 2024), developing artefacts supporting the evolving concept of data sovereignty is
necessary (von Scherenberg et al., 2024). For this study, we understand data spaces as follows:

“Data spaces are flexible and open IT structures that guarantee the absolute sovereignty of the participants
involved. As such, they facilitate the trustworthy and transparent use of decentralized data according to pre-
defined scopes of use. Data spaces are set up as federal entities and are based on various basic
concepts/elements:

a. Data space operation and management services (core services)
b. Technical standards
c¢. Operational processes

d. Regulatory frameworks (governance model)
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A key feature of data spaces is that they create a level playing field for sovereign data sharing. This means
that all participants can benefit from the use of data in the same way.” (acatech, 2024)

3. Research Approach

Our research approach follows methodological recommendations (Beck et al., 2013), combining
the design science paradigm (Baskerville, 2008) with elements of grounded theory—an
interpretative method (Strauss & Corbin, 1994)—into a methodology comprising three phases:
Literature Collection, Conceptualization, and Evaluation. We focus on the "building" and
"evaluating" phases of Design Science Research (Hevner et al., 2004; March & Smith, 1995),
which is suitable for research artefact development in specific contexts (Benbasat et al., 1987).
This involves developing innovative artefacts to enhance organizational capabilities (Hevner et
al., 2004). Grounded Theory (GT), by contrast, allows to analyse of qualitative data and
formulate theories from data. Our approach includes identifying needs, designing and evaluating
methodologies, and theorizing (Peffers et al., 2020). The adaptability of design science allows
integration with various approaches, as seen for blockchain (Beck et al., 2016). We employ
methods from GT like theoretical sampling to enhance understanding of artefact utilization.
Starting with a literature review on technology adoption and data spaces, we conceptualized a
data space adoption framework informed by expert consultations to ensure rigor and practical
relevance (Goldkuhl, 2004; Hevner, 2007). To gain more insights on the topic, semi-structured
interviews were conducted with experts. Interviews help to reconstruct specialized knowledge
vital for practical application (Flick, 2022) and are recommended for understanding the problem
and assessing the artefact’s quality (vom Brocke & Buddendick, 2006). Our iterative approach
remained responsive to emerging insights, allowing continual refinement of the artefact
(Gregory, 2011). Data collected from experts led to the refinement of the final data space
adoption framework proposed in this paper.

The literature review on data spaces allowed identifying factors influencing data space adoption
(Hutterer & Krumay, 2024). We chose to apply the Technology-Organization-Environment
(TOE) framework as the theoretical foundation for our research due to its flexibility and its ability
to integrate diverse perspectives of data spaces (Hupperz & Giel3, 2024; Hutterer & Krumay,
2023). The TOE framework supports informed technology adoption decisions across multiple
technological domains due to its flexibility and integration of diverse perspectives (De Prieelle
et al., 2020), as demonstrated by its successful application in areas such as cloud computing, the
Internet of Things (IoT), and enterprise systems (Oliveira et al., 2014). In Spring 2024, we
consulted experts (A—J) to map the identified factors (Hutterer & Krumay, 2024) with the TOE
framework's dimensions, ensuring the framework was technically sound and practically
applicable (Morse, 1991; Schultze & Avital, 2011). We rigorously assessed the preliminary data
space adoption framework using a criteria-based approach (Betz & Jung, 2021). To refine it, we
interviewed additional experts (K—U) until theoretical saturation was reached. We conducted 11
online, semi-structured interviews with data space experts from Central Europe in June and July
2024. The interviews were recorded, transcribed, anonymized, and analysed based on criteria
such as completeness, fidelity to real-world phenomena, internal consistency, level of detail, and
robustness (Sonnenberg & Vom Brocke, 2012). Table 1 presents a description of the
interviewees.

4. Preliminary Data Space Adoption Framework
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This section presents the results of the conceptualization phase, which builds on our previously
outlined three-stage research approach. Following consultations with experts in the field, a
preliminary framework for data space adoption was developed. This framework categorizes the
drivers for adoption (Hutterer & Krumay, 2024) into three main dimensions: technological,
organizational, and environmental. This categorization is intended to provide a theoretical basis
for understanding the process of organizational data space adoption. While the majority of
adoption factors were classified into a single dimension by all experts, allowing for
straightforward assignment, some factors were initially assigned to multiple dimensions.
Notably, the adoption drivers "Controllable complexity", "Technology competence", and "Trust"
could not be distinctly classified within one dimension. Consequently, these factors were
allocated to both the technological and organizational dimensions, resulting in the additional
inclusion of "Manageable complexity" and "Digital literacy" within the organizational
dimension. Furthermore, the "Trust" factor was divided into "Technology trust" and "Ecosystem
trust". A description was developed to address the characteristics of each factor based on its
specific focus. Where possible, independent factors were defined, acknowledging that some may
overlap or influence each other, as evidenced by the relationship between “Security” and
“Technology trust”. Figure 1 illustrates the preliminary data space adoption framework, which
includes 15 factors within the dimensions of technological, organizational, and environmental.

Phase | Expert Position Phase | Expert Position
Expert A Industry-University Collaboration Lead Expert K | Researcher
Expert B Project Manager ExpertL | CTO
Expert C Co-Founder and Business Lead Expert M | Project Director Data Space
Expert D Associate Expert N | CEO
Expert E Developer at Cloud-Native Architecture Expert O | Project Manager Industrial Data
Expert F Solution Architect Expert P | Manager IT-Strategy
g Expert G Project Coordinator Expert Q | Researcher
g ExpertH | Deputy CTO ExpertR | CEO
g Expert I Project Director Data Space ,,S Expert S | Researcher
§ Expert J Head of Digitalization and Resilient _§ Expert T | Consultant
é Production 5 ExpertU | CEO

Table 1: Participants of the conceptualization and evaluation phase

> Environmental

s

Technological

Controllable complexity Ecosystem readiness

Data Space Adoption I:

-

Data sovereignty Regulatory certainty

Interoperability Ecosystem trust

Mature technology

Organizational

Technology competence

Manageable complexity |

Transparency

[

Technology trust

| |
| |
| |
| |
| Security |
| |
| |
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|

| Cost clarity |
| Ecosystem governance |
| |

Digital literacy

Figure 1. Preliminary Data Space Adoption Framework

Secondly, we conducted the evaluation using the approach of Sonnenberg and vom Brocke
(2012), utilizing a 5-point Likert scale ranging from 1 (strongly disagree) to 5 (strongly agree)
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across five criteria. The results demonstrated alignment between the expert interviews and the
preliminary data space adoption framework. However, experts indicated that further instantiation
might be necessary to validate the preliminary adoption framework. The quantitative evaluation
results showed a tendency toward confirmation across all five criteria, with an average rating of
4.05 and a standard deviation of 0.12. The highest ratings were observed for criteria 1, 2, and 3,
with values ranging from 4.0 to 4.27 and standard deviations of 0.6 and 0.62, respectively. The
fourth criterion was confirmed with a rating of 4.09 and a standard deviation of 0.9. In contrast,
the fifth criterion received the lowest rating of 3.91 but exhibited the highest standard deviation
of 1.08, suggesting greater variability in responses. Feedback from the interviews was integrated
into the final data space adoption framework. Table 2 provides a summary of the evaluation
results of the preliminary data space adoption framework.

Criteria | Ave | Std | Expert Feedback

4,00 | 0,6 Experts agreed the framework is well-developed but lacks critical elements. Missing
components include data productization (Expert T) and "value-added" aspects (Experts M and
K). Integrating a business component to create economic incentives was emphasized by Experts
S, R, and U. While Expert L considered it complete, others like Experts O and P noted it doesn't
fully cover all dimensions of business value. Expert N praised refinements but agreed further
improvements are needed. Overall, incorporating a clearer business perspective and economic
incentives would enhance completeness.

Completeness

4,00 | 0,6 Though helpful for decision-making, the framework needs practical enhancements to align
better with real-world dynamics. Expert T suggested a simplified checklist to reduce
complexity. Experts M and K highlighted the lack of practical guidance and emphasis on added
value. Expert S saw potential as a "data space readiness" tool with clear metrics. The abstract
nature limits practical utility (Experts L and U). Experts R and O noted the absence of
immediacy and clarity, particularly due to the lack of a business perspective. Experts P, N, and
Q stressed the need for tangible actions and practical metrics reflecting business realities.

Fidelity with
real world
phenomena

4,27 | 0,62 | Feedback was mostly positive. Experts T and S found high consistency despite overlaps. Expert
K suggested revising factor categorizations to enhance the logical structure. Expert R proposed

>
- % adding a fourth, cross-cutting dimension for issues like trust and security. Experts O and P
£ 32 recommended refining aspects to minimize overlap and ensure clearer definitions. Overall,
2 E while the framework is coherent, adjustments are needed to eliminate overlaps and present
=8 elements more clearly.

4,09 | 0,90 | Experts acknowledged the comprehensive approach but agreed refinement could enhance
comprehensibility. Expert T rated the detail as high but suggested integrating factors. Experts
M and K emphasized the need for clearer definitions of complex constructs like data
sovereignty. Expert R called for more detailed explanations to enhance clarity. Expert Q
criticized the cursory treatment of topics, indicating room for improvement. Collectively,
adding depth and potentially restructuring could improve user understanding.

Level of
detail

3,91 | 1,08 | Experts had mixed views on robustness due to the field's dynamic nature. Concerns about rapid
evolution affecting long-term applicability were noted by Experts T and M. Expert K viewed it
as relatively robust because of adaptable terms and non-specific technological factors. Expert S
was optimistic about long-term robustness despite potential outdated elements. Experts L and
U advised against future alterations to maintain resilience. Overall, while designed to endure
technological and market changes, continuous updates are necessary to maintain practicability.

Robustness

Ave: average; StD: standard deviation; n=11

Table 2: Evaluation of the preliminary data space adoption framework

S. Results

The final data space adoption framework was developed by incorporating experts’ (K-U)
feedback from the second evaluation phase. Discussions with experts from both academia and
industry led to minor adjustments that enhanced the framework's accuracy and applicability. The
final data space adoption framework shows a shift of focus from technological to environmental
aspects. In the technological dimension, experts confirmed the relevance of factors such as
‘Controllable complexity, ‘Data sovereignty‘, ‘Interoperability‘, ‘Mature technology*,
‘Security‘, and ‘Transparency‘. The evaluation particularly focused on factors with discrepancies
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in the initial allocation. Notably, there was considerable debate over ‘Controllable complexity®,
‘Technology competence’ and ‘Technology trust® in relation to ‘Manageable complexity®,
‘Digital literacy"* and ‘Ecosystem trust‘. Experts concluded that ‘Controllable complexity® is
distinct from ‘Manageable complexity‘, encompassing different elements and closely associated
with "Technology competence’. Based on their feedback, ‘Controllable complexity’ was deemed
more appropriate within the technological dimension, as it pertains to the inherent complexity of
data spaces. Conversely, ‘Technology competence’, reflecting an organization's capacity to align
its structures and processes with the data space, was relocated to the organizational dimension
and merged with ‘Manageable complexity’. In the organizational dimension, experts confirmed
the significance of ‘Cost clarity’ and ‘Digital literacy’. Additionally, ‘Technology trust’ and
‘Ecosystem trust’ were scrutinized. Experts observed that trust is generated by technology and
inherent in factors like ‘Data sovereignty’, ‘Interoperability’, ‘Mature technology’, ‘Security’
and ‘Transparency,’ yet it also influences the ecosystem. Consequently, ‘Technology trust’ was
removed from the technological dimension and redefined as ‘Trust’ within the environmental
dimension. In the environmental dimension, experts confirmed the factors ‘Ecosystem readiness’
and ‘Regulatory certainty’. This shift emphasizes the importance of external factors in the
adoption process. Figure 2 illustrates the final data space adoption framework, comprising 14
factors distributed across the three dimensions: technological, organizational, and environmental.
This comprehensive framework provides a structured approach for organizations to evaluate and
navigate the complexities of adopting data spaces, facilitating informed decision-making in
cross-organizational data sharing initiatives.

Technological < > Environmental
| Controllable complexity | Economic potential
| Data sovereignty | Ecosystem readiness

Interoperabilit N Regulatory certainty
| P y |\>{ Data Space Adoption }‘/ —
7'y rus

Mature technology
Security Ecosystem governance
| Transparency |
\ Organizational
Technology competence
Cost clarity
Digital literacy

Figure 2: Final Data Space Adoption Framework

Experts identified several improvements within the technological dimension of the preliminary
data space adoption framework, which originally consisted of eight factors accounting for half
of all factors. One key factor highlighted was ‘Controllable complexity’, addressing the inherent
complexity of the data space approach. Expert N noted this as a barrier due to the absence of
plug-and-play components, stating that organizations "have to do a lot of software development
and customization of existing connectors". Additionally, ‘Data sovereignty’ was emphasized as
critically important. It allows data owners to control access permissions, distinguishing data
spaces from other technologies. Expert L remarked on its significance for organizations handling
sensitive data: "The issue of data sovereignty is of significant importance to organizations that
utilize data spaces". However, Expert Q pointed out the technical challenges in implementing
data sovereignty effectively. Furthermore, "Interoperability" emerged as a vital aspect,
achievable at technical, semantic, organizational, and legal levels. It encompasses both intra-
dataspace interoperability—compatibility among participants within a single data space—and
cross-dataspace interoperability—accessing data across multiple data spaces. Expert M
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underscored its importance: "It's about breaking down silos between domains and data spaces...
creating an ecosystem of ecosystems". Moreover, the factor of ‘Mature technology’ remains
relevant. While data space technologies offer significant benefits, their maturity level can hinder
adoption. Expert S summarized this concern: "An organization is unlikely to adopt a technology
that is not yet mature if it still has doubts about it". In addition, ‘Security’ was confirmed by all
experts as essential. Data spaces involve certified entities, components, and services, such as
IDSA-certified connectors or GAIA-X Digital Clearing Houses certifications. Expert T
highlighted the importance of security: "Security has been taken into account in the development
of data spaces". Lastly, ‘Transparency’ enables stakeholders to trace data transactions and verify
data integrity. However, it's not always viewed positively. Expert T noted: "For me as an
organization, the fact that there is this transparency is also more of a negative aspect".

Moving on to the organizational dimension, experts agreed with existing factors but suggested
refinements. ‘Manageable complexity’ was reclassified to address an organization's internal data
maturity and readiness for cross-organizational data sharing, distinct from the technological
‘Controllable complexity’. It was reframed as ‘Technology competence’. Expert N commented
on the challenges: "It takes time to get the organizational structures in place... it's actually a strong
change process in the organization". Moreover, the ‘Cost clarity’ factor was affirmed,
acknowledging that adopting new technology incurs costs related to data collection, processing,
and storage. Expert R described this: "Providing data involves significant costs... I may have to
transform it in some way". Furthermore, the broad ‘Digital literacy’ factor was debated. Experts
suggested splitting it to focus on internal competencies and separately listing the potential of data
monetization. Expert K explained: "The problem is that when I see the term 'digital literacy', I
don't immediately think of business models. The data monetization aspect should be a separate
factor". Consequently, the ability to monetize data was recognized as a distinct factor, leading to
the addition of ‘Economic potential’ in the environmental dimension.

In the environmental dimension, the framework was refined to include more specific ecosystem
factors. Experts identified that the preliminary framework lacked emphasis on the potential value
of data in data spaces—a crucial adoption factor. The new ‘Economic potential’ factor addresses
the need for organizations to benefit from data space adoption through data monetization or
increased efficiency. Expert R highlighted this necessity: "Is there added value for an
organization to offer data in the data space instead of selling it to a third party?". Additionally,
due to network effects, ‘Ecosystem readiness’ was deemed important. Adoption increases when
many participants are willing to share data. Expert P stressed: "It is important for organizations
that there is an ecosystem ready to work with these techniques and technologies... all parts of the
ecosystem need to be in place". Furthermore, ‘Regulatory certainty’ was identified as necessary,
ensuring that regulations and standards for data sharing are clear, which builds trust among
participants. Expert U mentioned: "Regulatory certainty is very important for us because it builds
trust". Moreover, the factor of ‘Trust’ was also emphasized. Data spaces require collaboration
toward a common purpose, and mechanisms like GAIA-X Digital Clearing Houses act as trust
anchors. Expert M explained: "Trust refers to the confidence that participants have in each other...
it's more of a community issue or an environmental management aspect". Lastly, ‘Ecosystem
governance’ was included in this dimension, acknowledging that democratized governance is
crucial for orchestrating data spaces. The Dataspace Governance Authority (DGA) serves as the
governing body, which can exist independently of any single organization. Expert T noted:
"There's data space governance and ecosystem governance. For the adoption of a data space, this
data space-specific governance is the first thing that has to happen". Expert N added: "If it's about
the ecosystem of the data space, then that's part of the environmental dimension... it's crucial to
whether I decide to participate".
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6. Discussion

The growing interest in data spaces necessitates understanding their adoption (Nagel &
Lycklama, 2021). To fill the existing research gap (Beverungen et al., 2022), we developed a
data space adoption framework as a foundational base for analysing cross-organizational data
sharing, covering technological, organizational, and environmental dimensions. This enhances
comprehension of adoption complexities and broadens the focus to include managerial and
economic aspects (Hellmeier & von Scherenberg, 2023; Otto, 2022b). Therefore, we are
providing a foundation for theoretical development, while also supporting the development of
practical applications across various data space initiatives (Mertens & Kuster, 2024). Firstly, the
framework integrates a unique ‘Economic potential’ factor, which has not been identified in
recent research. The factor describes the monetization opportunities of data space adoption,
generally, the possible added value. Existing literature discusses two generic business model
types of data spaces itself (Ammann, 2025). Although most data space initiatives start with public
funding, they aim to develop a self-sustainable business model over time by generating revenue
from use cases—complementing or replacing public funding—and exploiting economies of scale
through the reuse of data products across multiple applications (Mertens et al., 2024). In the
context of data spaces, business models can be understood to span the range of participants (data
owner, data user, intermediaries) and the data space infrastructure operators. Secondly, we
identified data sovereignty as a technological factor, which may lead to organizational
commitment and trust for data sharing. Recently, data sovereignty has been regarded as an
organisational competence (Moschko et al., 2023). Interestingly, the experts regarded data
sovereignty as a technological factor that is operationalised through technological solutions such
as usage policies at the infrastructure level (Marino et al., 2023). However, data spaces are
regarded as sovereign data infrastructures that establish interoperability through standardization
(Moller et al., 2024; Otto, 2022a). Specifically, data sovereignty was operationalised as a
technological adoption factor within the context of data spaces (von Scherenberg et al., 2024).

Particularly within the European context, there is a growing emphasis on encouraging
organizations to enhance transparency regarding data management through the implementation
of sustainable regulatory frameworks (Ubacht et al., 2023). The European Union's Data Act
mandates organizations to disseminate previously proprietary data and develop products with
user accessibility in mind, a concept known as "data accessibility by design" (European
Commission, 2023). We assume, that societal demands for data sovereignty and regulations in
Europe—such as the Corporate Sustainability Due Diligence Directive, the Carbon Border
Adjustment Mechanism, and the Digital Product Passport—can support the adoption of data
spaces. Environmental factors thus shape technological design to balance economic opportunities
with societal interests in data sharing and reuse (Labadie & Legner, 2019). Consequently, the
data space approach was established to strengthen data sovereignty as a technological function.
The adoption of data spaces provides organizations with the ability to empower data sovereignty,
which can be regarded as an emerging organizational competence within the context of the data
economy. While recent work discusses sovereignty as a capability without providing a theoretical
foundation (Nagel & Lycklama, 2021), we posit that data sovereignty is an environmental
requirement that facilitates cross-organizational data sharing in the data economy. However,
MISSION KI has developed a search engine and cataloging service to enhance data ecosystem
connectivity by enabling comprehensive dataset searches (Mission KI, 2025). Daseen
streamlines data discovery, analysis, and management by enabling metadata-based searches
across public and private data portals and data spaces while automating documentation and
compliance processes (Daseen, 2025).
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7. Conclusion

This study contributes to the current academic discussion on data space adoption by addressing
it from a management perspective. We aimed to enhance the understanding regarding factors
driving organizations to adopt a data space and embrace federated data sharing across boundaries.
Interestingly, data sovereignty as a technological factor seems to play in important role but
requires further operationalization (von Scherenberg et al., 2024). The described data space
adoption framework is an initial step toward a comprehensive knowledge base on data space
adoption, addressing both technical and managerial challenges. We acknowledge limitations due
to potential variations in the expert sample that might have an influence on domain-specific
factors. Expanding the expert sample could provide further insights. Future research could extend
the framework to include these factors, evaluate the impact, and explore approaches for adoption.
Examining correlations between identified factors and data space adoption, as well as among the
factors themselves, is necessary. Developing quantifiable metrics and measurement items for
each factor is necessary. Since our framework is based on the external perspective of adopting
organizations, further research should focus on the internal perspective of data space operators.
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Abstract

Organizations’ ability to identify the potential of digital technologies represents a crucial
challenge for successfully managing their digital transformation (DT). To tackle this challenge
processes are needed that integrate the technological, domain specific and economic expertise
within an organization for identifying digital transformation opportunities. Currently, however,
approaches to support these recognition processes are scarcely described in information systems
engineering. To close this gap an ensemble artefact - namely a methodological process model
that enables the recognition of DT opportunities in collaborative settings - has been developed
by applying action design research (ADR), involving researchers and practitioners. The final
artefact, developed in four iterations, combines a taxonomy and a procedural model. The
taxonomy conceptualizes DT as a combination of context-specific instances of three meta-
elements (representation, technology and effect). In addition, the procedural model of activities
and states guides the recognition process. The artefact’s evaluation regarding usability,
productivity, validity as well as overall acceptance indicates that this approach is a viable
solution for organizations aiming to bridge the silos between domain, business and technology
expertise in the context of DT opportunity recognition.

Keywords
Digital Transformation, Opportunity Recognition, Process Model.

1. Introduction

DT has emerged as a critical factor for organizations' ability to be successful, compelling them
to strategically recognize opportunities for their business when adopting digital technologies
(Bharadwaj et al., 2013; Fitzgerald et al., 2014; Vial, 2019). Early DT focused on adopting new
possibilities, but organizations learned that technology adoption fails when organizational
capabilities don't fit (Blanka et al., 2022; Vial, 2019). Therefore, approaches that consider the
current situation of the organizations including the business model (Berman, 2012) and the
entrepreneurial competencies within the organizations (Vargas-Halabi et al., 2017) have been
developed. Still, DT in a company depends on many different aspects, among them the ability to
recognize opportunities from a more holistic point of view, beyond simply adopting the next
digital technology. Current frameworks at hand integrate such a holistic approaches
(Muehlburger & Krumay, 2023; Miihlburger et al., 2020), by focusing on the organizational,
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economic and technological aspects. However, the frameworks lack operationalization, to
become applicable in organizations. To close this gap, this study aims at developing a
methodological process model that reflects an engineering approach to enable the recognition of
DT opportunities in collaborative settings. Based on the existing DT opportunity recognition
(DTOR) framework (Muehlburger et al., 2020), a methodological procedure model is developed
based on action design research (ADR) (Mullarkey & Hevner, 2019; Sein et al., 2011), involving
a case company providing software services to the tourism sector. By going through four
iterations, the artefact has been evaluated and improved. The final artefact combines a taxonomy
and a procedural model. The taxonomy conceptualizes DT as a combination of context-specific
instances of three meta-elements (representation, technology and effect). In addition, the
procedural model of activities and states guides the recognition process.

The remainder of this paper is structured as follows. First, we provide a brief overview on the
current state of the field regarding DT and DT opportunity recognition. Next, we show how the
method was applied and describe the results of our iterative development process. Finally, we
discuss the implications of our findings, limitations of our approach, and directions for further
research.

1.1. Digital Transformation

Research investigating digitalization and DT has gained significant attention recently (Vial,
2019). DT has profoundly impacted organizations due to the rapid emergence of new market
entrants and substantial changes in business models (Verhoef et al., 2021). The continuously
increasing adoption of digital technologies by organizations contributes to market turbulence and
challenges traditional determinants of organizational performance (Nan & Tanriverdi, 2017).
Organizational competitiveness now frequently depends on how quickly and effectively they
adopt digital technologies to drive transformation (Verhoef et al., 2021). However, the term "DT"
encompasses various concepts (Vial, 2019) and is used ambiguously in research an practice
(Riedl etal., 2024). DT has been defined as "a process that aims to improve an entity by triggering
significant changes to its properties through combinations of information, computing,
communication, and connectivity technologies" (Vial, 2019). DT represents a process rather than
a state, built on digital technologies related to disruptions at various organizational levels (Vial,
2019). By implementing digital technologies, organizations may transform their value creation
approaches, necessitating structural changes and overcoming barriers, resulting in both positive
and negative outcomes (Vial, 2019). To distinguish DT from other forms of technology-induced
organizational change, research has established that DT requires specific capabilities (Blanka et
al., 2022) and produces certain transformative outcomes (e.g., (Gong & Ribiere, 2021; Wessel et
al., 2021)). This understanding has led to research exploring entrepreneurial aspects of DT and
the opportunities arising from it (Kreuzer et al., 2022). An ongoing academic discussion
addresses the conceptual nature of organizational DT (Chen & King, 2022; Riedl et al., 2017).
Most recently, representation (what changes?), technology, and effect (outcome of DT) have
been identified as three context-independent conceptual elements (Muehlburger & Krumay,
2023).

1.2 Digital Transformation Opportunity Recognition

As organizations face increasing pressure to maintain agility and innovativeness to remain
competitive, they must continuously evaluate new technologies and assess their organizational
fit. In entrepreneurship research, opportunity recognition has been extensively investigated
(Baron, 2006; George et al., 2016). Research has examined individuals' ability to recognize
business opportunities based on cognitive frameworks and prior experience (Baron, 2006). At
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the organizational level, however, opportunity recognition has been attributed to organizational
learning processes (Lumpkin & Liechtenstein, 2008).

DT specific opportunity recognition, by comparison, has received considerably less attention.
Drawing on theoretical foundations from entrepreneurial literature, recent work has illustrated
the effects of digital technology on opportunity recognition, demonstrating that digital
technology impacts resources, actors, and markets (Kreuzer et al., 2022). This suggests that
digital technology and DT directly influence how opportunities are recognized (Kreuzer et al.,
2022), yet significant gaps remain in developing applicable methods to identify opportunities
arising from DT. An approach addressing this gap has been proposed based on a design-oriented
perspective of DT and digital innovation (Wiesbdck & Hess, 2019), resulting in a descriptive
framework for recognizing technology-induced opportunities (Muehlburger et al., 2020). The
DTOR framework defines three context-independent elements that enable a holistic approach to
opportunity recognition (Muehlburger et al., 2020). Organizational representations are models of
an organization or its aspects, including business ecosystems, business models, customer
journeys, products, services, processes, and data. Technology lenses represent internal
representations of technological constructs along function, behavior, and structure dimensions,
derived from the function-behavior-structure framework (Gero & Kannengiesser, 2004).
Function refers to automation, connectivity, and data availability capabilities; behavior
encompasses smart manufacturing and digital platform paradigms; and structure includes
physical technologies, software technologies, working techniques, and composite technologies.
Digital transformation opportunities (DTOs) represent potential technology-induced changes to
organizational value creation paths, categorized as either supportive opportunities (enhancing
quality, efficiency, insight, flexibility, accessibility) or transformative opportunities (altering
business models, services, products, or markets). The framework conceptualizes DT opportunity
recognition as the systematic pairing of organizational representations with technology lenses to
identify relevant DTOs. However, this framework presents the process from a high-level
perspective that is not directly applicable in information systems engineering practice. Our study
aims to address this gap by operationalizing the DTOR framework.

2 Methodological Approach

In this study, we apply Action Design Research (ADR) because practitioner involvement directly
contributes to achieving our research goals (Sein et al., 2011). While the widely-used Design
Science Research (DSR) approach (Hevner, 2007; Peffers et al., 2007) typically separates
practitioners from the development and shaping phase of an artifact, ADR deliberately bridges
the gap between researchers and practitioners who experience the problem firsthand (Sein et al.,
2011). ADR integrates concepts from both DSR and Action Research, aiming to "generate
prescriptive design knowledge through building and evaluating IT artifacts in an organisation
setting" (Sein et al.,, 2011). This methodology addresses organizational problems through
intervention and evaluation while simultaneously constructing and refining IT artifacts based on
the specific challenges encountered.

ADR builds upon existing DSR frameworks and synthesizes six commonly applied steps (Peffers
et al., 2007) into four stages with corresponding principles (P1-P7): Stage 1: Problem
Formulation (P1: Practice-Inspired Research, P2: Theory-Ingrained Artifact); Stage 2: BIE -
Building, Intervention and Evaluation (P3: Reciprocal Shaping, P4: Mutually Influential Roles,
P5: Authentic and Concurrent Evaluation); Stage 3: Reflection and Learning (P6: Guided
Emergence); and Stage 4: Formalization of Learning (P7: Generalized Outcomes) (Sein et al.,
2011). Mullarkey and Hevner (2019) further developed the ADR approach by proposing a
cyclical process with five steps: Problem Formulation/Planning (P), Artifact creation (A),
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Evaluation (E), Reflection (R), and Learning (L). This cycle incorporates the four stages
previously identified (Sein et al., 2011) while integrating the aforementioned principles. While
steps P, E, R, and L closely align with the original stages, Artifact creation (A) has been added
as a distinct step with an additional principle (P8: Abstraction). Building on this foundation,
Mullarkey and Hevner (2019) developed a comprehensive model connecting different ADR
cycles across four stages (Diagnosis, Design, Implementation, Evolution), each associated with
specific research entry points (see Fig. 1). For this study, we employ the ADR process model
developed by Mullarkey and Hevner (2019) to guide our artifact development.

ADR Stages
ADR Problem Objective Development Observation
Entry Points Centered Centered Centered Centered

Fig 1: ADR process model (Mullarkey & Hevner, 2019).

2.1 Artefact Development

To design and develop the artifact, we employed various methods for collecting data from both
academic sources and practitioners who were directly involved in the design process. Practitioner
involvement was essential because the specialized knowledge and perspectives of these
stakeholders were required to properly inform the study. The research was conducted in
collaboration with a case company from the tourism sector—an industry facing significant
challenges due to dynamic and rapidly changing market conditions driven by emerging
technologies. The case company is a small software agency providing B2B services primarily in
the central European tourism market. We structured our development process using the five steps
of the ADR cycle (Mullarkey & Hevner, 2019) as guiding principles for our iterative approach.
We adopted an objective-centered approach (beginning with the Design stage) because the
problem had already been conceptualized in prior studies (Muehlburger et al., 2020). Our process
began with problem formulation, followed by developing a preliminary artifact based on
literature, unstructured observations, and interviews within a single case company in the tourism
software sector, limiting our evaluation to one organizational context.

The final artifact resulted from four ADR cycles in which it was repeatedly evaluated in
workshop settings. During these workshops, participants were presented with the artifact in its
current form and asked to apply it while discussing their experiences. We observed their
behaviour throughout this process to gather additional insights, combining structured data
collection with unstructured observations of participants' interactions and difficulties with the
model. After each workshop, participants completed a post-hoc questionnaire designed to assess
specific evaluation metrics: usability, productivity, validity, and overall acceptance. These
metrics were selected from a broader set of potential criteria through preliminary interviews,
prioritizing those most relevant to practitioners. The researcher actively moderated each
workshop, with the moderation approach evolving across iterations—from highly directive in
early workshops when participants struggled with conceptual understanding, to a more hands-off
approach in later iterations as the improved model required less intervention, allowing
assessment of whether practitioners could independently apply the process. The workshop
participants included three employees from project management (workshop 1), three from
innovation management (workshop 2), and three from customer service (workshop 3). The fourth
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workshop involved the same three participants from workshop one, enabling direct comparison
of their experiences with both the initial and final versions of the artifact and providing valuable
insights into how specific improvements addressed their original challenges. Time constraints
sometimes limited exploration of all potential opportunities or lens combinations, reflecting real-
world implementation challenges. Through these four iterations we employed various approaches
to develop and evaluate the artifact, incorporating feedback at each stage. Figure 2 illustrates key
changes across iterations, though space constraints prevent showing the comprehensive evolution
where each modification directly addressed specific participant challenges observed in

workshops.
Initial artefact J Revised artefact i Pre-final artefact J Final artefact J
Academic
literature
4 1 1 v
Workshop 1 & post-hoc ‘Workshop 2 & post-hoc Workshop 3 & post-hoc Workshop 4 & post-hoc
Unstruct}lrcd questionnaire questionnaire questionnaire questionnaire
ol?serva_tlon/ Aspect: project mgmt. Aspect: innovation mgmt. Aspect: customer service Aspect: project mgmt.
interview (WP 1 WP3) (WP 4 — WP6) (WP 7 — WP9) (WP 1 WP3)
Reflection & learning
exposed for evaluation Artefact creation
......... » —
Fig 2: Documentation of development steps.
3 Results

The results of the ADR process are presented chronologically through four iterations,
demonstrating the evolutionary development of the final artifact and highlighting the changes
made at each stage based on stakeholder feedback and evaluation.

3.1 Initial Artefact

In the first iteration, we focused on understanding how an artifact might address the identified
problem based on existing literature (Muehlburger et al., 2020). Our primary objective was to
sketch a process that would support organizations in identifying DT opportunities. Additionally,
we aimed to provide the necessary tools and descriptions to establish a shared understanding
among stakeholders. This iteration was pivotal as it represented the transition from conceptual
framework to applicable design—a common progression in information systems engineering.
The iteration had a normative character, providing an initial design template for the process.
Following design principles (Mullarkey & Hevner, 2019), this phase played a critical role in
development by bridging the conceptual framework (Muehlburger et al., 2020) with an
implementable, testable design procedure. Simultaneously, it established guidelines that systems
engineers could follow in practice.

Beyond literature review, the initial artifact development was informed by an unstructured
interview with an employee responsible for identifying innovative technologies at the case
company. The interviewee described the company's current discovery process as primarily "gap-
focused" and experience-based, without any structured methodology—essentially relying on
coincidental discoveries. This highlighted the need for a balance between methodological rigor
and accessibility, as many participants would later struggle with selecting appropriate
technological lenses, particularly those with less technical backgrounds. Both the interview and
unstructured observations of company practices revealed that opportunity recognition efforts
were almost exclusively oriented toward efficiency improvements and cost reduction.
Opportunities related to quality enhancements or service improvements received minimal
attention. The interviewee also noted resistance within the organization toward frequent changes,
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particularly regarding the implementation of new technologies. For successful adoption, the
benefits of new technologies needed to be clearly articulated; otherwise, acceptance and usage
remained low.

Need for DTO identified 4
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v v
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Fig 3 Initial Artefact (Procedural Model)

The initial artifact addresses the identified shortcomings while incorporating insights from
literature, interviews, and observations. We based our design on the extended event-driven
process chain (eEPC) modeling approach, which is recognized for its accessibility to users
without specialized process modeling training (Felder & Brent, 2005). In our model, the process
begins when a need for DT opportunities (DTOs) is identified. This need may emerge internally
within the company (e.g., to improve efficiency in a specific process) or externally from market
conditions (e.g., competitors gaining competitive advantage). The process continues with the
selection of both an organizational representation (OR) and a technology lens (TL) (Muehlburger
et al., 2020) to create an OR/TL pair. This pairing reflects the fundamental assumption that DTOs
must address both technological and organizational dimensions (Muehlburger et al., 2020). For
organizational representations, we utilized repositories developed in a previous study
(Muehlburger & Krumay, 2023), comprising seven categories: business ecosystem, business
model, customer journey, product, services, process, and data. Similarly, the technology lens
drew from repositories following the function-behavior-structure framework ((Gero &
Kannengiesser, 2004), categorized by function (automation, connectivity, data availability),
behavior (function, smart manufacturing paradigm, digital platform paradigm), and structure
(physical technology, software technology, working techniques, composite technology). The
scanning for DTOs is conducted using the defined OR/TL pair, assuming that at least one
opportunity exists. Once identified, DTOs are categorized into two groups: supportive
opportunities (quality, efficiency, insight, flexibility, accessibility) and transformative
opportunities (business model, service, product, market). The process then evaluates the
completeness of the identified DTOs—whether a sufficient number has been found for the
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current OR/TL pair. If deemed incomplete, the process cycles back to scanning for additional
DTOs with the same pair. If complete, the overall need for additional DTOs is reassessed,
potentially initiating a new cycle with different OR/TL pairs or concluding the process if no
further DTOs are needed. Figure 3 illustrates this initial procedural model.

In summary, the initial artifact (procedural model) expanded beyond the case company's current
focus on efficiency-enhancing technologies to encompass a broader range of opportunities
arising from new technologies. We deliberately use the term "procedural model" to emphasize
the step-by-step nature of our approach. The repositories for pairing organizational
representations (OR) and technology lenses (TL), as well as those for categorizing DT
opportunities (DTOs), are equally critical components of the overall artifact.

To evaluate the initial artifact, we conducted a workshop with three project management
employees from the case company (workshop 1). Participants were provided with predefined
settings, including specified DTO needs, repositories (OR and TL), and a categorization scheme
for structuring DTOs. Workshop observations revealed that while participants generally
navigated the process without difficulty, they struggled with specific aspects. Most notably, they
had trouble interpreting the "AND" relationship. Participants with non-technical backgrounds
particularly struggled with understanding and applying the technological lens concept, finding it
highly abstract and difficult to translate into practical application—a challenge that persisted
throughout all iterations despite attempts to provide more concrete examples. Participants found
the repositories overwhelming and requested additional contextual information to facilitate
selection. The technology lens repository, in particular, provided high-level definitions that
participants found too abstract; they requested concrete examples of technologies (e.g.,
explaining "composite technologies" with examples like 3D-printing). The categorization of
DTOs also prompted significant discussion, as participants could not readily discern its practical
benefit. Although participants found the process generally straightforward, they struggled to
assess when the "completeness" criterion had been satisfied. Additionally, observations indicated
that the procedural model implicitly contained distinct phases that were not explicitly represented
in the visual model. The post-hoc questionnaire revealed that participants found the initial artifact
relatively easy to use and believed it improved productivity. However, they identified several
challenges: difficulty understanding the pairing process, lack of clear purpose, and need for more
concrete examples of technologies. While validity and acceptance ratings were high, participants
suggested improvements to clarify when the process ends ("When is the need fulfilled") and the
model's overall purpose ("Why should it be used?"). All participants emphasized the need for
comprehensive instructions before beginning the process, particularly when working with the
repositories. Finally, they expressed concern about the high abstraction level, noting that
effective use required the ability to "think on an abstract level." Based on this valuable feedback,
we reflected on necessary changes and proceeded to develop subsequent iterations of the artifact.

3.2 Revised Artefact

The next two iterations followed the five steps of the ADR cycle (Sein et al., 2011), beginning
with problem formulation based on feedback from previous evaluations. To address the identified
issues, we made several key modifications to the artifact. First, to enhance clarity regarding DTO
needs, we added a specific process step for formally articulating these needs. Second, we
addressed concerns about the OR/TL pairing by consolidating it into a single, more intuitive
process step. Third, to resolve difficulties with completeness assessment, we introduced
additional process steps and feedback loops that clearly differentiate between identifying all
DTOs for a specific pair versus exploring all potential pairs. Fourth, we incorporated the concept
of "satisfaction" ("Re-evaluate if need for DTOs is satisfied") to provide clearer guidance on
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determining when the process should conclude. Fifth, we visually distinguished the different
phases (Initiation, Application, Evaluation) using color coding to make the previously implicit
process stages more explicit (see Fig. 3). Finally, we enhanced the technology lens repository by
adding concrete examples of actual technologies to address participants' requests for more
tangible illustrations.

We evaluated this updated artifact through a second workshop with three innovation management
employees from the case company. The workshop observations and post-hoc questionnaire
results indicated that while the second iteration had successfully addressed some previously
identified issues (particularly by adding concrete technology examples to the TL repository),
several challenges remained unresolved, resulting in decreased usability ratings.

Participants continued to struggle with understanding the practical benefits of DTO
categorization. They provided specific recommendations, emphasizing that the color-coded
phase marking was unnecessary and requested a handbook or clear guidelines for each process
step. They highlighted the importance of focusing on the target group and suggested using the
term "activity" instead of "function." Additionally, they proposed clearer explanations of process
elements such as events and functions, and suggested either clear color-coding or none. Lastly,
they questioned the use of the term "repository," finding it too technical.

3.3 Pre-final and Final Artefact

Reflecting on and learning from workshop 2 results and post-hoc questionnaire feedback, we
conducted another ADR cycle (Sein et al., 2011). Our primary focus for this iteration was
improving the visualization of the procedural model and refining terminology to address
participant concerns. We made significant changes to the visual representation, introducing
numbered steps, consistent color-coding between model elements and referenced materials, and
adding intuitive icons to quickly distinguish between activities and statuses—visual
enhancements that proved crucial for improving usability according to participant feedback. A
major enhancement was the transformation of the existing repositories into a comprehensive
taxonomy that functioned as the requested handbook. This component of the artifact provides
clearly articulated guidelines for each step in the procedural model. We implemented several
user-friendly features in this taxonomy: (1) numbered steps corresponding to the procedural
model for easy cross-reference; (2) explanations of each step's relevance to the overall process;
(3) practical examples illustrating how to execute each step; (4) clear delineation of inputs and
outputs for each activity; (5) reorganization of repositories as accessible lists (avoiding the
technical term "repository"); and (6) detailed explanations for each list entry. Additionally, we
included purpose statements to help users understand the rationale behind each component.

For the third evaluation, we presented the revised artifact (procedural model shown in Fig. 5 and
accompanying taxonomy) to three customer service employees during workshop 3. Given the
decreased usability ratings from the previous workshop, this evaluation specifically focused on
assessing usability improvements. We were particularly interested in evaluating how effectively
the taxonomy (handbook) complemented the procedural model. To test this integration, the
workshop facilitator instructed participants to consult the handbook first whenever questions
arose during the process application. The workshop 3 evaluation revealed that most remaining
issues centered on terminology within the taxonomy (handbook) rather than structural concerns.
Participants found the procedural model itself easy to follow, with clear wording and
terminology. Based on reflection and learning from this feedback, we conducted a final ADR
cycle (Sein et al., 2011) focused specifically on refining the taxonomy's terminology while
maintaining the procedural model unchanged. For the final evaluation (workshop 4), we
presented both components of the artifact—the procedural model and the refined taxonomy—to
the same participants who had attended workshop 1. This approach allowed us to gather insights
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from participants who had experienced the artifact's complete evolution from initial conception
to final form. The comprehensive feedback confirmed the general effectiveness of both
components, validating our iterative development approach. While most issues identified
throughout the evaluation process were addressed, participants across all iterations consistently
questioned the value of the categorization step. Despite attempts to clarify its purpose, this
remained an unresolved concern even in the final evaluation, suggesting a fundamental tension
between theoretical completeness and practical utility in this aspect of the model. A particularly
significant finding from the final evaluation was that participants across different organizational
functions expressed confidence in their ability to apply the model independently. By workshop
3, participants without prior experience with process models stated they "would feel comfortable
applying the artifact in a new workshop group unfamiliar with the process as a moderator."
Multiple groups had already scheduled additional workshops to apply the model to other business
cases without researcher intervention, indicating genuine organizational adoption beyond the
evaluation context. This unprompted implementation represents strong validation of the artifact's
practical utility and accessibility. To evaluate the effectiveness of model improvements across
iterations, we tracked the number of DTOs identified during each workshop. The results showed
a clear progression: workshop 1 yielded only 3 DTOs, workshop 2 produced 13 DTOs, workshop
3 generated 29 DTOs, and workshop 4 identified 22 DTOs. This quantitative improvement
demonstrated the artifact's increasing effectiveness in facilitating opportunity recognition as
design improvements were implemented.

4 Discussion, Limitations and Future Research

Organizations today face increasing pressure for DT to maintain competitive advantage, creating
an urgent need for structured approaches to recognize digital opportunities. This study addresses
this gap by developing a methodological process model comprising two integrated components:
a procedural model and a supporting taxonomy. Through four iterations following the Action
Design Research methodology (Sein et al., 2011), we created an artifact that builds upon prior
research and incorporates practical insights from industry stakeholders. The resulting model
enables companies to balance technological and organizational dimensions when identifying
opportunities aligned with their needs. The primary contribution is connecting business,
technology, and domain-specific knowledge.

Our model consists of two complementary components: the procedural model and the taxonomy
(handbook). These elements evolved significantly throughout our iterative research process,
aligning with established engineering approaches found in other frameworks. The taxonomy
proved valuable for ensuring clarity and accessibility across stakeholders with varied
backgrounds and expertise levels. Our model addresses key challenges in DT opportunity
recognition. First, it expands the focus beyond efficiency improvements to encompass
transformative opportunities. Second, it provides a structured methodology for what was
previously an ad hoc process. Third, it creates a common language and conceptual framework
that facilitates communication across different organizational functions.

The evaluation results from our workshops demonstrate that the model balances structure with
flexibility, providing guidance while allowing customization to specific contexts. Participants
consistently highlighted the value of a systematic approach that accommodates their environment
and objectives. The procedural model guides users through the recognition process, while the
taxonomy provides the necessary depth of information to support decision-making at each step.
A distinctive strength of the model is its practical adaptability to organizational constraints.
Participants valued the ability to pause and resume the process across multiple sessions without
losing coherence—a critical feature for implementation in time-constrained environments. This
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flexibility enabled practitioners to integrate the model into existing workflows, enhancing
implementation potential.

From a theoretical perspective, this study contributes to DT literature by operationalizing
conceptual frameworks. By translating abstract elements into concrete procedures, we bridge the
gap between theory and practice. This demonstrates how conceptual frameworks can be
transformed into tools through collaborative design processes involving researchers and
practitioners. Practically, our model offers organizations a tool for systematically identifying DT
opportunities beyond the obvious. By considering multiple organizational representations and
technology lenses, it encourages exploration of overlooked possibilities and potential synergies.
This approach is valuable given the complexity and high stakes of DT initiatives.

4.1 Limitations and Future Research:

While our study provides valuable insights, several limitations must be acknowledged, our model
was developed and evaluated within a single case company in the tourism sector, which may
limit its generalizability to other industries or organizational contexts. Second, our evaluation
focused primarily on the model's usability and acceptance rather than its long-term effectiveness
in identifying valuable DT opportunities. Third, the model in its current form requires facilitation
by individuals with some familiarity with process modelling and digital technologies. Further
development could explore simplified versions for organizations with limited technical expertise
or resources. Fourth research on how this approach might be integrated with other DT
frameworks and tools, particularly those focused on implementation rather than opportunity
recognition. Additionally, exploring how emerging technologies such as artificial intelligence
might be incorporated into the opportunity recognition process represents a promising direction
for extending this work.
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Abstract

As digital transformation accelerates, organizations increasingly turn to agile software
development and deployment practices like DevOps. However, incorporating security into these
processes through DevSecOps presents significant challenges, particularly in cultural
adaptation and alignment with IT governance. This study explores the challenges of adopting
DevSecOps from two crucial perspectives: organizational culture and IT governance. Through
a thorough literature review and the development of a conceptual framework, we identify human-
related barriers such as resistance to change, lack of awareness, and communication gaps, along
with governance-related constraints such as inadequate policies, misalignment of risks, and
compliance issues. To tackle these challenges, we propose a Plan-Do-Check-Act (PDCA)
implementation model that provides a practical approach for transforming organizational
culture and improving IT governance. This approach aims to bridge the gap between
development, security, and operations while aligning with strategic business objectives. Future

research in this field could include empirically validating the model through case studies.

Keywords
DevOps, DevSecOps, Cybersecurity,

1 Introduction

Cybersecurity is more crucial than ever as digitalization is becoming increasingly evident within
business and across wider society. Cyberattacks and security concerns emphasize the importance
of security in software development and operations (Nagasundari et al., 2025). In the context of
the business IT function, Ahmed and Francis (2019) indicate that using the method of DevOps
not only enables faster, better collaboration and communication for team building, testing, and
releasing software but also brings great agility, flexibility, and quality, as well as cost efficiencies.
DevOps is described as merging software development and operations to align their priorities,
enabling them to work together to achieve a successful project (Cois, 2014). DevSecOps
integrates a security layer into DevOps, recognizing the increasing importance of cybersecurity.
The aim is to embed modern security practices in IT development and operations by involving
security from the beginning (Myrbakken & Colomo-Palacios, 2017).

DevOps is divided into four processes: culture change, automation, measurement, and sharing
(CAMS) (Tomas & Huang, 2019). All these are important, but culture change is crucial to
establishing DevOps and DevSecOps in an organization. DevSecOps needs three different areas
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to work together to build a secure software project, for example (Sanchez-Gordén & Colomo-
Palacios, 2020). Organizations must first create an appropriate security culture within which
technical procedures can be more effectively communicated and adhered to.

A survey conducted by Synk (2020) emphasizes cultural issues with DevSecOps. It indicates that
security is perceived as an activity that slows down the business and overall software delivery,
and 29% of all organizations positioned at the highest level of security integration still feel that
security teams and delivery teams encounter a lot of friction, even when collaborating together.
Another factor that affects both culture change, and DevSecOps adoption overall, is IT
governance, which impacts a company's internal processes and culture. To successfully adopt
DevSecOps, alignment with business and IT goals is necessary. Thus, this research aims to study
how culture and IT governance influence the adoption of DevSecOps. Based on these insights, a
PDCA-based framework of actionable measures is developed to address the challenges of
adoption and encourage successful implementation. More specifically, this study answers the
following research questions (RQs):

RQ1. What are the main challenges in a business's adoption of DevSecOps?

RQ2. What are the effects of culture on a business's adoption of DevSecOps?

RQ3. What are the effects of IT governance on a business's adoption of DevSecOps?

RQ4. What measures or framework can be adopted as regards culture and IT governance to
overcome DevSecOps adoption challenges?

This study undertakes a narrative synthesis to explore the organizational and governance-related
challenges in DevSecOps adoption. Popay et al. (2006) note that a "narrative synthesis relies on
the use of words and text to summarise and explain the findings of multiple studies, rather than
relying solely on numerical data". One particular strength of a narrative synthesis is its flexibility
and adaptability, which allows the researcher to accommodate a range of approaches and
techniques in locating relevant sources and to assess material from a wide range of different types
of literature. Petticrew and Roberts (2006) observe that a "narrative synthesis is particularly
valuable when studies vary in design, population, or intervention, as it enables researchers to
construct a coherent story from fragmented evidence". In this instance, the selection of literature
was guided by the authors' experience and focused on key academic databases, such as Web of
Science (WoS), Scopus, and IEEE Xplore, to gather foundational theories and empirical findings.
This study synthesizes significant contributions from the academic literature and incorporates
selected grey literature, including industry reports from sources like Synk, as well as technical
guides from MITRE, GSA, and Interpol. This approach ensures both practical relevance and
contemporary context, helping to develop a conceptual understanding and propose a practical
framework. To ensure our analysis remains relevant, especially with the rapid evolution of
DevSecOps practices, the literature search focused on publications from the last 5-7 years
(approximately 2018-2025). In the remainder of this paper, Section 2 presents a literature review
that establishes the theoretical foundation of DevSecOps, covering both its cultural and
governance aspects. Section 3 introduces a conceptual framework that highlights the key
challenges associated with adopting DevSecOps from the perspectives of culture and IT
governance. Section 4 proposes a structured Plan-Do-Check-Act (PDCA) approach to
systematically address these challenges and promote effective adoption. Section 5 provides a
critical discussion of the findings in relation to the RQs and relevant literature. Finally, Section
6 concludes the paper by summarizing the main insights and offering suggestions for future
research directions
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2 Literature Review

This study includes both technical and business-related concepts from distinct research areas,
which are considered systematically in the sections below, in which definitions and theoretical
background of each term are given.

2.1 DevOps and Security: DevSecOps

Zhu et al. (2016) define DevOps in the context of software development as a group of functions
used primarily to make the time between injecting an edit to a system and injecting a change to
normal production shorter without compromising overall quality. Lwakatare et al. (2019)
indicate that, as a concept, the main purpose of DevOps is to handle the problems with software
development, release, and operational processes, which are brought about by organizational
distinctions between processes. They further claim that, within the IT function, the development
and operations departments may have some conflict of objectives and practices as regards agility
and stability. This may be evidenced in particular when these departments have to deal with
issues such as inefficient data flow and poor test environments (Lwakatare et al., 2019).

Luz et al. (2019) developed a model for DevOps adoption, considering the view of the people in
charge of the adoption process of DevOps in their workplace, and they also applied the model to
a real-world DevOps adoption scenario. The research concludes that the adoption of DevOps is
related to a number of main factors, including agility, automation, collaborative culture,
continuous measurement, quality assurance, resilience, sharing and transparency, and a
collaborative culture, which plays the most important role among them (Luz ef al., 2019).

In recent years, the global shift to online communication tools and remote working has increased
dramatically. Besides technological advances, COVID-19 played a crucial role in rapidly
adopting and deploying remote systems and applications for organizations and individuals.
Organizations have become increasingly vulnerable to cybercriminals focusing on online
systems and connectivity due to this sudden global shift (Interpol Cybercrime Report, 2020). At
the same time, many organizations want to speed their adoption of IT-related change by
minimizing IT operational overheads and saving time by automating development processes and
increasing their deployment of newly created software and features. However, security aspects
are a concern - of each line of code and for infrastructure changes. DevOps and Security have
thus become strictly interconnected practices, and as a result, a new term, DevSecOps, emerged
(Mohan & Othmane, 2016).

DevSecOps can be conceptualized as the set of automated procedures and security practices
applied to the development, integration, and deployment pipelines for IT products in
organizations by fundamentally strengthening awareness and knowledge and by using
appropriate comprehensive tools (Tomas et al., 2019). Achieving better quality of secure
software requires integrating security principles and practices into the DevOps processes and the
software development lifecycle (SDLC) from inception to delivery, including automated and
non-automated activities. Automated activities are related to the common software practices in
DevOps, such as automation of monitoring, testing, code reviews, security updates, and patches.
Besides, non-automated activities, especially in terms of security, include security requirements
analysis, design review, configurations and policies, compliance analysis, threat modeling, and
risk analysis (Nagasundari et al., 2025). In their study of security practices in DevOps, Rahman
et al. (2016) found that security teams were actively collaborating with development and
operations teams to provide better DevSecOps processes in terms of automated and non-
automated activities.
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2.2 Challenges in DevSecOps Adoption

Kumar and Goyal (2020) identify the different challenges in DevSecOps adoption from people,
process, and technology perspectives, encompassing culture-related challenges such as resistance
to change in the organization’s culture and people mindset and teams working in isolation without
sharing information between them. They further indicated that the selection of Open Source
Software (OSS) policy should encourage a collaborative culture to make connections between
staff from development, security, and operations to decide on the best open-source tools (Kumar
& Goyal, 2020). In their multivocal literature review, Myrbakken and Colomo Palacios (2017)
indicated that most problems with DevSecOps adoption are related to speed and agility,
organizational changes, tools, and practices. Moreover, they stated that organizational issues can
be related to organizational culture, and new procedures for security prevention, detection, and
response will be needed (Myrbakken & Colomo Palacios, 2017).

Zaydi and Nassereddine (2020) analyzed the practices that DevOps practitioners have applied to
date and summarized the key challenges of DevSecOps adoption. In conclusion, the authors
observed that many organizations have limited resources, but a range of challenges need to be
addressed to achieve true agility in a DevSecOps approach. These include the need to enhance
coordination among several teams for effective facilitation and the insertion of IT security
practices into the full software/product lifecycle, including continuous planning, feedback loops,
and automation for the whole pipeline to provide end-to-end coverage.

2.3 DevSecOps and Culture

Transitioning to DevSecOps requires a significant cultural shift. Resistance to change and the
need for collaboration among development, security, and operations teams can hinder adoption
(Lumpatki et al., 2024; Rajapakse et al., 2022). DevSecOps requires three different groups to
work together, which traditionally have worked separately in the IT arena: the development team,
the operations team, and the security overseers. Organizational changes and improvements are
required before technological developments to ensure that these three groups work together. It is
necessary to maintain a culture of innovation that consists of openness, transparency, ownership,
and accountability to enable these three teams to work together efficiently and reduce
organizational-level problems (Mao et al., 2020). The authors examined grey literature and
identified internal and external factors impacting DevSecOps implementation and emphasized
that there are few studies conducted that identify challenges in DevSecOps implementation.
However, cultural resistance, implementation cost, and solidified organizational structures, are
identified as the three main challenges in implementing DevSecOps (Mao ef al., 2020).

Myrbakken and Colomo-Palacios (2017) emphasize the importance of culture as a principle in
DevSecOps in their multivocal literature review. They define culture in DevSecOps differently
from DevOps by adding collaboration with security from the start and giving importance to
security throughout. Sanchez-Gordén and Colomo-Palacios (2020) emphasized the importance
of people when security is integrated into DevOps. The study provides a literature review focused
on the cultural aspects and human factors of DevSecOps. Sanchez-Gordon and Colomo-Palacios
(2020) identified 13 attributes related to DevSecOps culture: collaboration, sharing knowledge,
feedback, continuous improvement mindset, communication, responsibility, trust,
experimentation, leadership, commitment and agreement, blamelessness, hiring new personnel,
transparency. Their research points to the scarcity of studies in DevSecOps and culture.

Tomas et al. (2019) emphasized that unifying software engineering and security teams enables
developers to write more secure code and helps the whole team to design systems with security
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in mind. The study focused on all the topics of CAMS (culture change, automation, measurement,
sharing) and the status of IT companies in terms of security in CAMS terms. They interviewed
six engineers working in Norwegian IT companies. The main problems identified in culture were
management’s prioritization of security, lack of responsibility for security, conflicts between
security and development, risk and cost battle, and developers’ autonomy (Tomas et al., 2019).
Their paper also showed that there is an additional gap between the security and development
teams. Tomas et al. (2019) identified culture as the foundation of DevSecOps, and their study
shows that it is essential for enabling developers to write secure code. Zaydi and Nassereddine
(2020) examined applying DevSecOps culture to IT service management (ITSM) in their study.
They gathered the most used DevSecOps practices and investigated their usage in ITSM.

Da Veiga and Eloff (2010) developed a framework for assessing information security culture.
Their study focuses on different dimensions such as leadership and governance, and security
policies. Sas et al. (2020) conducted research on measuring the security culture in organizations,
and they reviewed existing tools. Orehek and Petri¢ (2020) also reviewed the scales measuring
information security culture.

2.4 IT Governance and DevSecOps

IT governance is an important concept that emphasizes the alignment of IT with business goals
(De Haes & Van Grembergen, 2004). Tomas et al. (2019) identified reluctance to prioritize
security as one of the two factors related to security culture in their study. As their interviews
show, management’s failure to prioritize security is one of the crucial factors that shape security
culture. Alignment and coordination of the organization's goals with IT goals is necessary for
DevSecOps to be successfully implemented. In the implementation, Shin et al. (2025) proposed
a zero-trust framework to enhance security and evaluated its applicability

The relationship between IT governance and DevSecOps has hitherto received little attention in
the literature. Two studies are directly related to DevOps and IT governance topics. Fox (2020)
examined the relationship between IT governance and DevOps from the Department of Defense’s
point of view. Wiedemann (2018) analyzed the creation of IT governance systems for building
DevOps teams and emphasized that IT governance mechanisms can help establish DevOps in a
company.

3 Conceptual Framework

Building upon the literature analysis presented above, a conceptual framework is put forward
here to encompass the relationship between the concepts of DevSecOps, culture, and IT
governance. The challenges confronting organizations when adopting DevSecOps are
represented in Figure 1 from both cultural and IT governance aspects.

The cultural aspects consider both the employee and management perspectives, while IT
governance aspects cover structural and operational challenges. A lack of security awareness
may result from a lack of knowledge of possible cyber-attacks (Mutlutiitk er al., 2024).
According to Bucena and Kirikova (2017), the challenges regarding the lack of awareness include
missing concept maturity, buzzword perception, lack of proper training, and miscommunication.
Employees' non-compliant behaviors can create new security vulnerabilities. Inadvertent human
error is a contributing factor in 48% of security breaches in businesses in the United Kingdom in
2015 (Statista, 2015). Hence, it is important that employees should take cybersecurity awareness
training.

47



2025 International Conference on Information Resources Management

Lack of motivation can be considered a significant factor in employee commitment and
performance, according to Metalidou et al. (2014). Therefore, in terms of cultural aspects, lack
of motivation can result in a decrease in alignment between an employee and the strategic
purpose and, in turn, a tendency to resist change during the adoption process of new paradigms
such as DevSecOps. Accordingly, thriving in an environment where employees are motivated to
continually commit to DevSecOps' purposes strengthens the adoption activities and results.
Lack of support refers to senior management attitude and the existing culture in the organization
when DevSecOps adoption is not given adequate prioritization. Tomas et al. (2019) identified
reluctance to prioritize security as one of the main themes that affect security culture. The
DevSecOps process will be hard to implement when senior management and other stakeholders
within the organization underestimate security. According to Sanchez-Gordon and Colomo-
Palacios (2020) leadership is crucial to promote and spread the DevSecOps culture within the
organization. Therefore, top management should support the adoption process and prioritize
security.

[ DevSecOps Adoption ]
[

]
Cultural Aspects l | IT Governance Aspects

<{ Noncompliant Behaviors Governance

of Employees

—{ Lack of Communication ]

—[ Lack of Awareness ]

Compliance
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—{ Conflict of Interest ]

—[ Lack of Support ]

Fig 1: DevSecOps Adoption Challenges: Conceptual Framework

Mansfield-Devine (2018) states that the DevSecOps team needs to communicate with the
DevOps team and ask how they can help each other, in what way they do not slow down each
other’s processes, and how they can initiate new activities together. It is also crucial for the
security team to be involved as early as possible to make sure that the communication takes place
at the right time and the delivery is done continuously (Sanchez-Gordon & Colomo-Palacios,
2020). Tomas et al. (2019) state that there may be a conflict between security and development
teams as the security teams may criticize the development in terms of security issues. This
problem may cause negative feelings, which may affect the working relationship negatively
(Sanchez-Gordon & Colomo-Palacios, 2020).

According to Wiedemann (2018), agile IT organizations reduce the gap between business and IT
by making IT a partner instead of a service provider. DevSecOps and Agile have similar goals
as eliminating silos and increasing collaboration and teamwork (GSA Tech Guides, n.d.).
Therefore, DevSecOps can help reduce the gap between business and IT. Since one of the goals
of IT Governance is ensuring that IT investments generate business value (MITRE, n.d.), using
DevSecOps in an organization enables this by reducing the gap between business and IT while
providing a more secure way to deploy software.
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The GRC (governance, risk, compliance) approach will be used when looking into the IT
governance aspects (Racz et al., 2010). Governance is mainly about alignment with business and
IT goals; the risk is related to the risk appetite of the organization, and compliance is related to
laws and regulations concerning the organization.

Potential benefits of adopting a GRC approach include the following:

o [T Governance and DevSecOps: DevSecOps can eliminate silos and increase collaboration
and teamwork. Hence it can reduce the gap between IT and business and help to align
business and IT with the same goals.

o [T Risk Management and DevSecOps: DevSecOps extends DevOps by including security
processes, and this approach minimizes security risk and breaches from the start of the
journey. Including security from the beginning helps to minimize the risks. Therefore,
DevSecOps can help organizations’ risk management processes.

e [T Compliance and DevSecOps: DevSecOps aims to reduce security breaches by integrating
security from the beginning; this can help to reduce regulation-related problems with
external parties, such as data breaches and GDPR-related problems.

DevSecOps can provide good results for these three GRC aspects, but other problems may arise
during its implementation. First, the autonomy given to teams may create additional problems.
Organizations can create internal policies to eliminate the possible problems that may occur
because of the additional freedom for teams. The autonomy may also create new risks, so more
audits and controls may be required. Although DevSecOps enables teams to work more
collaboratively, autonomous teams may focus on their issues and lose focus on the business side.
Therefore, management should check that the business goals are followed properly. In the end,
DevSecOps still provides beneficial results in terms of IT Governance, but in order not to
experience adoption problems, it is necessary to take appropriate steps in each aspect of IT GRC
and not ignore the governance side.

4 Overcoming Challenges in DevSecOps Adoption: A Plan-Do-Check-Act
Approach

In DevSecOps adoption, identifying possible threats is crucial for facing and overcoming
problems in the process (Bucena & Kirikova, 2017). Well-defined alignment between teams and
strategic direction should be carefully organized and managed to build a culture of ownership
with employees and make them consciously accept adopting the new paradigm. When an
employee is not clear on the processes, it creates ambiguity and, as a result, diminishes
commitment and ownership drastically (Layton, 2005). Therefore, instructions and policies must
be translated into specific, measurable, assignable, realistic, and time-bound goals to increase
transparency, clarity, and level of satisfaction (SMART criteria, 2021).

Automation can minimize the risk of employee manipulation and human error. Determining and
creating automated workflows (a.k.a. DevOps pipelines) is one of the most efficient ways of
providing a concrete system to prevent further divergence that might lead to a break or
manipulation within the flow. Thus, standards and policies can be applied automatically without
any intervening drawbacks. Continuous feedback loops should happen within the teams and
across the teams to fulfill the need to balance expectations and create valuable results. Continuous
Delivery is essential to release early and faster with incremental outcomes to end users, which
simply leads to an increase in customer satisfaction in turn. Accordingly, continuous feedback
becomes fundamental when it comes to DevSecOps for the teams to develop applications agilely.
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Building a culture of transparency from the risk, safety, and security perspective not only enables
seeing the problems as they occur but also increases agility with the ability to adopt continuous
learning and improvement activities. Transparency around principles, processes, and methods
helps employees to clarify ambiguity, be on the same track, and share a single source of truth
among teams. In light of these, management can make good and quick decisions while
monitoring and measuring the DevSecOps adoption process within an organization that has a
transparent mindset.

Getting top management’s support is crucial to changing the organization’s culture and adopting
DevSecOps processes within the organization. IT Governance is an important factor in aligning
business and IT on the same page. Also, IT GRC’s other aspects, such as risk management and
compliance, should be examined to implement changes to have a successful DevSecOps
adoption. DevSecOps needs to have faster and more autonomous processes. This creates new
risks, and new risk audit mechanisms should be created. This autonomous structure also needs
new policies, internal compliance should be revised to create new policies for a smoother
DevSecOps adoption. New risk audit mechanisms and policies will increase the chance of
successful DevSecOps adoption. Changes in IT GRC will be a complementary force as they will
also affect the culture more formally.

Both cultural changes and IT Governance changes are necessary to have a successful DevSecOps
adoption. Both changes will affect each other. Changes in the IT Governance side will provide a
basis for cultural changes. Hence, necessary steps should be taken on both sides to overcome
challenges in DevSecOps adoption.

5 Findings and Discussion: Addressing the Research Questions

This section discusses the study’s findings, considering the RQs and relevant literature. The aim
is to critically interpret the results and highlight the implications of cultural and IT governance
dimensions in DevSecOps adoption. While commonly identified human-related challenges such
as “resistance to change”, “lack of awareness”, and “communication gaps” can appear generic to
many technological transformations, their manifestation, overall impact, and the solutions they
necessitate become particularly nuanced and acute within the specific context of DevSecOps.
This distinction emanates primarily from DevSecOps’ core principles, which include integrating
security at speed, fostering deep collaboration across traditionally siloed Development, Security,
and Operations (Dev-Sec-Ops) teams, and cultivating a culture of shared responsibility. These
principles transform such general barriers into specific impediments to achieving the agile and
secure software delivery central to DevSecOps. Understanding these amplified challenges, as
categorized in this study’s conceptual framework (Figure 1), is therefore crucial for the
subsequent discussion.

5.1 RQ1 — What are the main challenges in adopting DevSecOps?

The adoption of DevSecOps in organizations is not just a technical challenge; it is a
transformational process that affects structural, procedural, and particularly cultural aspects. This
study has highlighted several organizational challenges, including fragmented communication
between development, security, and operations teams, a reluctance to share responsibilities, and
a general resistance to cultural change. These findings are consistent with those reported by
Kumar and Goyal (2020), who point out that cultural inertia and siloed team structures are
significant barriers. Additionally, issues such as a lack of security awareness and a misalignment
between security and delivery priorities were especially notable. These concerns echo the results

50



2025 International Conference on Information Resources Management

of the Synk (2020) survey and underscore the systemic friction between agility and security

enforcement.
Plan Do Check Act
Culture Identify the potential Create a program to clear Observe new situations Find a way to eliminate the
Ch cultural resistance factors identified resistances against | about resistance factors. remaining resistance factors.
ange to DevSecOps. DevSecOps.

Create a security awareness
training program.

Implement the education
program.

Measure the new security
awareness level of
employees (with some
form of test).

Identify problems regarding
security awareness and create
new training materials based
on weak spots.

In-house training on
DevSecOps to increase
employee motivation.

Organize the planned training
programs.

Measure the new employee
motivation towards
DevSecOps.

Identify missing aspects and
perspectives. Set new training
or info sessions as necessary.

Seek and enrol top
management support for
DevSecOps adoption

Explain how DevSecOps
work and clarify
implementation benefits.

Check the new level of top
management support
towards DevSecOps.

If full support from top
management could not get,
try to find ways to get it.

Identify possible conflict of
interest points.

Find the source of these
conflict-of-interest points.
Address these issues through
new procedures, info
sessions, training, etc.

Gather feedback from
different teams such as
security, DevOps and
Software Development and
identify conflicts.

Resolve possible conflicts by
communicating frequently
with the security, DevOps
and Software Development
teams.

Identify the communication
problems between security
and development teams

Prepare the means of
communication between
teams and schedule meetings
if necessary

Get feedback from the
teams and make sure the
communication occurs
smoothly

Identify the communication
failures and resolve the
problems with the
corresponding teams

IT
Govern-
ance

List the possible policies

Implement new policies.

Check the new policies to

If existing policies are not

for effective DevSecOps help employees to stay on enough, create new policies.
processes. track.

Identify possible risks Implement new risk Check the new risk audit Apply working (risk audit)
within the DevSecOps management procedures and mechanisms are working mechanisms and add new
processes. audit mechanisms. properly. features if necessary.

Reinforce the alignment of
business and IT goals.

Improve communication
between business and IT to
facilitate a smoother
DevSecOps adoption process.

Check if business and IT
are “on the same page”.

Identify other steps to
strengthen communication.

Table I: A proposed PDCA framework and action list for DevSecOps Adoption (addressing IT
governance and culture change issues)

5.2 RQ2 — What are the effects of culture on a business’s adoption of DevSecOps?

Culture plays a crucial role in enabling or hindering successful DevSecOps practices. Research
by Séanchez-Gordon and Colomo-Palacios (2020) highlights that cultural factors such as
transparency, accountability, communication, and shared responsibility are essential for aligning
teams and integrating security early in the software development lifecycle. This study supports
these findings by demonstrating how employee motivation, leadership commitment, and
awareness levels affect DevSecOps initiatives. A significant issue identified is the lack of support
from top management and the unclear ownership of security responsibilities, which can
undermine secure development practices. Additionally, these results align with the work of
Tomas and Huang (2019), who found that cultural misalignment often creates conflicts between

development and security teams, ultimately hindering secure coding efforts.
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5.3 RQ3 — What are the effects of IT Governance on a business’s adoption of DevSecOps?

The role of IT governance in adopting DevSecOps has been relatively underexplored in existing
literature. However, this study offers new insights by examining governance-related challenges
through the lens of GRC (Governance, Risk, Compliance). The findings indicate that unclear
policies, inconsistent risk assessment practices, and weak alignment between business and IT
objectives are obstacles to secure and agile software delivery. By implementing effective
governance mechanisms, organizations can institutionalize DevSecOps principles, ensuring
accountability and compliance across teams. As highlighted by Wiedemann (2018), governance
frameworks such as COBIT can provide the structural foundation necessary for DevSecOps to
succeed in regulated and process-oriented environments. The study also confirms that IT
governance mechanisms indirectly influence organizational culture, thereby enabling or
hindering the success of DevSecOps.

5.4 RQ4 — What measures or framework can be adopted as regards culture and IT
governance to overcome DevSecOps adoption challenges?

In response to the challenges identified in the current literature, this research proposes a Plan-
Do-Check-Act (PDCA) cycle specifically designed for DevSecOps adoption. The PDCA
framework has been used in related research to underpin an operational framework for
cybersecurity in small-to-medium sized enterprises (Metin et al., 2024). Here, it is adapted to
outline actionable steps to promote cultural change, including structured awareness training,
motivational workshops, and leadership engagement. At the same time, it addresses IT
governance issues by establishing internal policies, risk audit mechanisms, and compliance
structures. The challenges presented in Figure 1 are systematically addressed using the PDCA
(Plan-Do-Check-Act) structure outlined in Table I. This table details practical steps for planning,
executing, monitoring, and improving both cultural and governance-related aspects.
Consequently, Figure 1 serves as a diagnostic framework, while Table 1 operationalizes this
framework through the PDCA methodology. The integration of these two components supports
the characterization of the overall approach as a PDCA-based conceptual framework.

6 Conclusion

This study examines the challenges organizations face when adopting DevSecOps, particularly
regarding organizational culture and IT governance. The findings emphasize that successful
adoption of DevSecOps is not merely a technical issue; it also requires a socio-organizational
transformation. This transformation involves changes in human behavior, managerial support,
policy structures, and cultural values.

To tackle these complex challenges, this research makes a number of contributions: firstly, it
presents a conceptual framework (Figure 1) that clearly identifies and categorizes essential
human-related cultural barriers and IT governance constraints. Secondly, it proposes an
actionable PDCA implementation framework (Table 1), providing a structured approach with an
action list for cultural adaptation and IT governance improvements. This integrated, PDCA-based
framework highlights interdependencies between these elements and is designed to bridge the
gap between security practices and strategic business goals, fostering a more secure and agile
software development environment.

From a practitioner's perspective, while this PDCA-based framework provides a foundational
structure, its real-world application requires careful contextualization. Organizations should
adapt the specific actions within the PDCA cycle (as detailed in Table 1) to align with their
available resources, operational scale, and any relevant industry-specific regulations or unique
business challenges. The iterative nature of the PDCA model supports this tailored
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implementation, allowing companies to prioritize interventions and progressively evolve their
DevSecOps practices.

Future research could focus on applying and empirically validating the proposed framework
through real-world case studies, especially in regulated industries such as finance and healthcare,
where IT governance is crucial. Additionally, longitudinal studies could evaluate the cultural
transformation process over time, while metrics-based assessments could refine the PDCA cycle
for different organizational contexts.
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Abstract

Network Science is getting growing attention across a diverse range of disciplines. In this study,
we investigate the role of design science research (DSR) in developing and applying network
science theories and artifacts. We are especially motivated by the ability of DSR to advance
theory and practice in designing systems and the potential of network science to address
various real-world problems. By surveying information systems literature at the confluence of
network science and DSR, we observed a focus on enhancing the design outcome of network
science approaches mainly through deductive approaches (as compared to inductive
approaches). Only a few papers in our sample provide insights into how DSR can support
network science from problem understanding through artifact building to evaluation. Our work
provides an area of inquiry for blending the two forces of DSR with network science to address
important problems.

Keywords
Network Science, Design Science Research, Network Analysis, Network Theory

1. Introduction

Network Science (NetSci) is a field that transcends disciplinary boundaries and provides
insights into diverse phenomena, such as social dynamics (online communication), biological
systems (human brain), economic markets (credit relationships among banks), and
technological systems (blockchain). NetSci emphasizes algorithmic modelling and hypothesis
testing to tackle problems of unprecedented scale and complexity. Given its power, it has been
used for solving societal challenges including systemic risks in banking systems, knowledge
sharing in online platforms, and urban-rural health disparities (Cao & Wang, 2018; Gupta &
Kumar, 2021; Hu et al., 2012; Lu et al., 2017).

Researchers in the field of NetSci are therefore confronted with the challenging task of
developing novel and reusable artifacts beyond disciplinary boundaries, capable of addressing
major problems, a challenge that is well-known in Design Science Research (DSR). DSR solves
relevant issues by employing research methods and relying on the existing knowledge base to
ensure rigor across the entire process of building new design artifacts (Hevner et al., 2004;
Peffers et al., 2007). Additionally, it emphasizes the need to extract design knowledge, such as
in the form of theories and principles to ensure subsequent design journeys make use of existing
insights (Gregor et al., 2020). Due to its ability, DSR offers a vast potential for network
scientists, and we argue that both streams NetSci and DSR should work hand in hand to break
divisions between different scientific streams.
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While researchers in the field of computational science have made significant advances in
employing DSR to craft artifacts for artificial intelligence and machine learning (Schoormann
et al., 2025), the focus on the integration of DSR with NetSci has been lacking. Only a few
studies underscore the use of DSR for this particular field (Shangguan et al., 2022; Velichety
& Ram, 2020). This is problematic because currently, network scientists need to formally
develop theories, principles, and guidelines for designing and using artifacts for network-based
modelling and analysis that can be reused in different projects. Recognizing the critical role
that networks play in today’s world, the objective of this paper is to investigate how the rigor
developed in DSR could be translated to NetSci. Therefore, we pose the following question:

How can design science research support the advances in network science?

The contribution of this research is to propose how to support NetSci, as networks across
domains are being mapped digitally, by using what has been known in DSR. For around three
decades, network scholars have conducted research with mathematical models, based on
theories of statistical physics and complex systems (Albert & Barabasi, 2002; Cimini et al.,
2019). We propose that the evolution of NetSci, which recognizes the critical role of computing
could benefit from the scientific rigor of DSR.

To carry out the research, we review examples of important digital artifacts and theoretical
developments in NetSci to identify their development challenges. We reviewed a total of 64
papers on NetSci published in IS outlets out of which 10 use DSR. Our analysis suggests that
DSR can potentially address the challenges in NetSci by offering established methods to ensure
reliability and validity while enabling the reuse of design knowledge derived from developed
theories and artifacts. This study aims to provide valuable insights into the evolution of NetSci
in an increasingly digital landscape.

This paper proceeds as follows. Section 2 discusses the background of NetSci and DSR,
respectively. Section 3 reviews the existing IS literature at the intersection of NetSci and DSR.
Section 4 discusses how network scientists leverage DSR. Section 5 and 6 theorize the potential
of DSR in NetSci. Section 7 discusses the implications and possible contributions while
concluding the paper.

2. Research Background

2.1. Network Science

Network Science (NetSci) has emerged as a potent interdisciplinary field, leveraging
computational modelling, statistical mechanics, and graph theory to comprehend complex real-
world systems through their relational and structural properties (Albert & Barabasi, 2002;
Cimini et al., 2019). Some of the prominent computational problems in the field of NetSci have
been around the role and detection of networked communities, link analysis, influential node
identification, and dynamics of information spreading (Chelmis & Prasanna, 2013; Gupta &
Mishra, 2021; Kumar et al., 2017; Schroeder et al., 2007). In the context of information systems
(IS), NetSci offers theoretical lens and methods for analysing the interconnected components
that define modern digital ecosystems (Lee & Kim, 2018). In this section, we discuss the
foundational concepts and relevance of NetSci to the domain of IS.

NetSci examines systems as networks of nodes (entities) connected by edges (links). Real-

world systems constituting various entities, such as individuals, information flows,
technologies, and organizations can be represented by networks. Many real-world systems are
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based on pioneering concepts such as small-world phenomena and scale-free networks which
set the tone for future developments in the field of NetSci (Watts & Strogatz, 1998; Barabasi
& Albert, 1999). Such theoretical and methodological advances in NetSci are invaluable for
modelling digital systems such as social media platforms, knowledge-sharing platforms, and
organizational communication structures.

The advent of computational and analytical approaches supplemented by large-scale data
collection has bolstered the cross-pollination of NetSci in IS. Leveraging techniques for
temporal network analysis and community discovery, IS researchers can capture hierarchical
and dynamic relationships within digital ecosystems (Li & Yoo, 2022; Zhang et al., 2016). To
maximize user engagement and improve knowledge construction, social and professional
networks emanating from platforms such as YouTube and LinkedIn have been modelled and
analysed using NetSci principles (Baruffaldi et al., 2017; Gupta et al., 2023). Other examples
of NetSci research in the realm of IS are provided in the online Appendix.

Advanced methodologies in NetSci like Exponential Random Graph Modelling (ERGM),
Stochastic Actor- Oriented Modelling (SAOM), and Multiple Regression Quadratic
Assignment Procedure (MRQAP) offer analytical support for examining intricate relationships
in real-world complex networks (Robins et al., 2007; Snijders et al., 2010; Rubineau et al.,
2019). By capturing dependencies such as homophily and triadic closure ERGM enables
modelling of complex network structures, offering insights into the factors that drive network
formation (Robins et al., 2007). Since SAOM focuses on the dynamic evolution of networks, it
allows the investigation of the co-evolution of network structures and individual behaviours
over time (Snijders et al., 2010). MRQAP facilitates hypothesis testing by addressing the
dependence inherent in network ties (Rubineau et al., 2019). Moreover, the mixed method
approach to NetSci by combining digital trace data and qualitative approaches for better
addressing the problems related to technology-enabled environments has been proposed
(Whelan et al., 2016). Methods such as epidemic spreading models and influence propagation
models are useful for forecasting the reach of communication campaigns or the adoption of
innovations in IS (Bae et al., 2021; Fang et al., 2013). Study of open-source software
development also relies on NetSci (Oh & Jeon, 2004; Van Antwerp & Madey, 2010). Tackling
the involuntary default behaviour of enterprises requires an understanding of concepts such as
network embeddedness and networked community structure (Chen et al., 2025; Gupta &
Kumar, 2016). Additionally, by optimizing performance and identifying critical vulnerabilities,
NetSci helps dependency networks in software systems and IT architectures (Temizkan et al.,
2017). The integration of machine learning and NetSci has enabled IS researchers to develop
complex decision-support systems (Chung & Lai, 2023), for example, for fraud detection and
customer relationship management (Ma et al., 2024; Zhang et al., 2022).

2.2 Rigor in Design Science Research

The DSR paradigm strives to advance science and technology by developing novel and useful
artifacts such as methods, constructs, models, and instantiations (Nabavian & Parsons, 2024).
Numerous complex issues that arise in the increasingly digital world, so-called wicked
problems with contradictory or evolving problem requirements, are being addressed by DSR
(Hevner et al., 2004). Building on Herbert Simon's idea of the Science of the Artificial, DSR
provides well-established methodologies (Schoormann et al., 2024) and evaluation frameworks
(Venable & Baskerville, 2012) to craft such relevant artifacts. While acknowledging the
engineering-driven approach to building something new, it also considers the important role of
extracting and codifying design knowledge (Storey & Baskerville, 2025). Among the well-
accepted forms of design knowledge codification are design principles (Gregor et al., 2020).
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They offer prescriptive assertions that guide academics and practitioners in drawing on prior
experiences and avoiding mistakes while developing new information technology (IT) artifacts
(Chandra Kruse et al., 2022).

Besides some adoptions of DSR to the contextualized requirements of a certain domain or
application type, the IS community has not yet offered DSR-based insights for knowledge
production in NetSci, even though the necessity of knowledge contribution of DSR in applied
disciplines has been widely acknowledged (Nunamaker & Briggs, 2012). There are no
frameworks available to help researchers produce and convey knowledge derived from
network-based theory and artifact designs.

3 Research Approach

We adopted a two-phased approach to (1) determine the status of research at the intersection of
NetSci and DSR as well as (2) explore and reflect on emerging and dormant higher-order
configurations of DSR-driven NetSci research.

In Phase 1, we conducted a literature review using Google Scholar and AISeL to build a corpus
of IS NetSci articles. With an emphasis on NetSci, we investigated and validated a variety of
search keywords before settling on the following search phrase: “social network” OR “network
analysis” OR “complex network™ OR “empirical network™ OR “network science”. Through the
analysis of 64 papers, a final sample of 10 papers that used the DSR paradigm could be
extracted. In this process, we excluded the papers that were not positioned as IS NetSci or DSR,
non-peer-reviewed preprints, and those without the availability of full-text. For analysis, the
first author coded the sample to disclose, among others, the primary term used, the design
outcome, and the type of data utilized in a study (see Section 4).

In Phase 2, based on the understanding of the identified literature and its focus on the design
outcome, we explored inductive and deductive characteristics of research that can benefit future
design problems with similar characteristics. We conducted a workshop within the team of
authors in which we brainstormed possible DSR interventions and configurations within NetSci
(see Sections 5 and 6).

4 How Researchers in NetSci Leverage DSR

To explore how DSR has been used in IS NetSci research, we conducted a literature review
(see Section 3 for methodical explanations and Figure 1 for the final sample). The analysis
reveals that a majority of studies focus on building new artifacts incorporating computational
elements from NetSci. 6/10 papers can be categorized as design science artifacts and 4/10
papers can be classified as theoretical aspects of design science. Although widely accepted,
only 3/10 papers in our sample derive design knowledge to guide the design of social
recommender systems, service platforms, and labelling of edges for network analysis (Arazy et
al., 2010; Gupta et al., 2025; Janiesch et al., 2019).

Another observation is that most of these papers seek to address major societal and business
problems, for instance:
e Assisting crime investigators in identity matching problems, an issue in organized
crimes such as arms smuggling, drug trafficking, and money laundering (Xu et al.,
2007).
e Prediction of multiple levels of information usefulness in online knowledge
communities as the online knowledge base increases, such as communities for sharing

profession, work, and special interest knowledge (Liu et al., 2020).
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Reference
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Description

Velichety & Ram
(2020)

Addresses the problem of
recommending online
communities for subscription on
social media platforms.

Janiesch et al.
(2019)

Provides a theory of IS design to
guide the design of methods that
help in the development of
service platforms.

Howison et al.
(2011)

Examines validity concerns
related to combining NetSci
techniques with digital trace data.

Arazy et al. (2010)

Develops a design theory that
could improve the performance
of social recommenders.

John et al. (2016)

Develops a method for grouping
related questions based on a
network of social connections
between the questions, answers,
askers, and answerers.

Liu et al. (2020)

Develops a new text analytic
framework to identify key
features in online forums and
apply them to classify the utility
of solutions included in the
knowledge base

Shangguan et al.
(2022)

Develops a new composite metric
to predict the development of a
trading strategy that yields
substantial excess returns.

Xu et al. (2007)

Develops a method to match
criminal identity records to
address the matching problem
which is a subproblem of drug
offenses.

Gupta & Tiwari
(2022)

Proposes an educational
framework based on the problem
of community detection in social
networks for developing
computational thinking skills.

Gupta et al. (2025)

Proposes a method for sign pre-
diction of ties in social networks
leveraging the tenets of graph
augmentation and graph
regularization for information
diffusion.

Figure 1. Overview of papers using Network Science and Design Science Research
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e Building an information systems design theory that offers prescriptions and principles
of implementation for engineering a method to design service platforms for network
effects (Janiesch et al., 2019).

e Aiming to develop a pedagogical framework for developing computational thinking
skills among students (Gupta & Tiwari, 2022).

Other outcomes that emerge from blending NetSci with DSR include a recommender system
to identify relevant online communities with social media platforms (Velichety & Ram, 2020),
the validity of using digital trace data for social network analysis to ensure the accurate
interpretation and representation of network dynamics (Howison et al., 2011). Arazy et al.
(2010) designed a framework for designing social recommender systems to enhance user
experiences through personalized recommendations. John et al. (2016) showed how design-
based techniques improve network clustering and information retrieval by using a graph-based
clustering approach to find related questions on online platforms. Another study made
synergistic use of network science and DSR to develop a composite measure of information
flow in financial networks thereby offering useful insights into the dynamics of the stock market
(Shangguan et al., 2022). Gupta et al. (2025) design a method for sign prediction of ties in social
networks and demonstrate its utility for predicting trust/distrust on a user network emanating
from IMDb platform. Collectively, these studies emphasize how DSR serves as a
methodological paradigm that enables network scientists to develop novel, theoretically
informed and practically applicable solutions. Our analysis reveals that there has been a clear
inclination towards the use of deductive approaches of DSR for NetSci research. The adoption
of inductive approaches of DSR in NetSci remains an uncharted area. This suggests that
research on NetSci has predominantly relied on deriving new insights and solutions from
established theory and models. However, deriving general principles from empirical data and
specific observations has not yet been explored in this context.

5 Emergence of Deductive Configurations of DSR in NetSci

Deductive configurations of DSR instantiate an artifact in a practical context and test if it
delivers a specific result in a use case (Daase et al., 2024). Deduction is usually employed
during the design and iterative refinement phases. Since deduction does not always lead to
absolute claims, a design outcome based on generalized descriptive knowledge may indicate
the extent to which a property aids in the resolution of the problem, allowing for further design
iterations and improvements (Winter, 2013).

5.1 Configuration for Artefact-oriented Design

One of the configurations of DSR in NetSci follows a structured approach focusing on the
development of computational artefacts that address specific social and business problems. In
these cases, the actual goal of the artefact is specified beforehand, and the researchers
systematically work towards achieving this prespecified goal through DSR.

The initial phase in artefact-oriented design in NetSci involves defining the research problem
and its associated objectives. This could mean addressing inefficiencies in social network
analysis or optimizing business supply chains through network modelling. To ensure the
artefact is well-founded, researchers engage in theoretical grounding and empirical analysis.
This involves drawing insights from existing NetSci theories, computational models, and
domain-specific literature. Artefact-oriented design is inherently iterative and is reflected by
Baustein’s third configuration (Schoormann et al., 2024) (see Figure 2). Researchers
experiment with various computational techniques such as machine learning for sign prediction
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Entry: Design: Closure:
Specified NetSci Development and Communication of
problem and objectives evaluation of NetSci artifacts NetSci artifacts
& — - - ———— @ — e e e e e —m - - o--——-——-—-—-—--- °
GROUNDING &
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REFLECTION
PLANNING & JUSTIFICATION TARGET USER-SPECIFIC
STRATEGIZING KNOWLEDGE FETEEE COMMUNICATION
FORMULATION REVISION

EX-POST EVALUATION &
JUSTIFICATION

Figure 2. Artefact-oriented design configuration (deductive)

of links, or soft computing for community detection to create a functional prototype (Gupta et
al., 2025; Gupta & Kumar, 2020). The choice of methods depends on the complexity and nature of
the problem. Once an initial artefact is developed, it undergoes rigorous evaluation to assess its
effectiveness and applicability. Network-based metrics, such as conductance for community
detection, and optimized precision for sign prediction indicate the success of artefact. Artefact-
oriented design typically emphasizes contributions after the artefact has been developed and
validated. These contributions may include novel algorithms, frameworks, or methodologies that
advance network science and have practical implications for businesses, policymakers, or social
systems. Researchers disseminate their findings not only through academic publications, but also
through open-source tools, and industry collaborations to ensure a broader impact. In each phase,
artefact’s design is informed by incorporating iterative refinements based on experimental
testing, stakeholder feedback, and real-world applications.

By taking a network-centric perspective, the configuration of artefact-oriented design enables
researchers to develop targeted computational solutions that address complex real-world
problems while contributing to theoretical advancements and practical applications in NetSci.

5.2 Configuration for Theory-driven Design

Another configuration that emerged from the existing research at the confluence of NetSci and
DSR involves solving social and business problems by learning from abstract theoretical
knowledge drawn from social or natural sciences (referred to as kernel theories). The theory of
strength of weak ties and homophily are some examples of such kernel theories (Granovetter,
1983; McPherson et al., 2001). This configuration is characterized by an emphasis on theory-
ingrained artefacts (Schoormann et al., 2024; livari, 2015; Peffers et al., 2018); see related
configuration in Figure 3. Unlike artefact-oriented design, where the goal is predefined, theory-
driven design is primarily motivated by the researcher’s curiosity about the applicability of
theoretical constructions, the testing of theoretical predictions, and the translation of abstract
insights into practical design knowledge.

An important activity in theory-driven design is deriving generalized design imperatives from

the underlying theory (referred as meta-requirements). For example, if a theory suggests that
network effects in an online platform emerge because of homophily among users, the meta-
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requirements may include designing an artefact that can detect and model homophilic structures
in the social network emerging from the platform. Such a process ensures that the design outcome
is theoretically grounded and addresses practical scenarios as per expectations.

Entry: Design: Closure:
Application of Theory to Theory -guided Development and Communication of
solve NetSci problem evaluation of NetSci artifacts NetSci artifacts
- O e e e — - - e—-—-—-——-———--—- 2

GROUNDING & KNOWLEDGE
CONCEPTUALIZATION FORMULATION

PROBLEM & ARTIFACT EX-ANTE EVALUATION &

NEED FINDING BUILDING JUSTIFICATION TARGET USER -SPECIFIC

COMMUNICATION
STRATEGIZING
REFLECTION

Figure 3. Theory-driven design configuration (deductive).

Secondly, based on the kernel theory and empirical findings, design principles that guide the
transformation of theoretical knowledge into explicit prescriptions are formulated. An example of
design principle is that on online platforms a feature to indicate the implicit polarity of
relationships among users should consider structural balance mechanisms. Such design
principles serve as blueprints that can be instantiated in different situational artefacts. For
example, a gaming platform that recommends collaboration opportunities among online players
should consider structural balance among the competitor teams. Such instantiations evaluate the
relevance of kernel theory in real-world thereby allowing for empirical validation and potential
refinements to both theory and artefact.

Through systematic progression from abstract theory to design principles to situational artefacts,
the configuration of theory-driven design in NetSci provides a paradigm for bridging
computational artefacts with theoretical advancements.

6 Dormancy of Inductive Configurations of DSR in NetSci

Inductive configurations of DSR in NetSci generally refer to intervention-based research genres
that require a formalized degree of academia-practice collaboration, often across disciplines
(Schoormann et al., 2024). Such approaches might be built upon previously completed deductive
design projects to advance design knowledge and also reflect the first strategy of DSR wherein
design ideas are implemented through artefacts and knowledge is generalized afterwards (livari,
2015) (see related configuration in Figure 4). However, despite the potential of such inductive
approaches of DSR to generate new design knowledge, they have remained dormant in the
landscape of NetSci.

In DSR, induction can occur in the initial phases of a project, which entails synthesizing a body of
knowledge or evaluating an artifact by applying it and observing the outcomes (Daase et al.,
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2024). In contrast to deductive approaches where objectives are explicitly defined, inductive
approaches rely on open-ended exploration and are often sidelined due to their perceived lack of
initial direction. They involve analysing complex datasets without predefined hypotheses,
making the research process resource-intensive. Also, the lack of predefined goals in inductive
configurations poses challenges in evaluation wherein evolving evaluation criteria is required.
Leveraging inductive configurations of DSR in NetSci requires advancements that balance the
need for systematic evaluation with open-ended discovery. Despite its dormancy, inductive
configurations offer significant potential to contribute to NetSci, particularly in areas where
network structures and behaviours are poorly understood.

Entry: Design: Closure:
Definition of Development and evaluation Communication of
NetSci research problem NetSci artifacts NetSci artifacts
R @ - — - — - - - S - - - @e-—-—-—--—---=-
GROUNDING & ARTIFACT
CONCEPTUALIZATION BUILDING
ORI @ KNOWLEDGE EX-ANTE EVALUATION &
NEED FINDING FORMULATION JUSTIFICATION TARGET USER-SPECIFIC
EX-POST EVALUATION & REFINEMENT & COMMUNICATION
PLANNING & i
STYRTREHTE JUSTIFICATION REVISION
DEPENDENCY ABSTRACTION
ANALYSIS LEVEL CHECK

Figure 4. Problem-solving design configuration (inductive).

7 Conclusion

This paper investigates how design science research can support the advances in network science.
Our premise is that DSR brings methodological rigor that can be translated to NetSci to improve
design outcomes, which often address major societal problems and thus are of great relevance for
scholars and practitioners. We surveyed IS literature related to NetSci in which we found that
only 10 out of 64 papers lie at the confluence of NetSci and DSR. Our findings point to the
tendency to use deductive DSR configurations and approaches in network science studies,
applying or validating specific theories and assumptions about artifactual solutions. However,
inductive configurations have been largely dormant, though they could provide significant
insights, especially where network structures are complex or not well understood. Specifically,
this paper calls for leveraging inductive DSR methods, despite their resource- intensive nature
to facilitate innovation, discovery and knowledge accumulation in NetSci.

Although this study provides insights on using DSR in NetSci, it is not devoid of limitations
thereby opening avenues for future research. First, the analysis of literature is restricted by the
search terms used which can be extended to possibly collect a broader range of papers. Second,
our study focuses on research within the realm of IS. During the explorative search for the use of
DSR for research in network science, we also came across studies published in other research
communities. Future research may extend this study to borrow and learn ideas from other fields,
such as computer science and operations research. Third, we mainly use Baustein to reflect on
common activities in design science research. However, in the future, similar tools can be
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extended to emphasize how DSR can be used for advancing network science.

Nonetheless, this study provides reflections on how DSR can orchestrate the future design of
network-centric theories and artifacts. With that, it can contribute to both the advancement of
rigor in NetSci as well as to computational design in which scholars are increasingly interested in
applying novel methods to the building and evaluation of useful artifacts.
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Abstract

Data and technological capacity drive individuals and companies to accumulate digital assets—
documents, photos, emails, apps, and more—often without clear purpose, a behavior termed
"digital hoarding" or "data sprawl.” While individuals hoard for personal reasons, organizations
pile up data aiming to collect customer insights, boost efficiency, and inform the business strategy.
Yet, without clear data strategies, these repositories become inefficient, incurring high financial
and non-financial costs, and hindering knowledge creation and retrieval. Unlike visible physical
hoarding, corporate digital accumulation often goes unnoticed until critical needs arise. This
article examines whether companies are crafting effective data strategies, exploring how
unstructured data growth complicates operations and escalates maintenance costs for unused
technology. The study advocates for robust data curation and governance to convert digital assets
into actionable value.

Keywords

Data hoarding, Data Governance, Data Strategy, Ontological framework

1 Introduction

Most of us save and store thousands of digital pictures in our cell phones, cloud storage spaces,
stick memories, old laptops, and digital cameras, with the hope to later do something with them.
Similar behavior with old emails, mobile apps, accounts in different websites, songs, memes,
videos, contacts and followers on the social networks, and some hardware too, that keep
accumulating forgotten technological “assets”. The literature has classified individual’s behavior
about digital accumulation, recognizing motivations and personality characteristics in the physical
and the digital spaces (Vitale et al, 2018), identifying as well, some personal and organizational
costs associated with digital hoarding, such as time to search and recover data, use of IT resources,
storage used in duplication of files, security risks, etc. (McKellar et al, 2020). A study published
in 2012 reported the impact of data in terms of useful lifetime, effectiveness, productivity, and
more, highlighting that the indiscriminate accumulation of data negatively impacts on data
understanding, structured knowledge generation, lack of validity and reliability of data as support
for decision making, and the capacity to share knowledge (Gormley, & Gormley, 2012). The
unpurposeful accumulation in the physical world is usually diagnosed as a mental disorder, similar
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to the Diogenes syndrome, when individuals collect and keep objects and trash without purpose or
limits, while in the digital space has been referred to as “digital hoarding” and “data sprawl”
(McKellar et al, 2024; Seshadri, 2021). Even though companies are different from individuals, the
lack of appropriate technological planning and data strategies facilitated the appearance of
symptoms like those of hoarding.

Companies have it even worse about the data curation (capture-storage-retrieval-management-
exploitation). Many organizations embarked in the construction of data warehouses, data lakes (or
data swamps?) and cloud storage spaces to collect and save the “new gold/new oil” data (The
Economist 2017), with the hope to better understand their customers, improve process efficiency,
monitor organizational mission, and vision achievement, assess organizational maturity, and to
track a long list of indicators. Others do not even try, just keeping the data spread all over user’s
emails, personal virtual drives, or hard copies kept somewhere in the furniture or a safe box. Both
extreme approaches could be wrong if they do not follow a well-crafted data strategy and
governance. One recurrent response to the data storage problem is to 'buy more space' (virtual or
physical). A few other times, the reaction is to strategically think about it, define objectives and
purposes, 'clean the house', and be realistic about the usability and value of the 'digital treasures',
or even better, to implement some data framework or best practices for data curation and
governance. Maybe, the virtual nature of the storage spaces makes it invisible for the own company
to realize the mess and difficulty to extract value out of the data, or just because data actually
works (assuming inefficiencies) for the daily operations and transactions keeping the shop running,
the data issues remain unnoticed. In the analogy, the disorder and unproductive accumulation is
evident for the neighbors and family of a person affected by the Diogenes Syndrome, because it is
visible and disturbing, but at the corporate level, the symptoms may be a bit different and remain
unknown and undetected, until a new report or specific information is required. This article
explores the problems related to the companies’ strategy towards data, aiming to answer: are
companies designing and implementing data strategies? By answering the research question, the
authors seek to highlight the importance of corporate data strategies that align its use to the
business model and open the discussion about extreme perspectives on corporate data strategy,
analyzing common practices applied by companies today.

2 State of the art

It was found an incipient body of literature about data hoarding and accumulation, but there seems
to be a much faster implementation of data and technological assets in organizations, than theories
guiding its investment and exploitation. The unpurposeful data accumulation has been studied in
the literature from a psychological and sociological perspective, mainly at the individual level, or
in the company context, still focused on individual’s behavior at work (Sedera et al, 2022). Another
research stream considers data collection and accumulation in the personal domain (Sillence et al,
2023), and lastly, the topic of technostress has gained attention, in part related to the behavior of
individuals over information overload (Tarafdar et al, 2011). A case study, documented in the
context of one company, the perceptions of users about digital data, assessing what are the data
that people use and keep over the years (Vitale et al, 2018). Along with the “hoarder” profile, the
authors identified “minimalist” users who avoid saving data they regarded as unnecessary and keep
only what they consider necessary for their daily performance. More recently, McKellar et al
(2020) described characteristics and motivations of individuals accruing data, labelling them as
driven by anxiety, compliance, disengagement, and collection, and attempted to explain such
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behaviors based on the organizational culture, individuals’ awareness, types of data managed by
companies, and the degrees of responsibility that individuals and organizations convey in data
management.

Digitally storing data is not perceived as a huge financial cost, but just like it occurs to physical
accumulators when attempting to bring out an object, the cost of recovery and retrieval of valuable
information and knowledge increases along with the unstructured storage, obsolescence and data
aging. Then, it can be claimed that the effective costs of data hoarding at the organizational level
are not only the direct financial costs, but also indirect costs (time to manage and exploit,
inefficiency in the use of resources and poor performance, or the under-exploitation of business
value), and qualitative costs (erratic strategies, disengagement, concentration of power over data
ownership, and reality distortions about the value of data), which many times are unnoticed. The
Information Governance Maturity Index Report 2021, revealed that 45% of information
professionals defined their profile as ‘record managers’, evidencing the use of skilled labor hours
on low value tasks, such as keeping records and controlling backups (ARMA, 2024), but for which
the curation processes could simplify or partially automate, if data strategies were well defined.

2.1 Data Strategy

Since 2005, the importance of data strategy has grown due to challenges in managing records,
including dirty, redundant, and inconsistent data, difficulties integrating diverse data sources, poor
reporting performance, data unavailability, and lack of accountability (Adelman et al., 2005). To
address these, data strategy has evolved to encompass key dimensions such as data modeling
layers, business intelligence, measuring data value through ROI, and defining roles and
responsibilities within organizations (Brous et al, 2020; Pothineni, 2023). The exponential growth
of data and advancements in processing and storage technologies have increased the complexity
of these dimensions, as organizations rely on data curation for decision-making. A robust data
strategy aligns with corporate objectives through three core components (SAS, 2017). First, is the
strategic objective determined in the data strategy, which aims to support the organizational
purposes, whether it is generating revenue, increasing profitability, reducing costs, or positioning
and exploiting business niches. The second component is the scope, which determines the types
of data to be curated, and the third component is the competitive advantage to be developed in the
organization, using data, information and knowledge. In parallel, the integration of structured,
semi-structured, and unstructured data along with processing speed, data volume, and deriving
value from these data gave rise to the concept of big data. This new data paradigm led companies
to pursue multiple technological initiatives related to big data, often losing sight of the vision and
strategy to leverage the potential of these data (Mazzei and Noble, 2017).

The data strategy is never isolated and is constantly permeated by technological and organizational
changes. Its concept evolves and is described as the strategy to organize, govern, analyze, and
deploy the information assets (DalleMule & Davenport, 2017). Identifying information assets
implies that economic benefit can be derived and that must also be secured. The balance of
offensive strategies, exploiting data to achieve important organizational objectives, and defensive
strategies to properly safeguard assets from potential threats is also required (DalleMule &
Davenport, 2017). Thus, data strategy can be defined as a coordinated approach to managing
multiple data domains to support strategic business goals (Fleckenstein et al., 2018).
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Data strategy encompasses dimensions evaluated by their depth (specificity or complexity) and
breadth (application across organizational units). These dimensions include data architecture,
governance, quality, privacy and security, integration, metadata management, and master data
management. While data governance and lifecycle management are often tied to operational
execution (DalleMule & Davenport, 2017), they are also integral to strategy formulation
(Fleckenstein et al., 2018). Ultimately, a well-defined data strategy emerges through the
development and integration of these dimensions.

2.2 Data Governance frameworks

In recent decades, the emergence of data management governance frameworks has been driven by
new technologies and evolving challenges in data curation, protection, and utilization. We revised
some of the most important practice-oriented literature, as they have a direct impact on business
architecture and processes for they are used as best practices, implementation standards and
compliance strategies. Published studies compile and classify several data governance and
management frameworks (Marcucci et al, 2023; Ekundayo et al, 2023; Chukwurah et al, 2024),
from which we discuss DAMA and COBIT for their extensive prevalence in public and private
organizations, but the state of the art still needs to further develop and test governance mechanisms,
scope of data governance, its antecedents and consequences (Abraham, et al, 2019).

DAMA - DMBOK (Data management body of knowledge) is a comprehensive reference guide
that coordinates industry practices, concepts, and approaches for effective data management.
DAMA outlines the key functions and processes involved in managing data assets across an
organization. DMBOK provides a structure and methodology for establishing, executing, and
improving organizational data management practices, and serves as an essential toolkit for
professionals aiming to ensure data accuracy, usability, integrity, security, and compliance.
DAMA is useful to emphasize the strategic importance of data as a critical asset within the
organization, and is helpful to foster a data management strategy aligned with broader business
goals. The framework encourages the adoption of best practices through a structured governance
approach, encouraging a culture of continuous improvement and accountability in data
management.

Control Objectives for Information and Related Technologies (COBIT), incorporates a specific
governance/management objective dedicated to Data Management, called “Managed Data - APO
014”. This objective underscores the necessity of managing data as a valuable asset, ensuring its
availability, usability, consistency, integrity, and security across the organization and encompasses
the whole data lifecycle. As every other management objective in this framework, COBIT will
define not only its activities, but also responsibilities, information flows, necessary enterprise
architecture, responsibilities and needed skills for achieving the best organizational results while
applying Data Management principles and practices. APO 014 purpose is to facilitate the
establishment of appropriate policies, standards, and procedures that govern the entire lifecycle of
data. Not only the process itself, but also the extended tools provided within COBIT 2019 are
designed to effectively leverage this Data Management objective. These tools include maturity
models, process capability assessments, and governance best practices that help organizations
measure and improve the management of their data assets.
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2.3 Construction of an ontological framework of data strategy

Ontological frameworks have been designed and applied to study complex phenomena such as IT
requirements engineering (Vasquez and La Paz, 2019), e-Commerce (La Paz et al, 2015),
innovation (Cancino et al, 2018), and more. Such technique is a qualitative approach that identifies
representative dimensions of a problem or topic under study, and describes the dimensions with
the appropriate taxonomies, which can be combined to form sentences that identify specific aspects
and mechanisms of the problem at hand. It is worth noting that in the ontological methods the
dimensions are not absolute, but practical conceptualizations of the elements, and could be
expanded by adding more dimensions and categories or simplified by reducing the ones presented
here for the study of data strategy. Also, the ontological frameworks method aims at the
visualization of an ample scope of the phenomena, which occurs when the reader combines any
number of elements and make sense of a particular instance of the problem. In this regard, the
purpose of the ontology is to identify as many data strategies as it can be differentiated, to later
test its validity and usability with empirical data. From the literature revised, business theories,
and good practices in the formulation of strategies, we identified five well-known and widely used
dimensions to introduce the design of the Data Strategy Ontology, namely: 1) Dependence, 2)
Governance, 3) Curation Process, 4) People, and 5) Technological capacity.

Dependence refers to how intensive in the use and exploitation of data is the business model. Then,
business strategies may be intensive on data curation for business value, or non-intensive on data
for best business performance. Governance means the policies and procedures implemented in an
organization to manage and exploit data. The data governance for a company can be defined or
non-defined. Curation process is the series of actions, activities, and steps taken to achieve a
particular end, and the taxonomy used in our ontology is a three components taxonomy indicating
a curation process could be optimized, deficient, or inexistent. In the context of data strategy,
People need to learn and develop knowledge, skills, and competences for the right use of data.
This dimension will be described with a simple taxonomy of trained and untrained people/users.
Technological capacity, in the context of data strategy, can be regarded as an enabler of data
curation, or a limiting condition for value creation from data.

Connecting words/phrases have been added to the framework to facilitate the instantiation and
reading of the 48 possible combinations, calculated as the product of the number of categories in
the dimensions (2x2x3x2x2=48). Appendix A presents the complete list of combinations, and after
Table 1, three instances of the Data Strategy Ontology are illustrated.

Dependence Governance Curation People Technological
Process capacity

Data intensive g Defined g Optimized § Trained T Enabling -
3 >
Non-intensive ; Non-defined § Deficient § Untrained o Limiting S
= o = <
g S Non-existent = S E
‘;1 (U] a -

Table 1. Ontology of Data Strategy

1. Data intensive strategy with defined governance, optimized processes, trained people, and enabling technology.
2. Data intensive strategy with non-defined governance, deficient processes, trained people, and limiting technology.
3. Non-intensive strategy, with non-defined governance, non-existent processes, untrained people, and limiting technology
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3 Validation of the ontology with empirical data

The assessment and evaluation of a data strategy can be a complex issue, given the fact that data
is not classified just as good/bad, useful/unuseful or other binary classifications, but a complex
multidimensional construct. Such construct later produces (or not) information, knowledge, and
value as the product of resources and practices for data curation and exploitation. To answer the
question whether companies are designing and implementing data strategies, this paper first
elaborated an ontological framework to describe and systematically analyze data strategies,
secondly proposes a questionnaire to collect empirical data of companies and business units
regarding their existence and use of strategies, and thirdly explores the results.

3.1 Questionnaire design

To explore data strategies and validate the ontology, a questionnaire was designed using
frameworks for data governance and the Deloitte insight-driven organization framework. The
questionnaire presents six sections aiming at the collection of empirical data from organizations
interested in the assessment of their data strategies. The first dimension collects information on
the respondents’ profiles, capturing elements such as age, gender, academic degrees obtained, job
location, industry, and details about their position in the organization.

The questionnaire evaluates five key dimensions—Data Strategy, Data Governance, Data
Processes, People, and Technology—to operationalize and gather insights on data management.
The first dimension assesses the clarity of data purpose, the rationale for data storage, resource
availability, and considerations like security, privacy, and regulatory compliance. This dimension
is critical for understanding how organizations derive value from data by aligning with strategic
objectives and adhering to governance principles (Glinther et al., 2017). The data governance
dimension, examines whether the organization has a defined governance structure, including
designated roles or positions responsible for establishing standards, procedures, policies, and
incident-response plans for data-related issues.

The remaining dimensions—Data Processes, People, and Technology—are widely employed in
studies relating to data usage (Davenport, 1998). To gather information on these dimensions, the
Deloitte Insight-Driven Organization framework was the baseline, with adaptations made to
identify elements linked to data storage, in contrast to the original predominant focus on data
analytics. The Processes dimension collects information on clarity regarding data usage, risk
management, and the speed at which data are leveraged. The People dimension addresses
leadership, talent management, and the cultivation of a data-driven culture. Finally, the
Technology dimension aims to identify the definition of a data architecture, storage structures,
capacity management, and operational continuity. The questionnaire is presented in Appendix B.

3.2 Data collection

The instrument was subjected to a pilot test with the members of the research team and invited
scholars to ensure clarity, contextual alignment, and relevance of the items. The questionnaire was
administered on an online survey platform and shared with a purposive sample of individuals in
positions of IT professionals and data specialists in an array of roles, hierarchical levels, and
industries. Part of the sample was contacted from alumni records and professional digital
communities of interest in data analytics and data governance. The database consists of 66 former
postgraduate students, 612 members of a professional IT social network groups, and was also
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shared across two professional LinkedIn forums, which collectively comprise 216 members as of
the submission date. From the database, 60 participants began the survey, but 19 of them were
considered valid responses and analyzed in the final dataset, following the exclusion of those who
left more than 20% of questions unanswered and the identification of duplicate entries based on
IP address. Invitation to participate was voluntary and based on non-probabilistic purposive and
convenient sample, with no incentives provided. The data collection remained open for 17 days,
during which participants were informed and reminded of the study. All responses were treated
with strict confidentiality and anonymity, in accordance with standard practices for survey-based
research.

4 Results

19 complete responses to the questionnaire were obtained from a sample of professionals in their
early careers (74% younger than 40 years old), mostly masculine with 84% of males. Half of our
sample consisted by data analysts (52%), and the rest declared to be area leaders, managers,
supervisors and director or executive officers. Areas of economic activity sectors represented in
the sample are communications and IT, construction, entertainment, mining, educational services,
financial services, consulting, and logistics and transportation. As a test for the questionnaire,
Cronbach alpha were calculated per dimension, obtaining the following values: Dependence 0.85;
Governance 0.89; Curation Process 0.91; People 0.88; Technological capacity 0.93. Although
these values indicate consistency of the instrument, must be cautiously interpreted, due to the small
sample size, and the imputation of mean values for partial responses.

The answers were grouped around the five dimensions presented in the ontology of Data Strategy,
and the general (mean) scores per dimension are: Dependence 3.4, Governance 3.2; Curation
Process 3.1; People 3.0, Technological capacity 3.2. The average scores in the Likert scale do not
reveal current particular strategies by the organizations in the sample, but for a better description
and explanation of the multidimensional nature of the data strategies, the scores per dimension for
each observation were used to classify the responses with the taxonomies included in the
ontological framework and to associate each organization with a strategy archetype.

In the Dependence dimension, scores above 4 were considered as Data Intensive organizations,
and below 4 as Non-intensive. For the Governance dimension, values 3-5 considered the
organization as with a Defined data governance, while less than 3 indicated a Non-defined
governance. The Curation process considered to be Optimized for values above 4, Deficient less
than 4 but more than 2, and Inexistent below that. People was regarded as Trained for the data use
and curation in companies with an average over 3, and Untrained for scores below that number.
Finally, Technological capacity considered to be Enabling when average scores in the dimension
surpassed the value 3, and to be Limiting for lower values. Figure 1 presents a flow chart, from
which reveals that most companies represented in the sample are non-intensive in the data strategy,
have not defined the governance, present deficient curation processes, have trained people, but
limiting technology.
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Fig 1: Flow chart of data strategy components

Table 2 further details the data strategy composition for each organization in the sample, including

the column “strategy archetype”.

Strategy Archetypes represent a series of definitions and

organizational practices about data. Based on the ontological instances and the responses that
validate the use of the ontology to describe the empirical definitions and the questionnaire to
operationalize the data collection, this study explores three archetypes to describe what

organizations are doing regarding their data.

Curation Technological

ID | Dependence Governance Processes People Capacity Strategy Archetype
1| Non-intensive  Defined Deficient Trained Enabling Data Strategy & Governance
2 | Data Intensive Defined Optimized  Trained Enabling Data Strategy & Governance
3 | Data Intensive  Defined Optimized  Trained Enabling Data Strategy & Governance
4 | Data Intensive  Defined Optimized  Trained Enabling Data Strategy & Governance
5 | Data Intensive  Defined Optimized  Trained Enabling Data Strategy & Governance
6 | Non-intensive  Defined Deficient Trained Enabling Data Strategy & Governance
7 | Data Intensive  Non-defined Deficient Trained Enabling Just in case
8 | Non-intensive  Non-defined Deficient Trained Limiting Just in case
9 | Non-intensive  Non-defined Deficient Trained Enabling Just in case

10 | Non-intensive  Non-defined Deficient Trained Limiting Just in case

11 | Non-intensive  Defined Deficient Untrained Limiting Just in case

12 | Non-intensive  Non-defined Deficient Untrained Limiting

13 | Data Intensive  Non-defined Deficient Untrained Limiting

14 | Non-intensive  Non-defined Deficient Untrained Limiting

15 | Non-intensive  Non-defined Deficient Untrained Limiting

16 | Non-intensive  Non-defined Deficient Untrained Limiting

17 | Non-intensive  Non-defined Deficient Untrained Limiting

18 | Non-intensive  Non-defined Deficient Untrained Limiting

19 | Non-intensive  Non-defined Optimized Untrained Enabling
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Table 2. Ontological mapping of responses for data strategy description

Data Strategy and Governance

Having available data for decision making processes is important at the strategic level (top to
bottom), at the operational base (bottom up) and across the functional areas. The key is 'available',
meaning a set of properties that make it valuable (opportune, useful, efficient, economic, reliable,
etc.). Achieving the status of efficient and meaningful data repositories and methods for its
exploitation is not casual or random, but requires dedication of resources in business know-how
and the definition of how dependent a company will be on data, designing a proper governance
structure, planning and managing the processes for data curation, acquiring and implementing
robust technology, communicating the strategy, and recruiting and training the right people for
specific job positions. All of these (and maybe other forces) must be aligned and coordinated, to
produce the expected value and synergy.

The “Just in Case” data strategy
A second archetype involves organizations that create and store data beyond transactional and

operational needs, adopting data exploration and visualization tools. However, their approach to
data strategy, accountability, and governance remains embryonic. This often leads to "Data
Diogenes Syndrome," where companies collect and hoard data, investing heavily in technology,
personnel, and tools—such as data centers, lakes, or warehouses, and hiring data analysts—to
enhance decision-making or explore emergent strategies. These efforts may stem from a desire to
keep pace with competitors, but they often lack a clear purpose, an efficient data architecture, or
effective methods to transform data into actionable insights for strategic, tactical, or operational
decisions. Implementing tools and infrastructure before defining a robust data strategy is risky, as
it may fail to deliver the anticipated value from these investments.

The ‘No-Data-Strategy’ problem

The absence of a data strategy is a common issue in many organizations. This does not imply a
lack of data but rather the absence of a purposeful, long-term approach to managing and leveraging
it. For example, many companies use information systems and databases for transactional
purposes—such as processing payroll, taxes, supplier payments, or maintaining accounting,
employee, and inventory records. However, beyond meeting legal compliance requirements, data
is often archived and forgotten or lost entirely. Other internal processes, such as sales reporting,
marketing plans, production forecasting, or IT portfolio management, rely on fragmented micro-
databases and worksheets shared via email or cloud storage. These serve short-term tasks without
a broader strategy to extract ongoing value.

In such organizations, accountability on data management and data governance are unknown
terms, and a simple task such as ‘creating a report of the evolution over the last 2 years of incentives
paid to employees’, would take several hours or days collecting past data, cleaning and organizing
records, processing and validating patterns to finally arrive to a one-time-use new report. The
hypothetical example provided may not be a business problem, unless the type of processed data
is a required response to an urgent mandatory request, or a key piece of information to make a
relevant and opportune business decision. Unfortunately, these types of situations are becoming
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more and more frequent, stressing organizations and frustrating executives with the long data
processing times.

5 Conclusions and limitations

The Diogenes syndrome is an abnormal behavior of individuals, affecting the personal quality of
life of the person suffering from it, and for others surrounding him/her. The present article used
the analogy to understand why are companies also behaving as hoarders with data, and how the
lack of data strategy and governance affects their operations and results. The causes of disorders
in companies can be many and based on frameworks for IT/data management and frameworks for
governance the authors proposed an ontological framework that can assist in the description and
assessment of the current state of an organization regarding the data assets. Exploratory work with
empirical data revealed that more companies either not have a data strategy, or the data strategy is
insufficient, leading to inefficiencies such as data hoarding, inconsistencies between the strategic
definitions and the processes for curation and training of users. The ontological framework
introduced was useful to systematically analyze a small sample, and to condense an emerging
literature into a system of models and could be a basis for training robust analytical algorithms
capable of analyzing large sets of data.

This study has several limitations related to sample size and representativeness. While the survey
aims to capture data on the described phenomena, the limited number of responses restricts the
generalizability of findings across diverse countries or industries, necessitating cautious
interpretation. Additionally, self-selection bias may occur, as respondents with a particular interest
in data strategy and governance could skew results, potentially overrepresenting certain
archetypes. Furthermore, the rapid pace of technological advancements and regulatory changes
can influence outcomes, potentially altering the defined archetypes over time. These dynamics
highlight opportunities for future research to explore the factors driving changes in data strategies
and 1dentify elements critical for maintaining business security and continuity.
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Appendix A. List of combinations in the Data Strategy Ontology

0 N AN R W =

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
4
43
44
45
46
47
48

Data intensive strategy with Defined governance, Optimized processes, Trained people, and Enabling technology

Data intensive strategy with Defined governance, Optimized processes, Trained people, and Limiting technology

Data intensive strategy with Defined governance, Optimized processes, Untrained people, and Enabling technology
Data intensive strategy with Defined governance, Optimized processes, Untrained people, and Limiting technology

Data intensive strategy with Defined governance, Deficient processes, Trained people, and Enabling technology

Data intensive strategy with Defined governance, Deficient processes, Trained people, and Limiting technology

Data intensive strategy with Defined governance, Deficient processes, Untrained people, and Enabling technology

Data intensive strategy with Defined governance, Deficient processes, Untrained people, and Limiting technology

Data intensive strategy with Defined governance, Non-existent processes, Trained people, and Enabling technology
Data intensive strategy with Defined governance, Non-existent processes, Trained people, and Limiting technology
Data intensive strategy with Defined governance, Non-existent processes, Untrained people, and Enabling technology
Data intensive strategy with Defined governance, Non-existent processes, Untrained people, and Limiting technology
Data intensive strategy with Non-defined governance, Optimized processes, Trained people, and Enabling technology
Data intensive strategy with Non-defined governance, Optimized processes, Trained people, and Limiting technology
Data intensive strategy with Non-defined governance, Optimized processes, Untrained people, and Enabling technology
Data intensive strategy with Non-defined governance, Optimized processes, Untrained people, and Limiting technology
Data intensive strategy with Non-defined governance, Deficient processes, Trained people, and Enabling technology
Data intensive strategy with Non-defined governance, Deficient processes, Trained people, and Limiting technology
Data intensive strategy with Non-defined governance, Deficient processes, Untrained people, and Enabling technology
Data intensive strategy with Non-defined governance, Deficient processes, Untrained people, and Limiting technology
Data intensive strategy with Non-defined governance, Non-existent processes, Trained people, and Enabling technology
Data intensive strategy with Non-defined governance, Non-existent processes, Trained people, and Limiting technology
Data intensive strategy with Non-defined governance, Non-existent processes, Untrained people, and Enabling technology
Data intensive strategy with Non-defined governance, Non-existent processes, Untrained people, and Limiting technology
Non-intensive strategy, with Defined governance, Optimized processes, Trained people, and Enabling technology
Non-intensive strategy, with Defined governance, Optimized processes, Trained people, and Limiting technology
Non-intensive strategy, with Defined governance, Optimized processes, Untrained people, and Enabling technology
Non-intensive strategy, with Defined governance, Optimized processes, Untrained people, and Limiting technology
Non-intensive strategy, with Defined governance, Deficient processes, Trained people, and Enabling technology
Non-intensive strategy, with Defined governance, Deficient processes, Trained people, and Limiting technology
Non-intensive strategy, with Defined governance, Deficient processes, Untrained people, and Enabling technology
Non-intensive strategy, with Defined governance, Deficient processes, Untrained people, and Limiting technology
Non-intensive strategy, with Defined governance, Non-existent processes, Trained people, and Enabling technology
Non-intensive strategy, with Defined governance, Non-existent processes, Trained people, and Limiting technology
Non-intensive strategy, with Defined governance, Non-existent processes, Untrained people, and Enabling technology
Non-intensive strategy, with Defined governance, Non-existent processes, Untrained people, and Limiting technology
Non-intensive strategy, with Non-defined governance, Optimized processes, Trained people, and Enabling technology
Non-intensive strategy, with Non-defined governance, Optimized processes, Trained people, and Limiting technology
Non-intensive strategy, with Non-defined governance, Optimized processes, Untrained people, and Enabling technology
Non-intensive strategy, with Non-defined governance, Optimized processes, Untrained people, and Limiting technology
Non-intensive strategy, with Non-defined governance, Deficient processes, Trained people, and Enabling technology
Non-intensive strategy, with Non-defined governance, Deficient processes, Trained people, and Limiting technology
Non-intensive strategy, with Non-defined governance, Deficient processes, Untrained people, and Enabling technology
Non-intensive strategy, with Non-defined governance, Deficient processes, Untrained people, and Limiting technology
Non-intensive strategy, with Non-defined governance, Non-existent processes, Trained people, and Enabling technology
Non-intensive strategy, with Non-defined governance, Non-existent processes, Trained people, and Limiting technology
Non-intensive strategy, with Non-defined governance, Non-existent processes, Untrained people, and Enabling technology

Non-intensive strategy, with Non-defined governance, Non-existent processes, Untrained people, and Limiting technology
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Appendix B. Questionnaire for Data Strategy Description

Dimension
Data Strategy

Data Strategy
Data Strategy

Data Strategy
Data Strategy
Data Strategy

Data Governance
Data Governance
Data Governance

Data Governance

Data Governance
Data Governance
Data Governance

Data Governance

Process
Process

Process

Process
Process
Process
Process
People
People
People
People
People
People
Technology
Technology
Technology
Technology
Technology
Technology

Metric
Likert 1to 5

Likert 1to 5
Likert 1to 5

Likert 1to 5
Likert 1to 5
Likert 1to 5

Likert 1 to 5
Likert 1 to 5
Likert 1 to 5
Likert 1 to 5

Likert 1 to 5
Likert 1 to 5
Likert 1 to 5
Likert 1 to 5

Likert 1to 5
Likert 1to 5
Likert 1to 5

Likert 1 to 5
Likert 1 to 5
Likert 1 to 5
Likert 1 to 5
Likert 1 to 5
Likert 1 to 5
Likert 1 to 5
Likert 1 to 5
Likert 1 to 5
Likert 1 to 5
Likert 1 to 5
Likert 1 to 5
Likert 1 to 5
Likert 1 to 5
Likert 1 to 5
Likert 1 to 5

Field
My organization/company has defined the purpose of data storage in its business model

My organization/company has defined the purpose of data usage in its business model
My organization sets its strategic objectives by taking into account the available data resources

Business units identify their role in data usage
Business units identify their role in data storage and data quality

My organization/company incorporates privacy, security, and regulatory compliance of the stored
data as a key objective
My organization has a defined data governance framework

There is a person/role/unit within the organization responsible for data management
My business unit has specific data quality standards and procedures to comply with

My business unit classifies and manages different types of data (e.g., public, confidential,
personal)
There are clear policies and procedures for data access and sharing within your business unit

My business unit is aware of the laws related to data storage, protection, and security
Employees are trained on data governance policies and the importance of data security

My business unit has a data incident response plan (data loss or theft, security breaches,
inconsistencies)
My business unit has clear processes for data storage and usage

My business unit has processes in place to manage new data storage and usage requests

My business unit knows the data curation processes (modeling, visualization, transformation, and
optimization)
My business unit is clear about data extraction, standardization, and storage processes

My business unit has appropriate risk management for data storage and usage

My unit has monitoring (observability) and traceability applications for data flows up to storage
In my business unit, data exploitation is streamlined

The business unit has leadership that promotes data management

The business unit has leadership that promotes careful and proper data storage

There is a data-driven decision-making culture

There are change management processes aimed at improving data usage

Employees are trained in the proper use of data

There is talent management for employees who demonstrate strong data practices

In my unit, there is a defined data architecture

My unit has a well-defined storage structure (folders, databases, backups, among others)
The data architecture allows for the exploitation of data and the derivation of value

The data architecture includes the necessary technological safeguards for data storage
There is capacity management in place linked to the projection of the business model

There are operational continuity plans and backups related to data
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Abstract

With the rise of communication technologies, cyberbullying has become a pressing problem.
Victims of cyberbullying often find themselves struggling with the physical and psychological
effects for many years to come, some even going as far as to take their own lives as a result. Thus,
detecting and preventing cyberbullying is crucial. Machine learning and artificial intelligence
models have been used for this purpose, however, there is room for improvement regarding
considering context and training of these models on additional features. Taking into account the
psychological traits and user profile of offenders to train detection can improve performance and
help authorities in implementing better detection and prevention systems, thus protecting potential
victims from being bullied on online platforms.

Keywords
cyberbullying, cyberbullying detection, cyber bullying, machine learning, deep learning

1. Introduction

The increased prevalence of social media and internet use has unfortunately led to a rise in
cyberbullying - a form of bullying that occurs in digital spaces. Cyberbullying is defined as
intentional, aggressive acts repeatedly carried out using information technology against victims
who are unable to defend themselves (Smith, 2008), which builds on the definition of bullying
itself as repetitive negative actions by one or more individuals over time (Olweus, 1993).

While numerous studies utilize machine learning and deep learning algorithms for cyberbullying
detection, achieving significant results (e.g., Mehendale, Rajpara, & Shah, 2002; Balakrishnan &
Kaity, 2023), there is a notable gap in research exploring the underlying psychology driving this
behavior. When it comes to real world application, the datasets these models will be working on
will also be largely imbalanced — with cyberbullying instances making up a lower percentage of
the data while non-cyberbullying instances make up the majority. While oversampling and
synthetic data can help reduce this issue in a research context, these techniques do not improve
results in real world applications (Elor & Averbuch-Elor, 2022) and thus, existing models need
additional information to more accurately detect cyberbullying instances.
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In that vein, although extensive psychological research has investigated the factors contributing to
bullying behavior in general, there is a need to understand the specific psychological traits,
characteristics, and attributes common among cyberbullies that motivate their online actions. This
paper aims to address this gap by systematically reviewing existing literature on two key areas:

1. The application of machine learning in automatic cyberbullying detection and
2. The psychological factors contributing to cyberbullying behavior.

This review aims to connect these two areas by exploring how an understanding of cyberbully
psychology can inform and improve detection methods.

2. Background

Due to its digital nature, cyberbullying can take place around the clock and is not limited to the
bullies and victims being within the same geographical location. Common behaviors associated
with cyberbullying involve repeated targeting of victims, sending threatening or harassing
messages (Peebles, 2014), posting embarrassing photos or videos of the victims (Hinduja &
Patchin, 2010), deliberately excluding victims from online groups or activities, badmouthing
victims (Peebles, 2014) and stalking. In cyberspace, these activities catch on rapidly, and provide
bullies constant access to the victims, thus posing several consequences.

Cyberbullying has severe consequences on the victims. These include physical as well as
psychological consequences (Geel, Goemans, & Toprak, 2017). Some common psychological
effects of cyberbullying include stress, anxiety (Li, Li, Li, 2018), worthlessness, depression
(Wright, 2018), reduced self-esteem, suicide ideation (Kowalski, Toth, & Morgan, 2018), sleep
disorders, post-traumatic stress disorder (PTSD) (Mateu, 2020), psychosis (Catone, Marwaha &
Lennox, 2017), and in some extreme cases has even led to the victim taking their own life. Other
cases of cyberbullying show that victims may turn towards drug abuse to cope with their
victimhood, which further escalates to physical harm, behavioral regression and psychosocial
challenges (Foody, McGuire, & Kuldas, 2019). Therefore, detecting instances of cyberbullying as
early as possible is vital to intervene and protect victims and resolve the problem at its earliest.

With advancements in artificial intelligence (Al), the, automatic detection of text-based
cyberbullying instances has become possible. Artificial intelligence can analyze large amounts of
data to identify patterns that indicate bullying behavior, while NLP techniques allow these systems
to understand the nuances of human language to accurately identify context and meaning. Using
these tools, cyberbullying detection can, in theory, be carried out without the need for human
supervision. This detection is useful because the large volumes of data generated on a daily basis
by social platforms makes manual detection of such behavior impossible.

However, despite the benefit of using technology to carry out this process, concerns around the
detection of cyberbullying exist. These lie mainly in the fact that this behavior itself is quite
subjective and dependent on various factors, such as the three core aspects of cyberbullying. These
are: repetition (rather than a one-time incident), intentionality (with the intent to bully, harass or
intimidate), and power imbalance (where the victim is unable to sufficiently defend themselves)
(Slonje and Smith, 2007). Each of these factors have to be present for an interaction to be
considered cyberbullying. As of yet, most work in cyberbullying detection works to detect
aggressive or harassing content that could very well be a one-time instance, rather than repetitive

83



2025 International Conference on Information Resources Management

behavior. Therefore, it may not constitute cyberbullying, but rather an individual and isolated case
of abusive behavior. Similarly, there may be cases where the intention to harm may or may not
exist, and a power imbalance may or may not exist, and therefore may not be classified as
cyberbullying.

As such, this paper attempts to find the gaps in the existing research regarding cyberbullying
detection, and how the psychology of bullying can be used to improve detection models in a way
that informs the detection process.

3. Methodology

A systematic literature review (SLR) involves identifying and evaluating high quality studies
within a given research domain while adhering to well-defined criteria and employing a formal
approach that addresses specific research questions. This section goes over the Preferred Reporting
Items for Systematic Reviews and Meta Analyses (PRISMA) model that guided the selection of
relevant papers.

3.1 Research Questions
This review aims to answer the following research questions (RQs):

RQ 1 - What machine learning and deep learning algorithms are commonly used for detecting
cyberbullying in social media interactions?

RQ 2 - What psychological traits or patterns do experts associate with cyberbullies?

RQ 3 — Can psychological traits be used as a training feature to help improve cyberbullying
detection models?

Therefore, we will identify the work that has been done in the field and what gaps currently exist.
We will also understand the extent to which cyberbullying psychology has been implemented in
assessing whether an instance is classified as cyberbullying or not, and how it can be used to
develop models for this purpose.

3.2 Search Strategy

This review aims to answer questions that lie within the overlap of two domains, i.e., information
systems and psychology. As such, the papers reviewed followed a different strategy for each
domain. The first research question (RQ1) is concerned with information systems. To answer this,
we looked at two main academic databases focused on information technology, IEEE Xplore, and
Web of Science. Publications selected were done between a 10 year period from 2013 to 2023, as
most developments regarding machine learning and deep learning have been made over the past
decade (Cioffi & Travaglioni, 2020). The initial search was carried out using specific key terms
(‘machine learning’ OR “deep learning” AND ‘cyberbullying” OR ‘cyber bullying’ AND ‘online’).
This was to make sure models using both types of algorithms would be included, and cyberbullying
instances that took place on online platforms were looked at. Boolean operators were used to
enhance the search and gain more literature related to the study objectives. Forward and backward
search based on the studies was part of this process. The search for this domain yielded a total of
386 articles across the databases selected.

For RQ2, the focus was on the psychology of bullying, which falls within the domain of
psychology. For this, the time period searched was reduced to eight years, from 2015 to 2023 and
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only review papers were considered. This is because cyberbullying has increased dramatically
since 2015 and is on the rise due to the increased use of social media (Renee, Lynwood, & Sean,
2016). Two databases were referred, ScienceDirect and Web of Science, where more articles
relevant to the field of psychology could be found. The search was carried out using keywords
related to the field (‘psychology’ OR ‘psychological traits’ OR ‘traits’ OR ‘characteristics’ AND
‘bullying” OR ‘cyberbullying’). This is to make sure all papers that go over the psychology of
bullying and mention psychological traits will be included. Table 1 gives a summary of the search
strategy employed.

Since these two research questions address different fields of study (with RQ1 focusing on
information systems and RQ2 focusing on psychology), the search strategy employed for each was
different. This was to make sure that relevant information was gathered to answer each research
question. Using this information, we can answer RQ3, which looks at how to combine the two
fields to improve cyberbullying detection processes.

Focus RQ1 RQ2

Domain Information Systems Psychology

Databases IEEE Xplore, Web of Science ScienceDirect, Web of Science

Searched

Time Period 2013-2023 2015-2023

Search Terms ‘machine learning” OR ‘deep learning’ AND @ ‘psychology’ OR ‘psychological traits’ OR ‘traits’ OR
‘cyberbullying’ OR ‘cyber bullying” AND ‘online’ ‘characteristics’ AND ‘bullying’ OR ‘cyberbullying’

Boolean Yes Yes

Operators Used

Table 3: Selection Strategy

The selection process used aims to find studies based on inclusion and exclusion criteria that can
better answer our research questions by providing relevant information.

3.2.1 Inclusion Criteria

e Journals, conference papers and early access articles published in the last 10 years from 2013
to 2023 to answer RQ1,

e Review articles published in the last eight years from 2015 to 2023 to answer RQ?2,

e Papers that deal with cyberbullying detection carried out using machine learning or deep
learning algorithms,

e Papers and articles written in English,

e Datasets taken from various platforms as long as the cyberbullying instances being looked at
take place online,

e Cyberbullying detection studies focused on textual data.

3.2.2 Exclusion Criteria
e For RQI, research that does not use main machine learning algorithms,
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e Research that is subjective in nature (i.e., surveys, case studies or interviews),

e Research that focuses on cybercrime that is not specific to cyberbullying (e.g., racism, hate
speech, etc.)

e For RQ2, research that focuses on external factors such as environmental or academic factors,
and not the psychology of the individual involved in bullying themselves.

e Research that does not focus entirely on other types of bullying

3.3 Quality Assessment

For a systematic literature review, a quality assessment (QA) is imperative to make sure the studies
selected for review are worthy and relevant. From the total 386 articles found in the domain of
information systems across the three databases, papers were selected based on inclusion and
exclusion criteria specified above. Papers that met the criteria were manually screened based on
their titles and abstracts. In some cases, the full text had to be screened to ensure that the papers
were relevant. The quality was also determined based on the methodology specified. A final 19
papers were selected for this study.

For RQ2, which deals with the domain of psychology, there were a total of 1597 articles on both
databases. From here, duplicates were removed, and papers were selected based on the inclusion
and exclusion criteria. A final five papers were selected based on the above-mentioned criteria.
These were manually screened based on the full content of the articles to determine relevance. The
QA phase and the trend of publications are illustrated in Figures 1 and 2 respectively. In Figure 1,
n refers to the papers addressing RQ1 and m refers to papers addressing RQ?2.

ﬁlicles found through searching major dalahas?

\ (n=386, m=1597)
Articles removed based on

f————————————#| inclusion and exclusion criteria

(n = 330, m = 1576)
( Articles screened (n=56, m=21) >
‘Articles removed after screening
text(n=37, m=17)

/ Articles included
\ (n=15, m=5)

Figure 6: Selection Strategy

n = articles for RQ1
m = articles for RQ2

[ Inclusion j ( Screening j [ Identification j

A majority of the articles reviewed were published in 2020. Of the six articles published in 2020,
two were review articles on psychological traits of cyberbullies, while the other four were on the
use of algorithms for detecting cyberbullying instances.
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4. Discussion

The articles selected for this paper were examined to ensure that they could effectively answer the
specified research questions.

4.1 The Use of Machine Learning in Identifying Cyberbullying
The articles selected for RQ1 all use either machine learning or deep learning models for detecting
cyberbullying on social media platforms. Table 2 shows a summary of the articles focusing on
cyberbullying detection included in this review.

Author(s) Platform Model Used Performance & Results Limitations Identified
Assessed
The model had precision,
Zhao, Zhou & Mao Twitter SVM recall and flscore of 75.6%, Context not considered and only
(2016) 78.04% and 76.68% a fixed dictionary used
respectively
Noviantho, Isa & SVM performed better than

Ashianti (2017)

Agrawal & Awekar
(2018)

Al-Ajlan & Ykhlef
(2018)

Bu & Cho (2018)

Rosaetal (2018)

Hani et al (2019)

Balakrishnan, Khan &
Fernandez (2019)

Balakrishnan, Khan &
Arabnia (2020)

Islam, Uddin & Islam
(2020)

Muneer & Fati (2020)

Yadav, Kumar &
Chauhan (2020)

Not Specified

Formspring,
Twitter,
Wikipedia

Not Specified

Twitter

GoogleNews,
Twitter and
Formspri ng

Formspring

Twitter

Twitter

Twitter,
Facebook

Twitter

Formspring,
Wikipedia

Naive Bayes, SVM

Logistic regression,
SVM, Naive Bayes,
Random Forest, CNN,
BLSTM, BLSTM with
attention, LSTM

CNN

Character level CNN,
LRCN

CNN, a hybrid CNN-
LSTM and a mixed
CNN-LSTM- DNN

Neural Networks, SVM

Random Forest

Naive Bayes, Random
Forest, J48

Naive Bayes, SVM,
Decision Trees, Random
Forest

Logistic Regression,
Light Gradient Boosting
Machine, Stochastic
Gradient Descent,
Random Forest,
AdaBoost, Naive Bayes,
SVM

BERT

Naive Bayes

Deep learning models
perform better than
traditional machine learning
models.

The algorithm had a 95%
accuracy.

The model had an accuracy
of 87.22%

CNN performed better than
other models.

SVM - 89.87% accuracy;
NN - 91.76% accuracy

The model had a precision of
91.5% and a recall of 91.6%
when using personality
classification.

J48 model has a high
accuracy after accounting for
personality and
psychological features

SVM shows higher accuracy
in comparison to other
algorithms.

Logistic regression had the
highest F1 score while SGD
had the best precision

The model showed different
results for each dataset.

Limited hyperparameter tuning

No information on severity of
bullying or the users

Model considered tweets with
foul language but does not
consider context.

Output is averaged out, but
could possibly perform better if
an ensemble method was used.

Dataset was imbalanced and
model did not perform very
well with minority class.

Limited hyperparameter tuning

Dataset was from a very
specific community on one
platform, so results are not very
generalizable

Dataset was too small to be
generalizable

Does not consider other
dimensions of cyberbullying or
context of interaction

Study did not consider feature
extraction techniques.

Model does not consider any
features besides text
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Platform

Author(s) Model Used Performance & Results Limitations Identified
Assessed
Instagram,
Facebook, The model had an accuracy .

zg%r;,()l;luang & Inkpen Pinterest, CNN of 84.5% and F1-score of xﬁf:l tdoes not consider
Twitter and 86.7% x
YouTube

. . Multichannel model -
Alotaibi, Alotaibi & Twitter BiGRU, CNN, The model had an accuracy Dataset was 100 small.

Razaque (2021) of 88%.

Transformers

Binary classification

Aldhyani, Al- Adhaileh Wikipedia, assessment resulted in equal Context of interaction not

CNN-BLSTM, BLSTM

& Alsubari (2022) Twitter accuracy of both algorithms considered
at 94%.
. . SVM, Random Forest, SVM has the highest Flscore .
Dhingra et al (2023) Twitter Adaboost, MLP of the assessed models Limited to text data
Hudda, Misha & Kumar . . The neural network ..
(2023) Not Specified BERT, kimCNN, SVM algorithms performed better Training dataset was too small

Multilayer perceptrons had Only considers the language

. Decision Tree, Random the highest recall, while .
Kadam (2023) Twitter Forest, SVM, MLP decision trees had the most aspect of cyberbl_lllylng and not
- the other dimensions.
precision
.. . SVM, Naive Bayes, The ensemble model used Model overlooks context in
Obamiyi et al (2023) Not Specified KNN - Ensemble Model | had a 95% accuracy which language is used.

Table 2: Literature assessed for RQ1

In Table 2, we see some of the most commonly used machine learning algorithms. These include
Logistic Regression, Naive Bayes, Support Vector Machines (SVM), Random Forest and Decision
Trees, while commonly used deep learning algorithms include convolutional neural networks
(CNN), long short-term memory (LSTM), bidirectional long short-term memory (BLSTM),
bidirectional gated recurrent units (BGRUs) and other neural networks and transformers models
such as BERT.

Both deep learning and machine learning models performed well, with most algorithms showing
scores greater than 80%. However, it 1s difficult to compare performance between studies due to
the difference in metrics used: some studies use accuracy as a measure, while others use F1 score,
precision and recall. Similarly, each study also has differences in terms of the size, nature and
diversity of the dataset used. Studies using datasets with high class imbalances or diversity in types
of cyberbullying may perform differently from a studies that do not have these features. Therefore,
while the performance of an algorithm may be high within the study, it is difficult to make a
comparison with other studies around the same subject i.e. cyberbullying detection. However,
since the algorithm performs well within the study, it can be assumed that it does manage to detect
cyberbullying to a reasonable extent. In this review, the algorithms that have performed well over
multiple studies have been considered.

Most datasets used do not have information on the severity of bullying or any information about
the users. A few studies, such as those by Balakrishnan, Khan & Arabnia (2020) and Balakrishnan,
Khan & Fernandez (2019) account for differences in personality and psychological features
between users, but these are carried out on a much smaller dataset and are difficult to generalize.
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Similarly, a few studies (Al-Ajlan & Ykhlef, 2018, Kadam, 2023) do not consider the context in
which cyberbullying takes place, but rather focus on just the text itself. As a whole, it can be
assumed that studies largely take into consideration only the linguistic aspect of cyberbullying,
rather than the people involved and the specific social and environmental context in which it
occurs. Through this review, we found that while detecting isolated instances of aggressive
behavior has been addressed, there are still several gaps in the field. For example, as mentioned in
Smith (2008), other dimensions of cyberbullying, such as intentionality, repetition and power
imbalance are not assessed when detecting individual circumstances of aggressive behavior. This
suggests that cases of disagreement between two users, cases where aggressive language is used
in a sarcastic manner or as friendly banter may be incorrectly flagged as cyberbullying behavior.

Table 2 shows datasets that were extracted from various platforms for the detection of
cyberbullying. These include Twitter, Instagram, Facebook, Formspring, and more. Among these,
68.4% used data from Twitter. Some datasets combined data from different platforms while others
do not mention the platform used. This may suggest that instances of cyberbullying may be more
prevalent on Twitter, which is a microblogging site with real-time interactions possible between
users. However, collection of data from other social platforms (particularly messenger platforms
where conversations are private, such as Discord, WeChat, Whatsapp, etc.) may show different
results. While steps have been taken to reduce cyberbullying and aggressive behavior on the
various platforms, it is not possible to completely eliminate the possibility. Furthermore, users of
social media platforms have been using word camouflage to get past content moderation detection
systems through the use of abbreviations, images containing bullying text, using symbols instead
of letters, and other such methods (Huerta-Gracias, 2023). Cyberbullying detection systems do
not, as of yet, incorporate these dimensions into their operations. While our review included studies
analyzing textual data, a notable limitation observed across the reviewed literature is the
predominant focus solely on textual data. This singular focus limits the comprehensive detection
of cyberbullying, as real-world instances frequently involve multimodal elements such as images,
videos, and audio (Dhingra et al., 2023) which were largely unaddressed in the included studies.
These models also did not consider the element of repetition, where comments and statements that
are otherwise harmless and not considered aggressive may be part of cyberbullying behavior if
they are repeatedly being sent to a single user by another individual or group with malicious
intentions. Furthermore, language on social platforms is generally unstructured and does not
follow the rules of language. Not only does the social nature of the platform allow for new slang
to be created, which further complicates detection since newer words cannot be categorized as
positive or negative (Farzand, 2023).

Most detection models also do not differentiate in terms of severity. While hate speech, harassment
and bullying can be identified, the classification as a positive or negative instance does not take
into account the time period for which the bullying has been going on, nor the severity of the
instance itself. As such, while machine learning algorithms do offer solutions in terms of
identifying and addressing aggression, there are several gaps in the research that make
cyberbullying detection efforts fall short. To create better detection and prevention systems, these
gaps will have to be addressed. Furthermore, the introduction of large-language models (LLMs)
in detection processes may have improved performance in comparison to traditional machine
learning and deep learning models. However, LLMs, which are transformers-based models, will
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still largely use the text of an interaction itself to identify cyberbullying instances, and therefore,
the addition of psychological features may still be useful.

4.2 Psychological Features That Lead to Cyberbullying

To answer RQ2, several papers regarding psychology were also looked at to determine what traits
are likely to be found in cyberbullies. To determine their usefulness in training models, it was
necessary to first identify what the traits were. Table 3 shows a summary of the traits identified as
being associated with cyberbullying behavior, as well as other factors to note regarding bullying.

From Table 3 it is evident that most cases of bullying and cyberbullying will have a few traits in
common. For example, aggression, low empathy, depression, impulsivity, antisocial behavior and
self-esteem problems seem to be common in bullies. It is also worth noting that many cases of
cyberbullying involve a bully who has previously been victimized. This may be because many
traits found in bullies are also found in victims. That is, the positive relationship between the
perpetrator and victim subtypes regarding aggression, anxiety, depression, etc. results in
individuals who have previously been victimized becoming bullies, and vice versa (Chan & Wong,
2015).

4.3 The Use of Psychological Traits to Improve Cyberbullying Detection

Despite the relationship between psychology and cyberbullying, there has been minimal research
dedicated to integrating psychological features into cyberbullying detection models. This
represents a promising field of further study into detection systems to improve their performance.

Current models (as seen in section 4.1) rely primarily on the lexical and semantic features extracted
directly from the text of the interaction itself. While this is effective to a degree, these models will
often struggle with the nuances of human communication such as implicit threats, irony, sarcasm
and context-dependent malice. An understanding of the underlying psychological drivers can offer
an advantage in overcoming these limitations. For instance, interactions with users displaying traits
common in cyberbullies (as outlined in section 4.2) may carry a higher probability of being
cyberbullying, though the linguistic cues may be ambiguous without this added context. These
traits can be integrated into detection models in various ways. For example, by translating them
into quantifiable features, they can be used for feature engineering within existing models. This
might involve developing classifiers to infer user traits from their broader online behavior (e.g.,
posting patterns, topics of interest, interaction styles) or even through self-reported data in specific
contexts. These inferred traits could then serve as additional input features for detection models.
They can also be used for contextual augmentation, such as to provide each interaction with a risk
score based on the traits a user exhibits. Though the incorporation of psychology into detection
models is largely unexplored, having additional context could potentially improve the ability to
differentiate between banter and aggression. This can reduce the identification of false positives
and false negatives, and thus improve performance, and allow for proactive prevention and
intervention strategies.

S. Conclusion

While communication technology has provided users all over the world with the opportunity to
connect with each other in ways that were previously impossible, it has also allowed for the
negative social behaviors of these individuals to spread over digital spaces. Particularly due to the
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allowance of anonymity on the internet and thus, a reduced chance of facing consequences, this
problem has become widespread and requires a solution. Machine learning and deep learning
models, used alongside the psychological traits used to identify bullies can help identify instances
of cyberbullying and determine methods for preventing them, which can address the problem of

cyberbullying in digital spaces.
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Abstract

This study investigates the factors influencing perceived quality in tertiary education
Recommender Systems (RS) by examining structural relationships among user-centric evaluation
constructs. The research developed an evaluation framework integrating objective system data
with subjective user feedback to ensure that recommendations aid in selecting educational
pathways. Using a Design Science Research approach, the framework underwent three DSR
iterations with sample sizes of N = 166, 357, and 719, respectively. Quantitative results from the
final iteration revealed several statistically robust significant relationships amongst the evaluated
constructs: Perceived Recommendation Set Variety (PRSV) positively influenced Perceived
System Usefulness (PSU) (f = 0.36, t =7.92, p < 0.001) and Perceived Recommendation Quality
(PRQ) also significantly impacted PSU (f = 0.36, t = 8.86, p < 0.001). Furthermore, Perceived
System Enjoyment (PSE) and Perceived Ease of Use (PEU) contributed to Overall Satisfaction
(0S) (B=0.16, t=3.03, p<0.01; p=0.27, t=5.28, p<0.001, respectively), which in turn
strongly drove user Interaction (INT) (f=0.59, t=19.02, p<0.001). Additional significant
relationships included PSU'’s positive effect on Overall Trust in the RS (OTRS) (= 0.22,t=5.18,
p <0.001), as well as modest yet significant effects of PRSV and PRQ on OTRS. These findings,
derived from exploratory and confirmatory analyses, validate the framework’s effectiveness in
capturing behavioural metrics and user perceptions, offering RS developers a robust tool to
enhance RS quality in tertiary education.

Keywords

Recommender Systems, Design Science Research, Information Systems

1. Introduction

Recommender Systems (RS) have emerged as a solution for filtering data and facilitating efficient
decision-making (O’Donovan & Smyth, 2005). The phenomena of information overload and the
need to make informed, data-driven decisions are prevalent in the education field, where high
school learners are required to make decisions about institutions and qualifications after
completing their high school education. One of the RS’s objectives is to proactively suggest items
based on observed user behaviours or interests explicitly stated in a system (Pu et al., 2011). RS

outputs help users easily filter and find information in large databases with numerous options
(Adomavicius et al., 2019).

Researchers increasingly agree that RS's aim goes beyond prediction accuracy; its primary real-
world purpose is to offer personalised assistance in finding relevant content or items. (Ricci et al.,
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2015). Thus, the RS needs to be evaluated in multiple dimensions, including user-centric
perspectives such as trust, novelty, serendipity, utility, usability, and risk. In this research context,
perceived quality refers to the users’ subjective assessment of the RS value and effectiveness. This
perception is understood to be shaped by the user's experiences with the RS, such as its usefulness,
the quality of its recommendations, ease of use, and the enjoyment derived from interacting with
it. This is distinct from the system quality that may be measured through metrics like MRR, MAE,
nDCG or even RMSE. While this study incorporates objective system data, its primary focus is
capturing and modelling these user-centric perceptions of quality. Considering the importance of
quality in education RS, this study aims to address the question: What are the structural
relationships among user-centric constructs, and how are they associated with perceived quality in
a tertiary education recommender system?

2. Related work

2.1. Recommender Systems Evaluation Experiments

The RS field defines three foundational methods in RS experiments: User Studies, Online and
Offline evaluations. User studies rely on users' explicit selection or satisfaction measures, which
are traditionally obtained through rating procedures where test users are asked to complete a series
of activities that require interaction with the RS (Ricci et al., 2011). Researchers record users'
behaviours during tasks to gather quantitative data. Lab studies involve participants being aware
of their participation in simulations, while real-world studies have participants unaware of the
research, rating recommendations as they use the RS. (Beel & Langer, 2015). In other forms
of User studies, researchers may conduct qualitative interviews before, during, and after
completing a task. Such inquiries can elicit information that is not immediately apparent, such as
whether the user appreciated the user interface or found the activity simple to accomplish (Ricci
et al., 2015). Unlike user studies, Online evaluation measures aspects such as users' acceptance
rates of recommendations in real-world RS. In contrast, offline evaluations are conducted utilising
a pre-compiled data collection of user selections or ratings. Offline studies use metrics such as
MRR, Recall, F-measure, MAE, nDCG, and RMSE to measure recommendation accuracy (Beel
& Langer, 2015).

2.2. Existing User Studies Frameworks for RS Evaluation

Literature on user study evaluation frameworks reveals two widely accepted evaluation
frameworks in RS evaluation: ResQue (Pu et al., 2012) and The Framework for User-centric
Evaluation of Recommender Systems (B. Knijnenburg, Willemsen, & Kobsa, 2011). The
Framework for User-Centric Evaluation of Recommender Systems is designed to facilitate direct
control over user experience evaluations. Grounded in its robust theoretical foundations, the
Technology Acceptance Model (TAM), the framework adopts a comprehensive approach to
assessing the relationships among the RS’s Objective System Aspects (OSA), Subjective System
Aspects (SSA), User Experience (EXP), and Interaction (INT). This framework was found to be a
more suitable framework to build on for this study, as demonstrated in Figure 1.

The framework emphasises user-centric constructs for measurement of Perceived
Recommendations Set Variety (PRSV), Perceived Recommendation Quality (PRQ), Trust, Usage
effort, Choice difficulty, Perceived System Effectiveness (PSE), Satisfaction, System-specific
Privacy Concerns (SPC), and Intent to provide feedback. It considers these aspects to mediate the
link between objective system features and user experience, while also acknowledging the user's
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personal and situational traits, including Demographics, Domain knowledge, Trust, System
Privacy Concerns, and usage frequency. These factors are essential for moderating the RS user
experience. The framework connects objective elements and subjective user behaviour, mediated
by selected constructs that clarify how and why the user interacts with the RS (Knijnenburg,
Willemsen, & Kobsa, 2011). Through the related studies, the identified gap in the literature was
the lack of user studies that examine and model the structural relationships in the evaluation
frameworks for measuring perceived quality in education RS. Consequently, the study aims to
answer an explanatory question: What are the structural relationships among user-centric
constructs, and how are they associated with perceived quality in a tertiary education recommender
system?

Objective System Subjective System Aspects (SSA) User Experience (EXP) Interaction (INT)
Aspects (0SA)

Perceived recommendation set variety Usage effort Perceived system
| Algorithm The recommendations contained The system is convenient effectiveness and fun
a lot of variety Ihave to invest a lot of effort I would recommend the
in the system system o others |
omposition of the
‘ recommendation
set |
Proferance Perceived recommendation quality Choice difficulty Satisfaction with the
[ ik a iter ~ommended by the tom ~halee was 2 i = =
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Knowled Gender Technology never works —| 'm alraid the system discloses the user has used this Feedback
ge I'm less confident when | use technology privale information about me system before behavior

Fig. 1. The framework for user-centric evaluation of recommender systems
(B. P. Knijnenburg et al., 2011)

3. Method

This study addresses an explanatory research question aimed at elucidating the tested and validated
associations between user-centric constructs within the proposed evaluation framework for tertiary
education recommender systems. This study is situated within a pragmatic philosophical paradigm,
allowing the researcher to use both deductive and abductive reasoning throughout the iterative
design cycles of the study, viewed through research onion lenses (Saunders et al., 2019). The study
employs Structural Equation Modelling (SEM) as the primary analytical technique to examine
how specific user-centric constructs are associated with users' perceptions of education RS quality.
The SEM was performed using the seminr package in R. The explanatory focus provides empirical
validation of the proposed framework, enhancing its generalizability and utility for future
applications in both research and practice. DSR was selected as the most appropriate research
strategy for building artefacts from existing RS theories and evaluation models. The DSR allowed
for iterative artefact development, testing, and refinement across three research iterations. Figure
2 illustrates the adaptation of DSR reasoning process, highlighting the knowledge flows, process
steps, outputs, and related cognitive processes employed to develop the final framework
(Vaishnavi et al., 2019). The framework incorporates user-centric constructs that explain the
perceived quality of an RS from a user’s perspective.

This study employed mixed-methods data, utilising qualitative and quantitative research
approaches to address the research problem from a user's perspective. Mixed techniques enable
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more detailed and nuanced data insights by integrating quantitative and qualitative patterns
(Vaishnavi et al., 2019). This comprehensive approach reduces the biases and limitations of single-
method studies, thereby improving the trustworthiness of research (Venkatesh et al., 2013). The
research utilised questionnaires and semi-structured interviews to explore user input and validate
quantitative results. Twenty-six volunteer university students who completed the first iteration of
questionnaires were interviewed across South African universities. These interviews enhanced the
research by providing flexible, in-depth data and capturing nuanced responses. Students offered
insights about other information sources for exploring institutions and qualifications. Additionally,
the interviews validated findings and highlighted discrepancies from the first two iterations. The
results improved the assessment model's resilience and reliability, leading to a focused third
iteration on significant findings instead of the general hypothesis. Thematic analysis of the
interview transcripts followed the six-stage process; involving familiarisation with the data,
generating initial codes, searching for themes, reviewing themes, defining and naming themes, and
producing the report, to identify patterns relevant to user perceptions (Braun & Clarke, 2006).
NVivo was used to manage this process. Moreover, an objective system dataset, in the form of the
user’s audit trail, was used to understand how frequently students performed tasks, leading to the
generation of final recommendations and the management of their profiles on the education RS.
The introduction of objective user data for each participating user, collected through system logs,
was mapped to each user by the system's User Id, along with the questionnaire answers from the
students, to form a comprehensive view of the user's RS usage and the feedback provided through
the forms.

- = I
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Fig. 2. Adaptation of DSR reasoning and process steps for the research

This study gathered data from tertiary students over three years, assessing their RS experiences at
the end of each academic year, after completing six to ten months in their chosen institutions.
SEM, an integrative statistical procedure, was consistently applied to test relationships throughout
the three iterations simultaneously. SEM lets researchers model and estimate complex interactions
between several dependent and independent variables (Cole & Preacher, 2014) . SEM compensates
for observed variable measurement error in relationship estimates. Thus, the technique measures
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theoretical notions more precisely (Cole & Preacher, 2014). Before SEM analysis, Confirmatory
Factor Analysis (CFA) with the lavaan package in R validated the measurement model, ensuring
observed variables reliably represented their latent constructs. SEM using the seminr package, then
tested the hypothesised structural relationships between these constructs. Model fit was assessed
using common indices (CFI, TLI, RMSEA, DF, Chi-Square). Table 1 shows the study’s
hypothesised relationships. Recognising that individual differences influence technology
perception, based on The Framework for User-Centric Evaluation of Recommender Systems, we
suggested that personal characteristics like Age, School Quintile, and Domain Knowledge might
moderate key relationships (H10a, H10b, H10c), but these effects were not supported in the final
data.

4. Results

This section presents the results of three iterations and highlights users' steps to obtain
recommendations for tertiary and qualification options, focusing on the third iteration of the user
experiment.

4.1. Results of Recommendation Composition Set Change

Manipulating the Recommendation Composite Set variables is crucial for evaluating OSA
relationships with SSA, EXP, and INT (B. P. Knijnenburg et al., 2011). The study manipulated
variables related to the Number of Recommendations (NRec) given to students in two iterations.
In the first, students received seven institution recommendations, each with three qualifications,
totaling twenty-one qualifications. The second iteration presented eleven institutions, each with
three qualifications, resulting in a total of thirty-three recommended qualifications. This increase
aimed to improve RS, providing a wider variety of options and clearer distinctions between
institutions and qualifications. This led to Hypothesis 1: the composition of the recommendation
set will positively impact Perceived Recommendation Quality (PRQ).

To test this hypothesis, the study compared the mean PRQ scores of the 21-item group (Iteration
1) and the 33-item group (Iteration 2) using the Welch two-sample t-test and the Wilcoxon Rank-
Sum Test, analysing the distribution of PRQ scores in the two iterations. The Welch t-test yielded
a non-significant p-value (t = -0.6024, df = 345.05, p = 0.5473, with a 95% confidence interval of
[-0.2888450, 0.1533975]), indicating no statistically significant evidence that the 33-item group
had a higher or lower PRQ mean compared to the 21-item group. Furthermore, the sample
estimates showed mean PRQ scores of 4.02259 for Iteration 1 and 4.09031 for Iteration 2. The
Wilcoxon rank-sum test found no significant difference in the median PRQ between the two
groups. The data showed that increasing the recommendation set size did not increase students'
PRQ. Quantitatively, the mean PRQ difference was negligible and non-significant.

4.2. Iteration 3 Structural Equation Model Results

The RS was evaluated using objective system interaction data and user perspective, and the paths
presented in Table 3 emerged. Including only the hypothesised effects in reporting results may
lead to overlooking other significant effects (B. P. Knijnenburg et al., 2012b). Unlike the first two
iterations, the third iteration of the SEM model results includes only significant relationships to
trim the model and focus on the key relationships discussed in the subsequent discussion section.
Hypotheses 9b, 9c, 10a, 10b, and 10c were eliminated as there was no significant evidence from
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the final iteration data to support their continuation. A summary of the significant relationships for
iteration three is presented in Table 2, which includes standardised path coefficients (B)
representing the strength and direction of the relationships, along with their statistical significance
from the final iteration (Iteration 3).

Hypothes Hypothesis detail

1S

Reference

HI

H2

H3

H4

HS5

H6

H7

H8

H9a

HO9b

H9c

The composition of the recommendation set will
positively affect the Perceived Recommendation
Quality (PRQ).

The Perceived Recommendation Set Variety
(PRSV) will positively affect the RS's Perceived
System Usefulness (PSU).

The Perceived Recommendation Quality (PRQ)
will positively affect the Perceived System
Usefulness (PSU) of the RS.

The Perceived System Enjoyment (PSE) of the
system will have a positive effect on the Overall
Satisfaction (OS) of the system

The RS Perceived Ease of Use (PEU) will have a
positive effect on the Overall Satisfaction (OS) of
the system.

The Perceived System Usefulness (PSU) will
positively affect the Overall Trust in the RS
(OTRS)

The Overall Trust in the RS (OTRS) will
positively affect the RS Interaction (INT)

The Overall Satisfaction (OS) will have a positive
effect on Interaction (INT)

The User’s Situational Characteristics (SC);
System Privacy Concerns (SPC) will negatively
affect the Perceived Recommendation Quality
(PRQ)

The User’s Situational Characteristics (SC);
System Prior-Knowledge (SPK) will positively
affect the Overall Satisfaction (OS)

The User’s Situational Characteristics (SC);
Choice Goal (CG), will positively affect the
Overall Trust in the RS (OTRS)

(B. Knijnenburg, Willemsen,
& Kobsa, 2011; Puetal., 2011;

Ricci et al., 2015)
(Adomavicius et al., 2019; B.
Knijnenburg, Willemsen,

Gantner, et al., 2011; McNee et
al., 2006; Pu et al., 2011)
(Wang & Benbasat, 2007; Xu
& Cenfetelli, 2011)

(Lee et al., 2003; Thong et al.,
2006; Van Der Heijden, 2004)

(Venkatesh & Davis, 2000; Xu
& Cenfetelli, 2013)

(Komiak & Benbasat, 2006;
Koufaris & Hampton-Sosa,
2004; Wang & Benbasat,
2007)

(Benlian et al., 2012; Komiak
& Benbasat, 2006; Sollner et
al., 2016)

(B. P. Knijnenburg et al.,
2012a; Puetal., 2011)

(Awad & Kirishnan, 2006,
2006; Beldad et al., 2010; B.
Knijnenburg & Kobsa, 2013)

(B. P. Knijnenburg et al.,
2012a; Puetal., 2012; Wang &
Benbasat, 2007)

(Benbasat, 2005; B. P.
Knijnenburg et al., 2012a; Pu
& Chen, 2007; Sollner et al.,
2014)
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H10a The effect of OTRS on the RS utility will be (B. Knijnenburg & Kobsa,
moderated by the user’s Personal Characteristics 2013; McKnight et al., 2002;
(PC), such as Age. Venkatesh et al., 2003)

HI10b The effect of OTRS on the RS utility will be (Van Deursen & Van Dijk,
moderated by the user’s Personal Characteristics 2014)
(PC) like School Quintile.

H10c The effect of Overall satisfaction on the RS utility (B. P. Knijnenburg et al.,
will be moderated by the wuser’s Personal 2012a; Puetal., 2012)
Characteristics (PC), such as Domain Knowledge.

Table 1. Hypothesis table

Iteration 3 Bootstrap Bootstrap 2.5%
T Stat. 97.59
Original Mean SD e o

PRSV — PSU 0.3645 0.3656 0.0461 7.9158 0.2719 0.4587  ***
PRQ — PSU0.3558 0.3548 0.0402  8.8566 0.2828 0.4354  ***
PSE — OS [H4] 0.1562 0.1590 0.0516  3.0269 0.0652 0.2586  **
PEU — OS [H57 0.2669 0.2657 0.0506  5.2770 0.1679 0.3614  ***
PSU — OTRS 0.2202 0.2231 0.0425  5.1817 0.1421 0.3107  ***
OTRS — INT 0.0956 0.0976 0.0302  3.1657 0.0396 0.1586  **
OS — INT [H8] 0.5865 0.5854 0.0308 19.0241 0.5237 0.6434  ***
SPC — PRQO0.3484 0.3480 0.0453  7.6959 0.2610 0.4368  ***
SPC — PSU 0.1240 0.1237 0.0231 5.3642 0.0843 0.1739  ***
PEU — INT 0.1565 0.1560 0.0328  4.7721 0.0925 0.2225  ***
PRSV — OTRS 0.0803 0.0814 0.0179  4.4920 0.0489 0.1178  ***
PSU — INT 0.1414 0.1406 0.0319  4.4338 0.0777 0.1990  ***
PRQ — OTRS 0.0783 0.0794 0.0189  4.1459 0.0463 0.1199  ***
PRSV — INT  0.0516 0.0513 0.0131 3.9334 0.0276 0.0782  ***
PSU — OS 0.2052 0.2028 0.0528  3.8838 0.0988 0.3036  ***
PRQ — INT 0.0503 0.0501 0.0135  3.7229 0.0263 0.0789  ***
PRSV — OS 0.0748 0.0741 0.0214  3.4978 0.0342 0.1182  ***
PRQ — OS 0.0730 0.0722 0.0215  3.3994 0.0315 0.1180  ***
PSE — INT 0.0916 0.0932 0.0310  2.9526 0.0372 0.1524  **
SPC — OTRS 0.1124 0.1127 0.0407  2.7596 0.0362 0.1918  **
SPC — INT 0.0488 0.0494 0.0210  2.3184 0.0087 0.0915  *
Table 2. Path Coefficients and Significance Levels of SEM in Iteration 3

Relationship CI Significance

5. Discussion

The third iteration of the DSR highlighted the validation of key hypotheses, further solidifying the
roles of EXP, Trust, and the quality of recommendations in students' decision-making processes
when presented with recommendations. A significant finding is the continued confirmation of H2,
which states that PRSV positively affects PSU. The assessed relationship remained highly
significant (f =0.3645,t="7.92, p <0.001) across iterations despite a slight decrease from Iteration
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2 (B=0.4533). This confirms that students value diverse recommendations when selecting tertiary
institutions and qualifications. One student expressed, “I actually discovered some institutions I
never knew about. I discovered careers I never knew about. It enlightened me to new careers.”
Another reinforced this, stating, “I was able to see multiple qualifications in the same career field,
and it allowed me to compare institutions more clearly than before.” These findings suggest that
PRSV has a significant impact on PSU. Similarly, H3, which asserts that PRQ positively affects
PSU, was strongly supported (f =0.3558, t=8.86, p <0.001), even though the effect size slightly
decreased from Iteration 2 (B =0.4441). Students described how the RS provided high-quality,
personalised recommendations aligned with their aspirations. One student explained, "The app
showed me the specific qualifications relevant to me. It didn’t just throw random suggestions; they
actually made sense." This highlights the system’s effectiveness in providing targeted, meaningful
recommendations that enhance decision-making. H4, which examines the impact of PSE on OS,
was also validated. The relationship became statistically significant (B =0.1562,t=3.03,p <0.01),
increasing from Iteration 2 (f=0.0788). Students emphasised how an engaging, interactive
interface contributed to their satisfaction. One student noted, “I actually enjoyed using the app. It
felt like an easy process, not something stressful like some of the university websites.” Another
added, “It was simple but interactive. It felt like it was designed for students like me.” These
findings indicate that a system prioritising ease of use and enjoyment can significantly enhance
OS.

HS5, which states that PEU positively affects OS, was strongly supported (f=0.2669, t=5.28,
p <0.001). One student remarked, “The app was very easy to use, no struggle at all.” While another
concurred by saying, “The instructions were clear, and I didn’t feel overwhelmed at any point.”
H6, which asserts that PSU positively affects OTRS, remained highly significant (f=0.2202,
t=15.18, p<0.001), despite a slight decline from Iteration 2 (f=0.2670). This suggests that
students who found the system useful were more likely to trust its recommendations. One student
noted, “I felt like I could trust it because it gave me realistic options based on my marks, not just
random courses.” Concurring, another student added, “It actually helped me narrow down my
choices, which means it wasn’t just giving out random suggestions.” These findings highlight the
importance of PSU in building trust. H7, which suggests that OTRS positively affects INT, was
statistically significant (=0.0956, t=3.17, p<0.01), confirming that students who trusted the
system engaged with it more. One participant stated, “Because I trusted it, I actually followed
through with the recommendations.” These findings highlight the strong link between trust and
sustained INT. H8, which examines the relationship between OS and INT, was further reinforced
in Iteration 3 (B=0.5865, t=19.02, p<0.001), showing a substantial increase from Iteration 2
(B=0.5257, t="7.93). One student enthusiastically noted, “I actually used the app multiple times
because it was just that good.” This finding strongly validates the role of OS in driving INT.

Beyond the validated hypotheses, several newly significant relationships emerged in Iteration 3.
The emergence of these significant relationships in Iteration 3, such as PEU — INT and PRSV —
OTRS, may be attributed to several factors. The substantially larger sample size in Iteration 3
(N=719) provided greater statistical power to detect these effects. Additionally, iterative
refinements to the RS based on feedback from prior iterations could have led to clearer user
perceptions of these specific system aspects, making their influence more pronounced. PEU and
INT became highly significant (B =0.1565,t=4.77, p <0.001) over the Iterations, suggesting that
the ease of use enhances OS and directly drives INT. Additionally, PRSV and OTRS emerged as
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significant (B =0.0803,t=4.49, p <0.001), indicating that students who perceive a greater variety
in recommendations are more likely to develop trust in the system. PRQ and OTRS relationship
also emerged (B=0.0783,t=4.15, p <0.001), highly significant, reinforcing that students trust the
system more when they perceive the recommendations as accurate and relevant. In Iteration 3,
PSE and INT became statistically significant (B =0.0916, t=2.95, p<0.01), suggesting that an
enjoyable system increases OS and motivates students to engage more actively. Several hypotheses
related to situational and personal characteristics (H9a, H9b, H9¢c, H10b, H10c) were not supported
in the final third iteration, and these relationships remained either insignificant or weak through
the iterations. For example, H9a, which examined whether SPC influenced PRQ, was not strongly
validated. Many students reported having little to no concerns regarding privacy, with one
participant stating, “I didn't see any need for me to be worried.”. Similarly, Hypothesis 10a, which
examined the moderating effect of Age (AGE) on Interaction (INT), demonstrated weaker
empirical support, indicating that age-related differences did not significantly affect engagement
with the system.

Although HI results did not reach statistical significance, it is essential to acknowledge that real-
life experiments pose unique challenges compared to laboratory studies. In live settings, altering
the size of the recommendation set directly impacts actual users, which restricts the degree to
which variables can be modified without affecting real-world outcomes. Consequently, detecting
threshold effects in such environments may necessitate prolonged A/B testing or longitudinal
studies across additional academic cycles to capture significant changes. Figure 3 illustrates the
final SEM model generated from the third iteration of the DSR.

6. Conclusion and Future Work

This study advances the evaluation of tertiary education RS through testing the structural
relationships among user-centric evaluation constructs that explain perceived quality in tertiary
education recommender systems. The study contributes to practice within Information Systems
and the RS fields in education. By integrating objective system data with subjective user feedback
through an iterative DSR approach and employing SEM alongside qualitative analyses, we have
explored key relationships among constructs such as PRQ, PSU, Trust, and OS. These findings
directly inform the design and improvement of educational RS, demonstrating how tailored
recommendation strategies can enhance user engagement and decision-making. The framework,
with its relationships, clarifies the interplay between critical constructs like PRSV, PSU, and Trust
in the RS. It introduces constructs such as Interaction that expand our understanding of RS
evaluation in educational contexts, which, in practice, further contributes to a validated, actionable
model that education technology developers can use to assess and improve the quality of
educational RS. The insights from this study lay the groundwork for developing a comprehensive
software prototype that can evaluate RS performance, ensuring that recommendation technologies
are measured beyond accuracy and consider user sentiments as well.

This study demonstrated integrating an evaluation of user-centric aspects into a real-life RS,
capturing detailed and objective behavioural data from the RS. Further, this research demonstrated
the integration of RS evaluation within larger education systems and addressed broader
sociotechnical and ethical challenges around RS for decisions with long-term impact. Future
studies can explore dynamic feedback loops, integrating student advisor insights for adaptive
systems. Further RS development can include co-curricular and extracurricular data for holistic
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recommendations, enhancing quality and relevance. RS design can foster student reflection and
discovery, challenging assumptions and introducing new opportunities beyond current
preferences. Based on the model, future studies can focus on comprehensive online evaluation
platforms, ensuring cultural and situational invariance in measurement, as explored in initial study
iterations

Situational Characteristics (SC)

System Prior- ———
Knowledge s
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Abstract

In today s business landscape, digital transformation is critical to competitiveness, with generative
Al (GAl) offering significant potential to improve customer interactions and operational efficiency
- yet its adoption in contact centres faces challenges such as technical complexity, data privacy
concerns, and resistance to change. In this study, we explore these barriers by surveying contact
centre personnel. Our findings reveal that security risks, potential misuse, and process complexity
drive reluctance toward GAI adoption, along with a knowledge gap to maximize its benefits. The
study also uncovers obstacles at all levels of employees and stresses the need for strong
governance, multi-stakeholder collaboration, a focus on data ethics, bias mitigation, and risk
management. We recommend addressing these challenges to ensure successful integration of GAl,
providing valuable insights for organizations that navigate digital transformation while balancing
innovation with responsible implementation.

Keywords:
Generative Al (GAI), Contact Centres, Digital Transformation, Adoption Barriers

1 Introduction

Contemporary businesses have prioritized digital transformation to stay competitive in the rapidly
evolving technological landscape (Astapciks, 2023). Digital transformation is crucial for
businesses across industries, enabling them to adapt and thrive by integrating digital tools into
their operations (Bumann & Peter, 2019). This transformation involves reimagining business
models, enhancing customer service, and improving overall productivity (Rogers, 2016).
Technology has also heightened customer expectations, driving the need for businesses to innovate
their models to meet these demands (Dwivedi et al., 2021). As businesses strive to stay ahead,
emerging technologies like Generative Artificial Intelligence (GAI) are playing an increasingly
pivotal role in accelerating this digital shift. GAI is emerging as a key technology that facilitates
digital transformation. According to McKinsey (2023), GAI could add up to $4.4 trillion to the
global economy and significantly reduce the time spent on repetitive tasks, potentially automating
60-70% of the work activities of employees. GAI, capable of generating content such as text,
images, and audio based on data, presents transformative opportunities, especially in customer
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interactions (Lawton, 2023), with companies such as Salesforce noting its potential to optimize
customer engagement.

Contact centers are the key to modern businesses, serving as the primary hubs of customer
engagement (Gartner, 2023). GAI offers excellent potential in these environments, improving
participation by generating personalized responses and automating tasks such as data entry
(Kimindiri, 2023). However, the adoption of GAI remains limited, with surveys indicating that
62% of organizations have not yet integrated it into their operations (DISCO, 2023). GAI’s
integration, particularly in customer service, is projected to become widespread between 2030 and
2060 (Chui et al., 2023).

The adoption of Generative Artificial Intelligence (GAI) in contact center environments represents
a complex technological transformation influenced by multiple critical factors. This study
investigates the multifaceted determinants of GAI implementation, including performance
expectancy, effort expectancy, social influence, and facilitation conditions. A comprehensive
review of the existing literature highlights that while the potential transformative capabilities of
GAI are widely acknowledged, organizations face significant barriers in its integration. Challenges
such as technological complexity, data privacy concerns, and resistance to change are recurrent
themes in prior studies (e.g., Chui et al., 2023; Wach et al., 2023). Moreover, the literature suggests
that GAI’s impact on business models and operational efficiency is still under exploration, with
varying degrees of success across industries. These obstacles encompass intricate technical
complexities, nuanced data privacy considerations, and ethical dilemmas related to customer data
processing and algorithmic decision-making (Wach et al., 2023). Consequently, robust governance
frameworks emerge as imperative mechanisms to ensure organizational accountability,
transparency, and responsible implementation of GAI technologies.

This paper explores how GAI can transform contact center operations, focusing on improving
customer engagement, business models, and operational efficiency. Through this research, the
study seeks to provide actionable insights for organizations navigating the complexities of GAI
adoption in the contact center industry (Caliskan, Bryson, & Narayanan, 2017).

2 Background and Evolution of Generative Al

The term Al was first coined by John McCarthy in 1955, and it was initially focused on creating
machines that could simulate human behavior (McCarthy et al., 1956). Over the years, Al systems
evolved from narrow applications to more complex tasks but faced challenges due to tacit
knowledge that was difficult to formalize (Autor, 2015). Traditional Al is focused on specific tasks
using defined datasets, whereas GAI uses large, unspecific datasets, allowing it to handle open-
ended tasks and generate novel content (IBM, 2023). GAI models, based on neural networks, excel
at mimicking human creativity and generating new content. The size of these models has grown
exponentially, with Google’s PaLM model reaching 540 billion parameters (Mars, 2022). More
recent estimates suggest that ChatGPT-4.0 may have trillions of parameters. Before GAI, Al was
used in basic customer service tasks, such as decision trees for chatbots in 1966 (Adamopoulou &
Moussiades, 2020). However, GAI’s advancements in natural language processing have
revolutionized customer service, enabling quicker access to real-time information and supporting
agents in responding to customer queries more efficiently (Feuerriegel et al., 2023). GAI’s ability
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to enhance customer service and employee productivity has been shown to increase productivity
by up to 37% in certain settings (Noy & Zhang, 2023), with specific tasks being completed faster
when GALI tools are implemented (Eloundou et al., 2023).

Despite its potential, GAI implementation faces several barriers, including workers’ insecurity
about Al, a lack of capital, and insufficient IT infrastructure (Rjab et. al., 2023). These challenges
are compounded by concerns over job displacement and AI’s potential to perpetuate biases
(Caliskan, Bryson, & Narayanan, 2017). Some argue that reskilling workers and developing ethical
guidelines could help mitigate these challenges (World Economic Forum, 2020).

As GAI technology becomes more widespread, organizations must develop governance
frameworks to ensure its ethical use. Issues such as data privacy, algorithmic bias, and intellectual
property rights are critical in GAI adoption (Wach et al., 2023). Companies need to establish
ethical standards, minimize biases in AI models, and implement governance practices that ensure
accountability and proper oversight of GAI outputs (Mondal, Das, & Vrana, 2023).

3 Methodology

This study examines the role of Generative Al (GAI) in contact centers within the Australasia
region, focusing on the preparedness, challenges, and considerations for its successful integration.
A mixed-methods approach was employed to provide a comprehensive understanding of the
subject. The quantitative data were gathered through closed-ended questions, while the qualitative
data were collected through open-ended questions. The mixed-methods design allowed for an
independent collection of both data types, ensuring a robust analysis of GAI adoption. The
methodology is grounded in existing research frameworks (e.g., Creswell & Creswell, 2017), and
the survey questions were developed based on previous studies in Al adoption (Caliskan et al.,
2017). We also clarify that the purposive sampling strategy, where participants were selected based
on their relevant experience and knowledge, was used to ensure the representation of experts in
the field. This concurrent design allows for independent data collection for both components,
enabling a more holistic perspective on the research topic. The survey was designed to assess three
main themes: the utilization of GAI for business model reinvention, the obstacles faced during
GAI implementation, and the governance considerations for its integration. The target population
for the survey consists of managers and non-managers working in contact centres across the
Australasia region. Managers were included for their strategic insights into the organization’s
digital transformation efforts, while non-managers provided valuable perspectives based on their
daily customer service experiences. Participants were recruited using purposive sampling via email
and LinkedIn invitations, ensuring that the most knowledgeable about the phenomenon were
included in the study. The survey was anonymous to encourage candid responses and avoid any
biases. Data collection was conducted over a one-month period, during which a diverse range of
responses were gathered from contact center professionals across the Australasia region. We
acknowledge the limitation of the one-month data collection period and note that a longer data
collection window could provide a broader perspective. The data analysis combined both
quantitative and qualitative methods. Quantitative data from the Likert scale responses were
analyzed using descriptive and inferential statistics. In contrast, qualitative data from the open-
ended questions were examined through thematic analysis to identify recurring patterns and
themes. The use of a mixed-methods strategy enriched the findings, providing a deeper
understanding of the challenges and opportunities for implementing GAI in contact centres.
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4  Results and Discussion

The final sample comprised 52 valid responses of the survey conducted via a Qualtrics link shared
over the email and LinkedIn, predominantly from the insurance, IT, and healthcare sectors.
Respondents’ managerial levels were split, with 62% in managerial roles and 38% in non-
managerial positions. The sector breakdown, shown in Figure 1, highlighted that insurance,
information technology, and healthcare were the top contributors. To ensure validity, the survey’s
content was derived from credible sources, such as Rogers (2016) and Watkins & Weissbeck
(2023), while reliability was evaluated using Cronbach’s alpha, focusing on six themes: customer,
strategy, organization, culture, technology, and people. Table 1 shows the Cronbach’s alpha
results. The organization theme achieved the highest consistency at 0.85, while the people theme
was not assessed due to only one survey item.

4.1 Descriptive Analysis for Quantitative Data

The first question evaluated how well contact centers utilize GAI and reinvent their business
models. Results are summarized in Table 2, and key findings indicate a strong emphasis is on data
and customer value, with areas of improvement in rapid-cycle innovation and GAI use-case
identification.

4.1.1 Obstacles to Implementing Generative Al

The obstacles to GAI implementation were assessed through multiple responses from participants,
yielding 273 responses across 52 participants. Key barriers identified include validation and
reliability concerns, especially for non-managerial respondents, and resource and expertise issues
for managerial respondents. The primary barriers reported are operational reliability and
compatibility with existing infrastructure, with managerial respondents also highlighting concerns
about resource allocation and economic constraints.

Type of Industry

14
12

10

HTotal

Figure 7 Respondent Composition Based on Type of Industry
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4.1.2 Considerations for Implementing Generative AI and Governance

Implementing GAI and its governance is critical for establishing ethical standards, protecting data
privacy, maintaining quality control, adhering to legal standards, mitigating emerging risks, and
encouraging fairness (New Zealand Digital Government, 2023). The survey data collected in Table
3 help the understanding of the factors in GAI implementation and the governance practices and
standards.

The descriptive statistical analysis from both Table 3 and Figure 2 revealed several noteworthy
findings about the critical considerations when implementing GAI for digital transformation in
contact center businesses:

Primary Considerations: Data governance, privacy, and security emerged as the top primary
considerations with a mean score of 4.25 (SD=0.73). A significant majority (approximately
82.69%) of respondents either strongly agreed or somewhat agreed, with this being their key focus.
Fairness and Bias: Attention to assure fairness, bias-free operation, and diversity while
employing GAI algorithms was also high, with a mean score of 4.15 (SD=0.72), where 84.61% of
respondents demonstrated agreement.

Balance of Governance: Participants recognized the importance of striking the right balance
between innovation and risk mitigation in governance, underscored by a mean score of 4.13
(SD=0.71), with 80.77% of respondents favoring this aspect.

How well is your organization able to utilize generative Al and reinvent your business model?
Component Theme Cronbach

Alpha

We are focused on our customers’ changing digital habits and new ways of Customer 0.76

engagement.

Our value proposition is defined by changing customer needs. Customer

We assess new technologies by how they could create new value for our Customer

customers.

We look to create value through platforms and external networks. Strategy 0.75

Our data strategy is focused on how to turn data into new value. Strategy

'We manage our data as a strategic asset that we are building over time. Strategy

'We make decisions through experiments and testing wherever possible. Organizationf  0.85

'We innovate in rapid cycles, using prototypes to learn quickly. Organization

'We aim to adapt early to stay ahead of the curve of change. Culture 0.70

We are able to seed and develop new ideas that are unusual for our business. Culture

We are aware of Generative Al and its potential impact. Technology 0.70

We are able to identify the actual use case of Generative Al that leverages our | Technology

business.

Generative Al applications help in cost efficiency. Technology

Combination of employee experience with Generative Al able to augment People *

productivity and deliver.

Table 1: Cronbach’s Alpha Results for Survey Themes
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The composition of Likert scale results is shown in Figure 2 to provide graphical clarity and

weight for each component. Based on the results, the least regarded factors are:

e Intellectual Property: Intellectual property issues related to GAI sourcing had the lowest
mean score of 3.67, with only 7.84% disagreeing, indicating that it might not be a significant
concern, illustrating potential gaps in understanding or prioritizing this aspect.

e Regulatory and Legal Awareness: Awareness about regulatory and legal considerations
while developing the governance framework came second to the bottom (mean score: 3.73),
suggesting certain unawareness of regulatory and legal structure for governing Al with
11.54% of respondents somewhat disagree.

e Monitoring and Evaluation: Continuous monitoring and evaluation of the performance and
impact of GAI systems throughout the digital transformation process was slightly disregarded
by the respondents, indicated by a meager disagreement rate of 1.92% and a mean score of
4.00.

# | Field Minimu| Maxi |[Mean| Std |Varianc| Co
m mum Dev e unt

1 |We are focused on our customers’ changing digital habits 1.00 | 5.00 | 3.69 | 0.97 | 094 |52
and new ways of engagement.

2 We look to create value through platforms and external 1.00 | 5.00 | 3.79 | 0.95 | 090 |52
networks.

3 |Our data strategy is focused on how to turn data into new 2.00 | 5.00 | 3.85| 091 | 082 |52
value.

4 'We manage our data as a strategic asset we are building 2.00 | 5.00 | 3.96 | 0.88 | 0.77 |52
over time.

5 |We make decisions through experiments and testing 1.00 | 5.00 | 3.31 | 1.08 | 1.17 |52
wherever possible.

6 We innovate in rapid cycles, using prototypes to learn 2.00 | 5.00 | 3.15 | 099 | 098 |52
quickly.

7 |Our value proposition is defined by changing customer 1.00 | 5.00 | 3.81 | 0.94 | 0.89 |52
needs.

8 |We assess new technologies by how they could create new | 2.00 | 5.00 | 4.15 | 0.82 | 0.67 |52
value for our customers.
9 |We aim to adapt early to stay ahead of the curve of change. | 2.00 | 5.00 | 3.60 | 1.00 | 1.01 |52

10 We are able to seed and develop new ideas that are unusual | 1.00 | 5.00 | 3.17 | 0.93 | 0.87 |52
for our business.
11 [We are aware of Generative Al and its potential impact. 2.00 | 5.00 | 3.81 | 0.96 | 0.92 |52
12 [We are able to identify the actual use case of generative AI | 2.00 | 5.00 | 3.15 | 1.06 | 1.13 |52
that reinvents our business.
13 (Combination of employee experiences with generative Al 1.00 | 5.00 | 3.52 | 1.12 | 1.25 |52
able to augment productivity and deliver the expected
response.

14 |Generative Al applications help in cost efficiency. 1.00 | 5.00 | 3.41 ] 093 | 087 |5l

Table 2: Descriptive Statists on Organizational Use of GenAl and Business Model Reinvention
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These findings demonstrate an overarching emphasis on data considerations and the humanistic
aspect of Al usage (bias, fairness). At the same time, there exists relative oversight on issues like
intellectual property, regulatory considerations, and continuous monitoring.

4.2

. Inferential Analysis for Quantitative Data

There may be different considerations for implementing GAI for digital transformation between
non-managerial and managerial levels in the data sample. The p-values obtained from independent
T-tests will indicate if there are statistically significant differences between the managerial and
non-managerial views for each component of the survey questions.
The independent T-test result for the first question, “How well is your organization able to utilize
GAI and reinvent your business model?” is shown in Table 4.

What considerations should organizations take into account when implementing generative Al for
digital transformation, particularly with regards to its governance?

# | Field Min | Max|Mean Std Dev| Variance Count

1| The risk of malicious information that could affect the output 1.00/5.00| 4.12 | 0.89 0.79 52
and lead to an incident or spark criticism from society.

2 | The issue of intellectual property sourced by generative Al 1.00/5.00| 3.67 | 0.98 0.97 51

3 | Transparency and responsible decision-making processes for the 3.00|5.00 | 4.10 | 0.60 0.36 52
application of generative Al

4| Involvement of all stakeholders in the development o0f2.00/5.00| 4.04 | 0.76 0.58 52
generative Al governance during the digital transformation
process.

5| Striking the correct balance of governance between innovation 3.00|5.00 | 4.13 | 0.71 0.50 52
and risk mitigation.

6 | There are regulatory and legal considerations that we are aware 2.00|5.00| 3.73 | 0.98 0.97 52
of while developing the governance framework.

7| Data governance, privacy, and security are the primary 3.00|/5.00| 4.25 | 0.73 0.53 52
considerations.

8 | How to assure fairness, bias-free, and diversity while employing 2.00{5.00 | 4.15 | 0.72 0.51 52
generative Al algorithms.

9 | Continuous monitoring and evaluation of the performance and 2.00|5.00 | 4.00 | 0.83 0.69 52
impact of generative Al systems throughout the digital
transformation process.

Table 3: Descriptive Statistical Results on Considerations for GenAl Implementation and

Governance
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What considerations should organisation take into account when implementing generative Al for
digital transformation, particularly with regards to its governance

Continuous monitoring and evaluation of the performance and

impact of generative Al systems throughout the digital 1.§x 28.85% 36.54%

transformation process.

How to assure fairness, biasfree, and diversity while employing
1.§m_usx

generative Al algorithms. D

Data governance, privacy, and security comes into prima
& privacy. : Feurky P o.0b% 1731% 40.38% 4231%
consideration _—

There are regulatory and legal considerations that we are aware

of while developing the governance framework AL 30.77%

Striking the correct balance of governance between Innava:ionNE

and risk mitigation. 48.08%

Involvementof all stakeholders in the development of generative
: o N 1.%* 21.15% 48.08%
Al governance during the digital transformation process.

Transparency and responsible decisionmaking processes for the
parency Po P o.obasae%

application of generative Al. (ExIF2

Theissue of intellectual property sourced by generative Al 35.29% 35.29% 21.57%

The risk of malicious information that could affect the outputand E
54% 50.00%

lead to an incident or spark criticism from society

0.00% 1000% 2000% 3000% 4000% 5000% 6000% 7000% S8000% 9000% 100.00%

mstronglydisagree @ Somewhat disagree  WNeither agree nor disagree W Somewhatagree W Strongly agree

Figure 2: Likert Scale Composition Result of the Fifth Question

The result indicates no significant difference between managerial and non-managerial perception in
the utilization of GAI and reinvention of their business model. In conclusion, there is a holistic
alignment in the perception of managerial and non-managerial staff on the organizational use of GAI
and its potential to reinvent business models. The independent T-test result for the fifth question,
“What considerations should organizations take into account when implementing GAI for digital
transformation, particularly with regards to its governance?” is shown in Table 5.

Field Non-Managerial Managerial P-value

Mean| Std |Varianc|Mean| Std | Variance | (independ
Dev. e Dev. ent t-test)

We are focused on our customers’ changing digital 345 1.10 121 | 3.84 | 0.88 0.78 0.19

habits and new ways of engagement.

We look to create value through platforms and 379 | 0.96 092 |3.78 | 097 0.95 0.95

external networks.

Our data strategy is focused on how to turn data into | 3.85 | 0.92 084 |3.78 | 094 0.89 0.52

new value.

We manage our data as a strategic asset that we are 396 | 0.88 078 391 | 093 0.86 0.56

building over time.

We make decisions through experiments and testing | 3.31 | 1.09 1.20 | 331 | 1.09 1.19 0.97

wherever possible.

We innovate in rapid cycles, using prototypes to learn| 3.15 | 1.00 1.00 | 3.19 | 1.06 1.13 0.75

quickly.

Our value proposition is defined by changing 381 | 095 090 |3.84 | 095 0.91 0.73

customer needs.

We assess new technologies by how they could create| 4.15 | 0.83 0.68 | 425 | 0.92 0.84 0.26

new value for our customers.

We aim to adapt early to stay ahead of the curve of 3.60 | 1.01 1.03 | 353 | 1.16 1.35 0.52

change.

We are able to seed and develop new ideas that are 3.17 | 0.94 0.89 |3.09 | 1.00 0.99 043

unusual for our business.

We are aware of Generative Al and its potential 381 | 097 094 | 388 | 0.94 0.89 0.54
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impact.
We are able to identify the actual use case generative | 3.15 | 1.07 1.15 | 3.16 | 1.14 1.30 0.98
Al that reinvents our business.
Combination of employee experiences with generativel 3.52 | 1.13 1.27 | 3.56 | 1.16 1.35 0.73
Al able to augment productivity and deliver expected
response.

Generative Al applications help in cost efficiency. 341 | 0.94 0.89 |3.39 | 0.80 0.65 0.83

Table 4: Independent T-Test Result on the First Question about use of generative Al.

Based on the p-values, all of them are considerably higher than 0.05, the usual cut-off for significance.
This suggests there is no substantial difference between the perspectives of the managerial and non-
managerial levels on these topics. This uniformity could be positive, as it implies shared
understanding and consensus in the organization.

4.3 Thematic Analysis of Qualitative Data

This section presents the thematic analysis of qualitative responses to the open-ended question:
'Can you please elaborate on your perspective regarding the utilization of GAI in reinventing your
business model?' Following Braun and Clarke’s (2022) framework, we conducted inductive coding
to identify emergent themes, which were then analyzed to reveal patterns in participants'
perceptions of GAI’s role in business transformation. Table 6 summarizes the eight key themes
that emerged, ranging from skepticism about GAI’s transformative potential to its operational
benefits and implementation challenges. Representative quotes from respondents are integrated
throughout the analysis to ground these themes in the data, providing nuanced insights into how
contact center professionals view GAI’s opportunities and limitations

Field Non-Managerial Managerial P-value
Mean| Std | Varia Mean| Std | Variance (independ
Dev.| nce Dev. ent t-test)

The risk of malicious information that could 4.10 [0.97] 094 | 4.13 | 0.87 | 0.76 |0.93
affect the output and lead to an incident or spark
criticism from society.

The issue of intellectual property sourced by 3.67 [0.99] 0.99 | 3.61 | 0.95 | 091 0.64
generative Al
Transparency and responsible decision-making 4.10 {0.60| 0.36 | 4.09 | 0.59 | 0.35 (0.97
processes for the application of generative Al
Involvement of all stakeholders in the 4.04 [0.77] 0.59 | 4.16 | 0.72 | 0.52 .18
development of generative Al governance
during the digital transformation process.
Striking the correct balance of governance 4.13 [0.71| 0.51 | 4.25 | 0.67 | 0.45 0.16
between innovation and risk mitigation.
There are regulatory and legal considerations that| 3.73 [0.99 | 0.98 | 3.84 | 1.05 1.10 0.29
we are aware of while developing the governance
framework.

Data governance, privacy, and security are the 4.25 [0.74| 0.54 | 425 | 0.72 | 0.52 |1.00
primary considerations.
How to assure fairness, bias-free, and diversity| 4.15 |0.72| 0.52 | 4.13 | 0.71 0.50 0.73
while employing generative Al algorithms.
Continuous monitoring and evaluation of thel 4.00 [0.84 | 0.71 | 4.06 | 0.84 | 0.71 0.51
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erformance and impact of generative Al systems
throughout the digital transformation process.

Table 5: Independent T-Test Result on the Fifth Question about GenAl governance.

Codes Common Themes
Skepticism about GAI’s impact on business; |Skepticism about GAI’s potential to reinvent business|
model
Value in timesaving; GAI as a tool for efficiency
GAL for better omnichannel customer service; | The use of GAI in improving customer service
Old tech, expensive to change; The cost and technical complexity involved in
Reduction in workforce GAUTI’s potential in reducing workforce
Applicable for simple cases; The need for] GAI’s limited capability on complex cases
human intervention for complex cases

Table 6: Codes and Common Themes from the Second Question

o Skepticism about Generative AI’s potential to reinvent business models: Five respondents
indicated doubt about GAI’s capacity to alter business models drastically. For example, a
participant said, “Not sure about the usage will reinvent our business because it only one part,
still have people and process other than technology” (#21).

o Generative Al as a tool for efficiency: The other five responses acknowledged the potential of
GAL for creating efficiencies within existing structures, such as speeding up service times or
streamlining processes. As respondent #17 noted, “It is both an opportunity to have lean
operations, hence managing costs efficiently, and to improve customer experience.”

e The use of Generative Al in improving customer service: Five respondents indicated that
GAI was seen as a valuable asset for improving customer service operations. For instance,
respondent #4 said, “Generative Al empowers teams to provide omnichannel customer service
and better customer experiences using a platform from a major software company.”

e The cost and technical complexity of Generative Al integration: Four respondents raised
concerns about the cost and technical challenges of integrating GAI into existing systems. As
respondent #20 mentioned, “Generative Al is promising, but implementing it could be costly
and complex, making it unsuitable for SMEs with limited resources.”

e Generative Al's potential to reduce manpower: Two participants noted that GAI could reduce
the need for human personnel. Respondent #14 stated, “Reducing manpower as GAI could
handle customer queries.”

e Generative Al's capability with complex cases: Three respondents expressed skepticism about
GAZT’s ability to handle complex scenarios. As respondent #12 noted, “GAI may struggle with
technical complexity and integration into business models, requiring human judgment.”

e Generative AI’s role in medium- and long-term strategies: One participant saw GAI as part
of a long-term strategy. Respondent #5 said, “Not now, but in the medium term, GAI could have
a significant impact.”

e The need for human judgment given GAI’s limitations: Three respondents emphasized the

117



2025 International Conference on Information Resources Management

need for human intervention in certain tasks. As respondent #27 noted, “For complex tasks like
customized terms and conditions, GAI requires human creativity and judgment.”

5 Discussion

This section analyzes and discusses the results and findings based on the identified themes from
both quantitative and qualitative data. We compare our results with existing studies on GAI
adoption in contact centers (e.g., Feuerriegel et al., 2023; Noy & Zhang, 2023) and discuss the
implications of these findings in the context of ongoing technological advancements. We also
highlight areas where the findings may differ from previous studies, such as the challenges around
GALI integration and its impact on business model reinvention.

5.1 Utilization of Generative Al and Business Model Reinvention

The analysis of quantitative data shows that contact centers recognize the potential of data
utilization and GAI in enhancing customer service (Mean=4.15). There is a strategic approach to
managing data (Mean=3.96) and aligning it to create new customer value (Mean=3.85). This data-
driven mindset forms a solid foundation for GAI integration.

However, a significant gap exists in fully exploiting GAI for business transformation. The lower
mean scores for aspects such as rapid innovation (Mean=3.15), identifying transformative Al
applications (Mean=3.15), and fostering unconventional ideas (Mean=3.17) indicate that contact
centers still face challenges in leveraging GAI to its full potential for business model reinvention.

This gap is reflected in the qualitative data, where GAI is primarily seen as an efficiency tool rather
than a driver of business transformation. Concerns about security, misuse, and GAI’s inability to
handle complex issues also highlight barriers to its broader adoption. A reliance on human
judgment suggests a persistent preference for traditional decision-making, limiting GAI’s potential
in reinventing business models.

In conclusion, while contact centers show interest in using GAI for operational efficiencies, doubts
persist regarding its ability to drive comprehensive business model reinvention. The existing
readiness for GAI integration is promising but insufficient for a complete transformation of
traditional contact center business models.

5.2 Obstacles to Implementing Generative Al
Both the quantitative and qualitative data reveal several key obstacles in the implementation of
GALI These challenges include:

e Resource Allocation and Organizational Readiness: Both data sets indicate that sufficient
resources and preparedness are essential. Financial concerns were raised by 17 manag rial and
11 non-managerial respondents, underlining the importance of financial resources and expertise.

¢ Building Competencies and Skills in Al: A significant concern, especially among man- agerial
staff (21 responses), relates to the lack of Al skills. The need for in-house expertise or external
consultants was highlighted.

e Managing and Leveraging Data Effectively: Data management, including issues of avail- ability,
quality, and relevance, emerged as a prominent theme. This was echoed by 11 managerial and
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10 non-managerial staff in the quantitative data.

e Aligning GAI Implementation Strategy with Business Model: Both data sets point to the
challenge of integrating GAI into existing business models. For example, 16 managerial and 9
non-managerial respondents expressed concerns about compatibility with current IT
infrastructure.

e Striking a Balance between Human and Al Roles: The qualitative data reflects the quantitative
concern regarding the reliability of GAI outputs. Both managerial and non- managerial staff
(15 and 17, respectively) indicated that human supervision is essential for complex issues.

The overlap between managerial and non-managerial perceptions of obstacles suggests shared
concerns, such as resources and data management, but also highlights differences in priorities.
Addressing these obstacles requires collaboration across levels to ensure successful GAI
implementation in contact centers.

5.3 Considerations for Implementing Generative Al and Governance

The findings emphasize critical considerations concerning data governance, privacy, and security
in implementation of GAL. With a mean score of 4.25 (SD=0.73), 82.69% of respondents
expressed concern about the risks associated with managing large data sets used to train GAI
systems. There is a clear awareness of ethical obligations and the potential reputational and
financial consequences of data mismanagement.

The importance of fairness, reducing bias, and fostering diversity in GAI systems was also highlighted,
with a mean score of 4.15 (SD=0.72), indicating a strong understanding of the societal implications
of Al Furthermore, the emphasis on balancing innovation and risk management (Mean=4.13,
SD=0.71) reflects the need for a nuanced governance approach. However, less attention is given to
intellectual property (Mean=3.67) and regulatory/legal concerns (Mean=3.73). This suggests that
businesses may not fully understand the legal complexities associated with GAI and could face future
legal challenges.

In summary, while there is a solid grasp of the ethical and societal aspects of GAI governance, there
are gaps in understanding intellectual property, legal frameworks, and continuous monitoring.
Addressing these gaps will be crucial for ensuring safe and effective GAI implementation.

6 Conclusions, Recommendations, and Limitations

Contact centers are interested in adopting GAI for operational efficiency, but there are concerns
about its role in business model reinvention, its ability to handle complex issues, and potential
security and misuse risks. The reliance on human judgment for complex decisions further
complicates the transition to GAI-driven business models.

The gaps identified in innovation cycles, use case identification, and the fostering of unconventional
ideas suggest that the current state of readiness is not sufficient for a full-scale transformation. To
achieve a successful integration of GAI into business models, strategic investments, comprehensive
planning, and risk management are required to address the challenges of implementation.
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Companies should focus on enhancing awareness of GAI's strategic potential, moving beyond
operational efficiency to its value-creating abilities. Upskilling staff to bridge the knowledge gap and
to conduct incremental implementation in low-risk projects can help build confidence before scaling
up. Collaboration between managerial and non-managerial staff should be encouraged to provide
diverse insights.

Developing a robust data strategy to ensure data quality, availability, and compliance with governance
regulations is crucial for GAI's success. Furthermore, stronger governance mechanisms should be
implemented to address intellectual property, legal compliance, and continuous monitoring of GAI
systems.

Future research can address the limitation of relatively small sample size which may not fully capture
the breadth of GAI implementation across different industries. Additionally, the complexity of GAI
poses challenges in comprehensively assessing its full impact within contact centers. Future studies
should consider larger sample sizes and explore longitudinal data to better understand the long-term
effects and potential scalability of GAI adoption in various sectors.
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Abstract

Advanced data analytics (ADA), as an emerging field, empowers companies in gaining competitive
advantages by offering insights derived from data. To derive business value from ADA, organizations must
develop various capabilities across different areas, including infrastructure (technology), data
management, people, and culture. Previous literature has consistently emphasized technical aspects over
other dimensions, providing comparatively limited information about capabilities related to people and
culture. To fill in this gap, we conducted a systematic literature review of studies on capabilities and related
concepts including maturity and success factors of ADA. We synthesized the findings from 29 studies into
a hierarchical list, categorizing capabilities at two levels and delineating each capability with a set of
components. Through the presentation of an extensive and structured list, we aim to clarify how these
capabilities are constituted but also guide organizations in identifying necessary capabilities and planning
their development, thereby facilitating improved implementation and management of ADA.

Keywords
Big Data, Data Science, People, Culture, Capability, Data Analytics

1 Introduction

In today’s data-driven world, businesses are dealing with vast amounts of data from various
sources such as customer transactions, social media interactions, and operational processes.
Making sense of this data and extracting valuable insights has become essential for organizations
seeking to gain a competitive edge. This is where advanced data analytics (ADA) comes into play.
ADA refers to the use of various advanced analytic techniques on data to extract insights, address
business questions, develop solutions and predict the results of those solutions (Bose, 2009). ADA
can be leveraged to turn big data into smart data, enabling the extraction of crucial information
from large datasets. Consequently, smart data delivers actionable insights and enhances decision-
making processes for organizations and companies (Hariri et al., 2019). For example, ADA is
widely used in manufacturing to integrate real-time data and expert knowledge, enhancing
production efficiency and product quality (Voigt et al., 2021).

Organizations must leverage diverse capabilities within their organizations to create business value
from ADA (Giinther et al., 2017; Gupta & George, 2016). These capabilities encompass the
availability of various resources including tangible ones (e.g., sufficient investments, adequate
time, data and technology), human skills (e.g., technical and managerial skills and intangible
resources (e.g., organizational learning and data-driven culture) (Korsten et al., 2024). Up until
now, research has predominantly emphasized technical capabilities such as infrastructure,
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intelligence, and analytics tools, but has provided rather an abstract view on non-technical areas,
specifically people and culture in organizations (Demir et al., 2024; Enholm et al., 2021; Mikalef
et al., 2018). People capability refers to the skills and proficiency of an organization's workforce,
covering a range of abilities such as managerial, technical, business acumen, relational skills, and
expertise in analytics (Moseneke & Brown, 2022). Culture capability can be defined as the set of
values, beliefs, norms, and behaviors within an organization that shape its approach to big data
analytics, including attitudes towards data-driven decision making, innovation, collaboration, and
learning (Moseneke & Brown, 2022). While these non-technical capabilities are as important as
technical ones (Korsten et al., 2024; Mikalef & Krogstie, 2020), organizations cannot find
sufficient guidance on improving them (Mikalef & Krogstie, 2020).

To fill this gap, the objective of this study is to provide a hierarchical list of people and culture
capabilities for ADA including their detailed components. To achieve this objective, we performed
a Systematic Literature Review (SLR) of people and culture related capabilities for various ADA
applications. To ensure that we reveal an extensive set of capabilities and identify their details, i.e.,
components, we also include literature on maturity models and success factors related to ADA.
Based on our thematic coding and structuring of SLR results following the approach of Gioia et
al. (2013), we present a hierarchical list of people and culture capabilities, which includes a
hierarchical categorization of their components for ADA. This hierarchical list can help
practitioners in their decision-making for improving their capabilities in ADA projects. Our study
contributes to research by focusing exclusively on the people and culture capabilities of ADA
projects and providing a hierarchical and detailed view of these capabilities by capturing
knowledge not only from capability literature but also from success factor and maturity model
literature.

The rest of this paper is structured as follows. In Section 2, the related background for ADA
capabilities is discussed. In Section 3, the research method for conducting the SLR is described.
Section 4 provides the hierarchical list. The discussion, conclusions, and suggestions for future
work are given in Sections 5 and 6, respectively.

2 Background and Related Work

2.1.Advanced Data Analytics (ADA)

ADA involves transforming raw data, such as textual information and web data; into high-level
knowledge by identifying patterns or models from the observed data. This process uses predictive
techniques to uncover patterns within these data forms, which are essential for informed decision-
making (Bose, 2009). ADA utilizes sophisticated data analytics techniques to extract actionable
insights and valuable knowledge from complex datasets (Brinch et al., 2020). It includes advanced
statistical methods, machine learning algorithms, and predictive modelling approaches to uncover
patterns, trends, and relationships within the data for informed decision-making and business value
(Brinch et al., 2020). Advanced analytics-driven data examinations enable businesses to attain a
comprehensive understanding of their operations and customers. The knowledge derived from
these analyses is subsequently utilized to direct, streamline, and automate decision-making
processes, facilitating the successful attainment of organizational objectives (Bose, 2009).

2.2 Data analytics capabilities
Diverse definitions and classifications can be found for ADA in the literature. Gupta et al. defines
big data analytics (BDA) capability as “a firm’s ability to assemble, integrate, and deploy its big
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data-based resources” (Gupta & George, 2016). These resources are categorized into three
including tangible (i.e., data, technology, and basic resources, e.g., sufficient investments,
adequate time), human skills (i.e. managerial and technical big data skills), and intangible
resources (i.e. data-driven culture and the intensity of organizational learning) (Korsten et al.,
2022). Leveraging BDA capabilities in a firm is confirmed to have a positive impact on its market
and operational performance (Korsten et al., 2024).

Data analytics capabilities have been conceptualized based on IT capabilities and a measurement
tool is provided to assess the effects of data analytics capabilities (Saltz & Shamshurin, 2016).
Data analytics capabilities can be defined as constructs encompassing three major dimensions:
infrastructure, personnel expertise, and relationship (Saltz & Shamshurin, 2016). Six capability
areas—IT, process, performance, human, strategic, and organizational capabilities— were
identified through an extensive review of literature across various domains, including big data
analytics, ADA, IT, and business process management (Arunachalam et al., 2018). These
capability areas were refined into the following categories in the capability maturity model for
ADA: People & Culture, Performance & Value, Strategy, Data & Governance, and Process Design
& Collaboration (Gupta & George, 2016).

In summary, people and culture capabilities have been defined as separate and prominent
capabilities required for ADA, distinguished from technical capabilities (Enholm et al., 2021;
Mikalef et al., 2018). However, literature has provided less details on people and culture
capabilities, leaving these areas understudied (Korsten et al., 2024; Mikalef & Krogstie, 2020).

2.3 Related work

We have identified nine SLRs about the use and success of ADA and examined the extent they
address our research objective. Saltz & Shamshurin (2016) focused on critical success factors
(CSFs) for the successful implementation of data analytics rather than capabilities. Arunachalam
et al. (2018) proposed a maturity model for BDA capabilities in supply chain management,
addressing a similar objective but in a specific domain. Mikalef et al. (2018) presented a theoretical
framework for enhancing business value and competitive performance through big data utilization,
but their study did not focus on other ADA applications and may not be generally applicable due
to industry specific differences. Al-Sai ef al. (2019) examined the challenges of applying big data
from various aspects including people and organization dimensions, but they do not introduce a
capability perspective and do not report the details of the examined papers. Hattingh et al. (2019)
proposed a model to develop a successful data science workforce, partially addressing our
objective with its competency focus. Surbakti et al. (2020) explored the factors influencing the
effective use of big data and synthesized them into a research framework; However, they
encompass a narrow focus solely on organizational-level factors. Al-Sai et al. (2020) identified the
CSFs of BDA projects categorized into different dimensions. Demir et al. (2024) also identified
CSFs for a broad coverage of data analytics applications. While CSF is a related topic,
organizations cannot directly derive capabilities for ADA success based on CSFs. Korherr &
Kanbach (2021) presented a holistic framework of human-related capabilities essential for
effective BDA implementation, with a focus on facilitating decision-making processes but they
lack a coverage of the taxonomy across different ADA fields and the exploration of detailed
capabilities. Therefore, relevant SLR studies do not fully address our objective and are not recent,
warranting the need for an SLR.
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3 Research Design

The SLR process we followed includes three phases: planning, conducting and reporting
(Kitchenham & Charters, 2007). In the planning phase, we defined the search libraries and search
criteria. Scopus, ACM, IEEE Xplore, and Google Scholar digital libraries were chosen since they
are widely acknowledged for their reliability and credibility. The following keyword search was
utilized across these libraries: (“data analytic*” OR “data science” OR “data driven”) AND
(capability OR maturity OR “success factor*””) AND (people OR culture OR team). In total, 1551
articles were retrieved (i.e., 551 from Scopus, 500 from ACM, 200 from IEEE, and 300 from
Google Scholar). We included peer-reviewed studies that directly refer to people and culture
aspects about ADA in a variety of ways, including BDA/AI capabilities and resource-based view
of the firms/dynamic capabilities, maturity models for Artificial Intelligence (Al), BDA, Business
Analytics (BA), and similar technologies, and CSFs and challenges related to ADA. We excluded
studies focusing on the relationship between people and organizational elements. For instance,
studies investigating the relationship between components of firm performance and BDA
capabilities were excluded because they were not directly facilitating our research objective to
reveal related capabilities. We also removed studies which were SLRs themselves but used them
for snowballing. Finally, we excluded studies which did not include an empirical research method
but were rather conceptual in nature.

We followed a two-step screening process. After removing the duplicates, each article was
screened using the inclusion and exclusion criteria in two rounds. At each round, a sample of 10
articles were screened by all authors separately, and the decisions were compared and discussed.
This selective evaluation ensured a mutual agreement and understanding of the relevance. The rest
of the screening was performed by the first author. First, the articles were screened based on the
title and abstract, which reduced the set to 162 articles. Finally, the remaining articles were
reviewed based on their full text, which lead to a final set of 29 articles. We analyzed and
synthesized the selected articles through content analysis and coding (Krippendorff, 2018). We
used the Gioia methodology (Gioia et al., 2013) to structure the resulting codes into three-level
components. Initially, one of the authors developed a set of preliminary codes, drawing from
existing literature on people and culture components of ADA. Then, the same author identified
statements mentioning people and culture-related aspects of ADA, which can be associated with
capabilities, and either assigned statements to existing codes or created new ones. Based on the
detail level of the statement, the code could be related to any of the levels. Subsequently, another
author refined these codes, collaboratively enhancing the depth and breadth of the analysis in
multiple sessions. Finally, the third author reviewed and suggested changes to the components,
which were performed based on consensus by all authors. This collaborative approach allowed us
to thoroughly examine capability-related aspects, gain a comprehensive understanding of the
various existing components of related capabilities for ADA, and organize them into detailed
components.

4 Results

For the final paper included 29 articles, Among these articles, 23 are journal papers, and the
remaining six are conference papers. We present the results in Table 5 and Table 6, which were
developed following the coding approach that we described in Section 3. The left most column
presents the high-level capabilities that organizations need to develop, which are detailed as
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second-level capabilities in the second column. The 3™ column presents the components that make
up each capability, for example, specific components of the technical knowledge and skills
capability include programming, statistical analysis and data management. While capabilities
identify competencies that an organization should possess, components address the specific
aspects of these capabilities and in this way, can provide guidance on achieving these capabilities.
The range of components that should be possessed related to a capability depends on the
organizational context and business domain. For example, the set of components for technical
knowledge and skills depends on the type of ADA. Capabilities and components are ordered in
decreasing number of papers. For some papers, we extracted information on a capability level
while no specific information in component level was found. In this case, references are indicated
only for the capability.

4.1. People capabilities and components for ADA

The hierarchical list of people capabilities and components are listed in Table 5, along with the
corresponding reference numbers. Three high-level capabilities are described in total by 15
capabilities. The capabilities are further divided into a total of 57 components.

High-level Capabilities IComponents
Capabilities

[Technical knowledge and skills [Programming (Ashaari et al., 2021; Kim et al., 2018; Mandal, 2018; Upadhyay &

15 components, 12 references  [Kumar, 2020; Vidgen, 2014; Vidgen et al., 2017; H. J. Watson, 2014)

IDistributed computing (Akhtar et al., 2019; Ashaari et al., 2021; Kim et al., 2018;
Mandal, 2018; Upadhyay & Kumar, 2020)

Statistical analysis (Akhtar et al., 2019; Kim et al., 2018; Popovic et al., 2018)

[Data integration, analysis, and presentation (Moseneke & Brown, 2022; G. J. Watson
et al., 2021; ZareRavasan, 2023)

[Data management and maintenance (Ashaari et al., 2021; Upadhyay & Kumar, 2020)
[Decision support systems (Ashaari et al., 2021; Upadhyay & Kumar, 2020)

[Database management (Mandal, 2018; Moseneke & Brown, 2022)

IMath and operation research (Akhtar et al., 2019; Kim et al., 2018)

Machine learning/Big data (Kim et al., 2018; G. J. Watson et al., 2021)

Optimization (Akhtar et al., 2019)

INetwork analysis (Akhtar et al., 2019)

ICloud computing (G. J. Watson et al., 2021)

5G (G. J. Watson et al., 2021)

Blockchain (G. J. Watson et al., 2021)

[Robotics (G. J. Watson et al., 2021)

IManagerial knowledge and skills|Being effective regarding managing projects (Ashaari et al., 2021; Mandal, 2018;
[Knowledge and 7 components, 6 references [Upadhyay & Kumar, 2020)

Skills Having communication capabilities (G. J. Watson et al., 2021; Zamora & Carlos
10 capabilities, Barahona, 2016)
15 references [Understanding business needs of stakeholders such as functional managers, suppliers,

land customers (Gupta & George, 2016; Zamora & Carlos Barahona, 2016)
(Collaborating with stakeholders to determine ADA opportunities (Gupta & George,
2016)

ICoordinating ADA-related activities among employees and stakeholders (Gupta &
IGeorge, 2016)

[Having a good sense of where to apply big data (Gupta & George, 2016)
[Understanding and evaluating the output extracted from big data (Gupta & George,

2016)
ILeadership knowledge [Having growth mindset toward continuous learning and self-improvement (G. J.
land skills IWatson et al., 2021)
6 components, 1 reference |Acting with agility and decisiveness (G. J. Watson et al., 2021)

[Engaging with ethical and moral issues (G. J. Watson et al., 2021)

Building networking and relationship skills (G. J. Watson et al., 2021)
IDeveloping knowledge of data analytics (G. J. Watson et al., 2021)

[Updating capability for new technologies (G. J. Watson et al., 2021)

Business/ Domain knowledge [Being capable of interpreting business problems and

land skills frame suitable analytical solutions based on available knowledge (Ashaari et al.,
5 components, 4 references 2021; Mandal, 2018; Upadhyay & Kumar, 2020; ZareRavasan, 2023)
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Being knowledgeable about business functions (Ashaari et al., 2021; Mandal, 2018;
[Upadhyay & Kumar, 2020)

Being knowledgeable about the business environment (Ashaari et al., 2021; Mandal,
2018; Upadhyay & Kumar, 2020)

[Understanding business policies and plans (Mandal, 2018; Upadhyay & Kumar,
2020)

IDeveloping appropriate solutions (Ashaari et al., 2021; Mandal, 2018; Upadhyay &
IKumar, 2020)

IProcess knowledge and skills
¥ components, 3 references

IManaging project lifecycle (Ashaari et al., 2021; Mandal, 2018; Upadhyay & Kumar,
2020)

Being knowledgeable about success factors that depend on data-driven decision
making (DDDM) (Ashaari et al., 2021)

Being knowledgeable about the role of business analytics processes in supporting
IDDDM (Ashaari et al., 2021)

[Understanding ADA process policies and plans (Ashaari et al., 2021)

[Technology management
knowledge and skills
¥ components, 3 references

[Understanding technological trends (Ashaari et al., 2021; Mandal, 2018; Upadhyay &
[Kumar, 2020)

Being aware of the critical success factors for the organization (Ashaari et al., 2021;
Mandal, 2018; Upadhyay & Kumar, 2020)

Being knowledgeable about the role of business analytics (Ashaari et al., 2021;
IMandal, 2018; Upadhyay & Kumar, 2020)

Being capable of learning new technologies (Ashaari et al., 2021; Mandal, 2018;
[Upadhyay & Kumar, 2020)

Relation/ Communication
knowledge and skills
B components, 4 references

Being efficient of executing work in a collective environment (Ashaari et al., 2021;
Mandal, 2018; Upadhyay & Kumar, 2020)

Being capable of educating others (Ashaari et al., 2021; Mandal, 2018; Upadhyay &
[Kumar, 2020)

ICommunicating effectively with stakeholders (Ashaari et al., 2021; Mandal, 2018;
[Upadhyay & Kumar, 2020; ZareRavasan, 2023)

IData knowledge
land skills

B components, 7 references

Manipulating/ accessing data (Kim et al., 2018; Moseneke & Brown, 2022;
[Thajudeen, 2018; Vidgen, 2014; Vidgen et al., 2017; H. J. Watson, 2014; Zamora &
(Carlos Barahona, 2016)

Having data visualization skills (H. J. Watson, 2014)

Querying and manipulating structured data (Kim et al., 2018)

[Reasoning/Problem solving
knowledge and skills (Moseneke
& Brown, 2022)

0 components, 1 reference

IProduct development knowledge
land skills (Kim et al., 2018)
components, 1 reference

(Team structure
¥ capabilities,
5 references

IData scientist
2 components, 1 reference

Specialists (Kim et al., 2018)
Manager (Kim et al., 2018)

|Analyst
P components, 4 references

Business Analyst (Popovi¢ et al., 2018; H. J. Watson, 2014; Zamora & Carlos
[Barahona, 2016)
Business Intelligence Analyst (H. J. Watson, 2014)

IT specialist (Popovic et al.,

018; Vidgen, 2014; Vidgen et

al., 2017; H. J. Watson, 2014)
components, 4 references

[End-users / Customers (H. J.
Watson, 2014)
components, 1 reference

[Personality Traits
1 capability,
K references

Personality traits
6 components, 4 references

Being curious (Vidgen, 2014; Vidgen et al., 2017; H. J. Watson, 2014; Zamora &
(Carlos Barahona, 2016)

Being innovative/creative (Vidgen, 2014; Vidgen et al., 2017)

[Practical intelligence (Vidgen, 2014; Vidgen et al., 2017)

|Analytical thinking (Vidgen, 2014; Vidgen et al., 2017)

IWorking independently (Vidgen, 2014; Vidgen et al., 2017)

[Having communication and empathy skills (Vidgen, 2014; Vidgen et al., 2017)

Table 5: Hierarchical list of people capabilities for ADA

4.2 Culture capabilities and components for ADA
For culture, we identified seven high-level capabilities. These are collectively addressed in 17
capabilities and 69 components, as depicted in Table 6
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IHigh-level
ICapabilities

(Capabilities

IComponents

[Human Strategy/
Skills and Talent
Imanagement

K capabilities, 21
references

Skilling the workforce (Gokalp
et al., 2021; G. J. Watson et al.,
2021)

16 components, 12 references

Providing coaching/incentives to enable DDDM (Gupta & George, 2016; Yu et al.,
2021; Zamora & Carlos Barahona, 2016)

[Training by conducting case studies (Kim et al., 2018; Mandal, 2018)

Using formal coursework (Kim et al., 2018; H. J. Watson, 2014)

[Evaluating the performance of candidates and employees against the defined
performance criteria to meet organizational needs (Gokalp et al., 2021)

IManagers receiving the training first and training the employees soon after (Korherr &
Kanbach, 2021)

IConducting programming workshops (Mandal, 2018)

[Training by conducting demo sessions (Mandal, 2018)

Using knowledge repository (Kim et al., 2018)

Mentoring (Kim et al., 2018)

IProviding lessons- learned reports (Daradkeh, 2019)

Providing off-site events and educational sessions (Storm & Borgman, 2020)
[Using educational platforms (Moseneke & Brown, 2022)

[Training on technical aspects like big data analytics (Gupta & George, 2016)
[Exploitation of existing competencies and new knowledge (Gupta & George, 2016)
Making sure employees can make use of the new technologies being introduced
Moseneke & Brown, 2022)

IDeveloping decision makers skill set (ZareRavasan, 2023)

Promoting continuous learning
Thajudeen, 2018; H. J. Watson,
2014)

5 components, 12 references

[Engagement of participants in learning (Medeiros et al., 2020; Mikalef & Krogstie,|
2020; Popovic et al., 2018; Upadhyay & Kumar, 2020)

Creating collaborative settings for collective learning (Akhtar et al., 2019; Gokalp ef]
ial., 2021; Mandal, 2018; H. J. Watson, 2014)

Helping employees easily investigate new and related knowledge (AL-Ma’aitah, 2020
Gupta & George, 2016)

Helping employees attain new and applicable knowledge related to their jobs (AL-
Ma’aitah, 2020; Gupta & George, 2016)

Helping employees understand new and related knowledge attained from big data (AL
Ma’aitah, 2020; Gupta & George, 2016)

[Employee engagement
B components, 4 references

[Ensuring employee motivation and commitment (Bamel & Bamel, 2020; Upadhyay &
Kumar, 2020; H. J. Watson, 2014)

Providing constructive feedback/criticism to employees on job performance
Upadhyay & Kumar, 2020)
IPromoting employee empowerment (Popovic et al., 2018)

Incentivization
I component, 1 reference

Providing incentive mechanism for promoting fast learning and application of new
technologies in the organization (Mandal, 2018)

(Collaboration and
Teamwork

K capabilities, 18
eferences

(Cross-functional team building
Akhtar et al., 2019; Gokalp et
lal., 2021; Korherr & Kanbach,
2021; Vidgen, 2014; Yeoh et al.|
R015)

B components, 11 references

IAcquisition of right people (AL-Ma’aitah, 2020; Daradkeh, 2019; Mesaros et al., 2016;
[Thajudeen, 2018; Vidgen et al., 2017)

Partnering with data science experts and researchers (Vidgen, 2014; Vidgen et al., 2017)|

Recruiting and retaining highly skilled talent (H. J. Watson, 2014)

[Team collaboration and
coordination (Arsal et al., 2022;
Martinez et al., 2021)

2 components, 6 references

[Facilitating horizontal collaboration (Akhtar et al., 2019; Thajudeen, 2018; Zamora &
Carlos Barahona, 2016)

Managing conflicts in teamwork and supporting collaboration in teams (Upadhyay &
Kumar, 2020)

IPromotion of data sharing
practices within the organization|

Thajudeen, 2018; H. J. Watson,
2014; Zamora & Carlos
Barahona, 2016)

2 components, 4 references

Building trust among stakeholders for data sharing (Thajudeen, 2018)

Being able to explore and acquire new and relevant data related to projects (Upadhyay
& Kumar, 2020)
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[Effective convey of data-driven
linsights to stakeholders for
decision-making (Kim et al.,
2018; Martinez et al., 2021;
Moseneke & Brown, 2022)

0 components, 3 references

[Top Management

ICommitment to ADA culture
land use
5 components, 8 references

Perceiving data as substantial asset (AL-Ma’aitah, 2020; Ashaari et al., 2021; Korherr|
& Kanbach, 2021; Upadhyay & Kumar, 2020; Yu et al., 2021)

Using big data and predictive analytics for decision making (AL-Ma’aitah, 2020;|
|Ashaari et al., 2021; Mesaros et al., 2016; ZareRavasan, 2023)

Promoting a decision-making culture that combines analytical insights with human|
lintuition (ZareRavasan, 2023)

Supporting real-time decision making (Popovic et al., 2018)

Using the support of BI tools for decision making (Korherr & Kanbach, 2021)

sgpport' [Time investment on ADA projects (Gupta & George, 2016; Moseneke & Brown, 2022)
ommitment
B capabilities, 16 ; ;
refelznces rsnz(ilrellsg(;rril}::lr?tézr];(irligltf;zlgamel, Investing in ADA in alignment with the organizational vision (Gokalp et al., 2021)
2020; Daradkeh, 2019; Mesaros L. . . . . .
et al., 2016; Popovic et al IConsidering and evaluating different sponsorship and funding models and options|
DO18; Vidgen etal., 2017; H. J. [(GOkalp etal., 2021)
IWatson, 2014)
U components, 9 references Monitoring, optimizing and evaluating projects in ongoing portfolios (Gokalp et al. |
0021)
ICommunication on benefits of ADA (AL-Ma’aitah, 2020; Daradkeh, 2019; Kim et al.,
Keeping employees informed on2018; H. J. Watson, 2014)
IADA
2 components, 5 references Creating awareness in regard to vision, mission and goals on ADA (Mandal, 2018)
IPromoting change towards data-driven culture with clear communication and being an|
lexemplary role (Korherr & Kanbach, 2021; Storm & Borgman, 2020)
IAdoption of effective change management towards a dynamic business management]
Daradkeh, 2019)
[Understanding the scope and desire to changes (Gokalp et al., 2021)
Leading change in organization |Assessing stakeholders' and employees' readiness and willingness for changes (Gokalp|
Medeiros et al., 2020; et al., 2021)
[Thajudeen, 2018; Vidgen, 2014;
Vidgen et al., 2017; Zamora & [Identifying and deploying action plans to motivate stakeholders and employees towards
Carlos Barahona, 2016) changes (Gokalp et al., 2021)
L 8 components, 9 references
Organizational o B o
Change / Change Monitoring and sustaining organizational changes (Gokalp et al., 2021)
IManagement
B capabilities, 13 Showing concrete results and relevance of DDDM for transformation (Storm &
references Borgman, 2020)

Redefining organizational structure, leadership, and business processes for creating
data-driven culture across the organization (Gokalp et al., 2021)

Openness for experimentation
land innovative initiatives
Korherr & Kanbach, 2021)

5 components, 6 references

Being open to override one's own intuition when data contradict one's viewpoints
Gupta & George, 2016; Yu et al., 2021)

Creating an environment of curiosity (Thajudeen, 2018; Zamora & Carlos Barahona,

2016)

Having an open mindset and the willingness to use unconventional approaches if

required (Korherr & Kanbach, 2021)

Being willing to break up existing hierarchies and structures to achieve a common

lgoal (Korherr & Kanbach, 2021)

Being open to new ideas and approaches that challenge current practices on the basis

of new information (Ashaari et al., 2021)
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ILeading People Towards
Change
¥ components, 2 references

[Effective listening and persuasion of employees towards change (G. J. Watson et al.,
2021)

Being able to empathize with employees to understand their fears, contexts, and
laspirations against change (G. J. Watson et al., 2021)

Supporting workers through individualized training programs for role changes (G. J.
\Watson et al., 2021)

Increasing stakeholders' participation in organizational changes (Gokalp et al., 2021)

Having a clear business vision
land need (Daradkeh, 2019; Kim
et al., 2018; Korherr &
[Kanbach, 2021; Mikalef et al.,
2019; H. J. Watson, 2014; Yeoh
et al., 2015)

¥ components, 11 references

Describing stakeholders' needs (Martinez et al., 2021; Storm & Borgman, 2020)
[Understanding the customers and user segments (Mesaros et al., 2016; H. J. Watson,
2014)

Determining the project success metrics in the early phase (Kim et al., 2018; Mesaros
et al., 2016)

IChoosing the right business goals, needs, and problems (Kim et al., 2018)

Business

[Understanding IAlignment of data strategy with
R capabilities, 17 business strategy (Abeza et al.,
references 2023; Daradkeh, 2019; Kim et

lal., 2018; Korherr & Kanbach,
2021; Mesaros et al., 2016;
Mikalef et al., 2019; Moseneke
& Brown, 2022; Popovic et al.,
2018; Vidgen et al., 2017; H. J.
Watson, 2014; Yeoh et al.,

Utilizing data-based insights for the creation of new strategies to assess and improve
business performance (Ashaari et al., 2021; Gupta & George, 2016)

Determining the target data science capabilities in line with organizational vision
Gokalp et al., 2021)

[Establishing and maintaining a strategic plan and roadmap to drive alignment among
business, data science, and IT units (Gokalp et al., 2021)

2015; Zamora & Carlos
Barahona, 2016)
B components, 15 references

Ethics/Values IAwareness on ethical issues (G. J. Watson et al., 2021)

1 capability, 2
references

Ethics/Values
2 components, 1 reference IKeeping up with changing social values and potential ethical pitfalls of new

technologies (G. J. Watson et al., 2021)

Table 6: Hierarchical list of culture capabilities for ADA

S Discussions

This study maps the people and culture related capabilities essential for ADA success into a
hierarchical list which structure serves as a clear roadmap for building workforce competency and
cultural adaptability. Embedding these capabilities into practice fosters a resilient, adaptable
culture that sustains effective data analytics initiatives.

While technical skills remain fundamental, their effectiveness is significantly influenced by
managerial, leadership, and communication capabilities (Mandal, 2018; G. J. Watson et al., 2021;
Zamora & Carlos Barahona, 2016). Organizations should adopt an integrated approach to talent
development, ensuring employees possess both technical expertise and the ability to collaborate
and communicate effectively (Kim et al., 2018; G. J. Watson et al., 2021). Technical skills like
programming (Ashaari et al., 2021; Kim et al., 2018; Mandal, 2018; Upadhyay & Kumar, 2020;
Vidgen, 2014; Vidgen et al., 2017; H. J. Watson, 2014) and statistical analysis (Ashaari et al.,
2021; Upadhyay & Kumar, 2020; H. J. Watson, 2014) are essential, but must be complemented
by managerial knowledge such as effective project management (Ashaari et al., 2021; Mandal,
2018; Upadhyay & Kumar, 2020) and communication skills (G. J. Watson et al., 2021; Zamora &
Carlos Barahona, 2016). Leadership qualities like a growth mindset and agility in decision-making
(G. J. Watson et al., 2021) are also crucial for fostering innovation and adaptability in ADA
projects.

Another important insight is the role of continuous learning in fostering a data-driven culture (G.
J. Watson et al., 2021). Continuous learning and innovation must be integrated into ADA
workflows to foster adaptability and efficiency (G. J. Watson et al., 2021). Structured frameworks
for corrective actions, workflow optimization, and retrospective reviews refine processes and drive
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sustained improvement. Automating repetitive tasks, leveraging team dashboards for shared data
resources, and providing guidelines for asking clear, goal-oriented questions streamline decision-
making and enhance operational efficiency (Akhtar et al., 2019; Gokalp et al., 2021; Mandal, 2018;
Upadhyay & Kumar, 2020). The findings highlight that organizations which prioritize training,
mentoring, and knowledge-sharing initiatives are better equipped to navigate the complexities of
ADA implementation (Kim et al., 2018; Mandal, 2018; G. J. Watson et al., 2021). The structured
processes identified in this study emphasize the need for formalized training programs,
collaborative learning environments, and incentives for knowledge acquisition (Gupta & George,
2016; Zamora & Carlos Barahona, 2016). This aligns with previous research that suggests
competency-based models enhance workforce adaptability and innovation (Moseneke & Brown,
2022).

Moreover, leadership’s commitment to ADA adoption emerges as a crucial element of success.
The study underscores that top management support is not merely about financial investment but
also about fostering a culture where data-driven decision-making is valued (Korherr & Kanbach,
2021; Storm & Borgman, 2020). Leaders play a pivotal role in promoting an environment where
data-driven insights are integrated into strategic decision-making, thereby reducing resistance to
change and enhancing organizational agility (Gokalp et al., 2021; Storm & Borgman, 2020).

Furthermore, the findings suggest that collaboration and coordination across different teams
remain a challenge in ADA projects. Organizations often struggle with aligning technical and
business perspectives, leading to inefficiencies in data analytics adoption (Gokalp et al., 2021).
Addressing this issue requires dedicated efforts to bridge the communication gaps between data
scientists, business analysts, and executives (Gokalp et al., 2021). By fostering cross-functional
collaboration and providing structured frameworks for communication, organizations can improve
the effectiveness of their data-driven initiatives. Additionally, organizational change management
plays a critical role in sustaining ADA initiatives. The study emphasizes that organizations that
actively engage employees in the transition to data-driven decision-making experience higher
levels of adoption and integration (Daradkeh, 2019). Resistance to change is an important barrier
in analytics-driven transformations, and structured approaches such as training programs,
leadership engagement, and change agents can mitigate these challenges (Gokalp et al., 2021).

Finally, ethical governance, including transparency, privacy, and accountability, must be
emphasized in theoretical models to bridge organizational practices with societal expectations (G.
J. Watson et al., 2021). The integration of sustainability goals, such as environmental responsibility
in machine learning workflows, can expand the scope of ethical frameworks in ADA contexts.
Models should also consider the dynamic nature of data strategy alignment, adapting to evolving
priorities and resource constraints.

6 Conclusions

Organizations need to leverage data analytics capabilities to gain competitive advantages. These
capabilities encompass both technical and non-technical areas. Non-technical capabilities, namely
those related to people and culture, have been understudied in extant literature. This study aims to
address this gap by conducting an SLR to synthesize people and culture capabilities for ADA in a
way that can guide organizations in maturing these capabilities. By analyzing 29 papers published
between 2010 and 2024, the study synthesized a hierarchical list, where capabilities are organized
in two levels and each capability is represented in a set of components, which provides diverse
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ways of achieving the identified capabilities. It captures knowledge not only from capability
literature but also from success factor and maturity model literature. In this way, it provides a more
detailed and structured view of capabilities in non-technical areas, unlike previous SLRs (e.g.,
Mikalef et al., 2018; Mikalef & Krogstie, 2020).

A key limitation of this study is the lack of empirical validation, as the framework is based solely
on literature synthesis; future research could enhance our understanding of these capabilities by
conducting empirical studies, such as interviews and case studies in organizations, particularly
across different domains and organizational characteristics (e.g., size, sector). Future assessments
could also focus on the implementation of these capabilities, evaluating processes that actualize
them within varied organizational settings.
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Abstract

User-generated content (UGC) dominates the internet. Tech-companies and social-media
platforms are used to moderate UGC and drive their business models with it. However, startups
and traditional firms might lack knowledge in that area. Based on a literature review, we identified
74 risks and 111 corresponding safeguards and concatenated them into a ‘fake information risk
mitigation’ catalog. A potential overreliance on detection and underutilization of preventative and
recovery measures were discovered. A high reliance on algorithmic detection became apparent,
while education was underrepresented. Thus, this study argues for an increased focus on education
and training. The large amount and variety of discovered risks and measures suggests the need
for an interdisciplinary, collaborative approach of companies and authorities to fight fake UGC,
as previous studies discussed smaller sets of risks and measures.

Keywords
User-generated Content, Fake Content, Fake News, Risk Mitigation, Disinformation, Platforms.

1. Introduction

Altogether, Alphabet, Meta, Netflix, Microsoft, and TikTok generate more than half of all internet
traffic (Sandvine, 2024). These enterprises are ‘Big-Tech’ players of the so-called platform- or
internet-economy (e.g., Erkayhan, 2020; Obermaier & Mosch, 2019). These kind of business
models depend on qualitative, engaging, and accurate content. Further characteristics are
community and collaboration (Bodrozi¢ & S. Adler, 2022), fueled by network-effects (e.g.,
Shapiro & Varian, 1998), and the intermediary function of the platform owner (e.g., Kirchner &
Schiiler, 2019). Web content is increasingly dominated by user generated content (UGC) (Bond,
2015). However, only a small percentage of active users are the creators of half of UGC (Baeza-
Yates & Saez-Trumper, 2015). Nowadays, traditional enterprises, but also start-ups must integrate
increasingly more UGC into their systems and offerings - often for the first time.

Since OpenAl (2022) launched ChatGPT in November 2022, generative artificial intelligence (Al)
is rapidly improving and had become an easy source for creating fake content (onlinesicherheit.at,
2024). This increases the risk for companies of distributing false information produced by their
platform-users. Disinformation and fake content are spread to influence ordinary users, manipulate
elections, create disruption, or are even used in cyberwar activities (Shu—Min Hou et al., 2023).
As fake UGC spreads faster than truth (Vosoughi et al., 2018), it is quite difficult to identify and
to correct it (Gupta, Kumar, et al., 2022). Big-Techs have developed guidelines and sophisticated
algorithms to combat the risk of fake UGC. However, holistic strategies and frameworks for this
issue which are suitable for smaller organizations seem not to exist. While some research (e.g.,
Farhoudinia et al., 2023; Kertysova, 2018; Zhang & Ghorbani, 2020) covered individual types of
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UGC, they have not been structured around risks and mitigating measures. Research was mostly
focused on providing a state-of-the-art view of the research field but has not been addressed to
practitioners. This study aims to close this gap by providing a fake information risk mitigation
(FIRM) catalogue: We analyzed different types of fake UGC, such as fake news (e.g., Zhang &
Ghorbani, 2020), disinformation (e.g., Rubin, 2019; Shu et al., 2020) and fake reviews (e.g.,
Agnihotri et al., 2021) and identified a grand set of 111 safeguards to them proposed in literature.
By this, we aim to extent the existing scientific knowledge base and further, give practical
guidelines. We think managers and personnel responsible for overseeing UGC offerings need a
compendium of existing risks and countermeasures when implementing and continuously
facilitating UGC. We aim to support regional platform providers, which are often vital to their
specific ecosystem, such as local newspapers with comment sections, forum websites, interactive
government websites, and regional event websites. Because they often lack the scale, data, and
expertise needed to effectively address the issue of fake UGC.

A mixed methods approach, consisting of a systematic literature review, qualitative content
analysis, and taxonomy development, was conducted. We analyzed the importance of risks and
measures (via a ranking) and assigned corresponding measures to these risks they mitigate. During
this mapping-process, different risks and measures were grouped and we built a parent abstraction
level for risks and measures acting as a taxonomy. Further, areas of cooperation between individual
facilitators, society, and governments were identified and discussed. The remainder gives an
introduction of different types of UGC, their common characteristics and vulnerabilities. It
explains the research process including the selection of literature samples to build the FIRM
catalog, which encompasses risks and measures, on a granular level, but also as groupings. After
the discussion, this paper closes with a summary and future research paths.

2. (Fake) User Generated Content

To identify risks and measures in the context of fake UGC, it is necessary to define the term ‘user-
generated content’. Santos (2021) systematically reviewed different definitions of UGC and
synthetized it as “any kind of text, data or action performed by online digital systems users,
published and disseminated by the same user through independent channels” (p. 108). This
generic definition includes different kinds of user-generated content, such as reviews, ratings, blog
posts, social media feeds, but also video, graphical or audio — and their fake siblings. Santos (2021)
describes common vulnerabilities of UGC: the data itself, actions by users, digital systems, the
users themselves, publishing/dissemination channels, and emergent effects through combined
actions of (potentially malicious or tricked) users. For example, an individual user that upvotes
soon after a content was posted has no effect, but multiple users quickly upvoting content can
cause it to trend. However, other studies may define the term UGC more narrowly. For example,
Naab and Sehl require content to have a “rationale” and, therefore, excluded “Applications that
simply allow the expression of a judgment without any opportunity for reasoning” (2016, p.1258),
1.e., a simple like-button.

The terms fake news, disinformation, and misinformation often overlap, are used interchangeably,
or have unclear boundaries. According to Fahroudinia et al. (2023), misinformation stands for
“false, inaccurate, or incomplete information” (p.7), while disinformation means “incorrect
information shared intentionally” (p.7). In contrast, Rubin (2019) makes the separation more
distinct, calling it unintentional in nature. Fake news can be defined as “intentionally false,
fabricated news articles that can deceive the reader” (Farhoudinia et al., 2023, p. 7), while other
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authors include low-quality or incomplete news (Ozbay & Alatas, 2020) or false stories (Zhang &
Ghorbani, 2020) in their definitions. Reviews are fake if “the review was written for the purpose
of promoting or downgrading a product, service or company” (Scherr et al., 2019, p. 454). As for,
so many different types of fakes exist, we decided for a broader definition of UGC. We used the
terms disinformation, fake news, misinformation, and false news interchangeably. And as a
conclusion, this research developed the following definition for fake UGC: “Fake user-generated
content is user-generated content that was (a) created and/or shared with/without malicious intent,
and (b) contains incorrect, distorted, half-true, manipulative or manipulated content to such an
extent, that it could not be considered accidental, because it influences the entirety of its message
(or its key points)”. The part (b) of this definition is to ensure that minor errors in, for example, a
quality blog article, does not immediately classify it as fake UGC. By this new definition, we aim
to compensate some limitations of previous research having a narrower scope.

3. Methodological Approach

For research rigor, we applied a mixed method approach in three stages: As the FIRM catalogue
would be literature based, we decided to follow a double strategy starting with a scoping review
(Grant & Booth, 2009), followed by applying steps of the systematic literature review (SLR)
approach from Kitchenham et al. (2007). Due to the novelty of our research topic, we saw the need
to include some grey literature (Garousi et al., 2019), as well. Further, we oriented on qualitative
content analysis (QCA) techniques from Mayring (2000) to assess the found literature samples,
and applied taxonomy-building strategies of Nickerson et al. (2013) to build the meta-groupings
of UGC risks and their mitigation measures.

In concrete, in stage one, we applied different sets of search-terms in SCOPUS and Google-
Scholar, because both act as meta-search engines across multiple disciplines and were assumed to
provide an extensive sample baseline. After, in total, 97 search queries, some repetition of results
applied, which suggested a kind of theoretical saturation. The most promising results came from
the following search string: [(measures OR strategies OR actions) AND detection AND fake AND
news]. With respect to the grey literature, we used strings like [How does facebook/google detect
fake content?], but we excluded sources from smaller companies or so-called individual experts.
In total, 219 sources of English and German speaking authors from the years 2015 to 2024 were
assessed by including/excluding criteria, e.g., citation-rate, methodology used, credibility of
authors respectively publishing institution, and relevance by content. Five main pillars were
defined for relevancy with the research question: (i) mostly about fake UGC, (i1) includes textual
and/or reaction-based UGC, (iii) only includes textual and/or reaction-based UGC, (iv) includes
risks of UGC, and (v) includes protective measures against fake UGC. Each source was rated along
these pillars and included in the sample when either (a) its content matched at least four of five
pillars, (b) was a Big-Tech company resource, or (c) was classified as ‘meta-paper’, i.e., a tertiary
study. We excluded all sources providing pure technical solutions for increasing detection scores
of existing safeguards. By this process we narrowed down to the final sample of 48 sources
containing multiple viewpoints from different domains, such as security, Al, human rights,
information management, data mining, human-computer interaction, social network analysis,
journalism, and administrative sciences.

In the second stage, this literature sample was evaluated by applying QCA techniques. Firstly, we
color-coded in each source any mentioning or description of a specific fake UGC risk and their
countermeasure. Secondly, we transferred these findings into an Excel spreadsheet for
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paraphrasing and abstraction to build a general category structure. For this collection process, we
asked the questions of ‘What risks were described?” and ‘What preventative measures were
mentioned?’. Every new risk or measure, that was not a clear duplicate, was added to the table.
Otherwise, the source was associated with the already identified risk or measure category. By
assessing the sources in detail one-by-one, we were able to apply an inductive category
development, as described by Mayring (2000). Further, this incremental procedure resulted in a
matrix-structure, that allowed us to map each mentioned risk to its mitigation strategy accordingly.
As a result, 74 risks associated to fake UGC were identified and 111 countermeasures and
safeguards for mitigation of these risks.

In the third stage, we created parent groupings of risk and mitigation strategies by using a
taxonomy building method (Nickerson et al., 2013) supported by a mind mapping strategy (Eppler,
2006). We used mind-map visualizations, because this allowed us to see associations much
quicker, spot doublets, or wrongly placed elements easier. For example, the risk of ‘influences
politics and elections” and the risk of ‘cyberstalking, online harassment, and cyberbullying’ were
subsumed under the risk category of ‘Societal Effects & Issues’. Building a kind of taxonomy
allows us to show our results on an abstract level with the advantage for users of the FIRM
catalogue to look for specific areas of risks related to fake UGC. This process resulted in 16 groups
of risks connected to fake UGC and 15 associated mitigation strategies.

4. The Fake Information Risk Mitigation (FIRM) Catalog

Aim of this research was to answer the question of which risks concerning fake UGC might
companies face when facilitating user generated content on their websites and apps and which
mitigation-strategies can be applied. After the analysis and taxonomy-building process, 74 risks
and 111 mitigation measures, were identified and compiled into the FIRM catalog. These items
were grouped into 16 risks and 15 mitigation strategies to fight these risks. Our analysis showed
that different types of mitigation strategies could be applied to different types of fake UGC risks,
building an n:m relationship. We think a single chart would not be handy and probably confusing
to a reader. Therefore, we present the FIRM catalog in two parts: firstly, the identified risks related
to fake UGC and secondly, the mitigation measures. This split intends for a quick and easy use,
also by practitioners. Due to the original length of the tables and the limited space in this paper,
we decided to mention the sources just one-time per category, even if an author might have
contributed to different risk-mentions or multiple mitigation strategies.

4.1. Risks Connected to Fake UGC
This chapter presents charts and rankings concerning risks and the risk groupings of fake UGC, as
well as the risk-part of the FIRM catalogue in detail. Figure 1 shows the identified 16 types of
risks as our parent-grouping, the risk-taxonomy. The four major risk categories consist of societal
implications, risks based on human nature, risks based on the nature of fake UGC, and algorithmic
quality issues as a detection method.

139



2025 International Conference on Information Resources Management

40 H
5 16 Risks of Fake UGC
30
25
20
15
10
> I I
0 . . H =m =m = .
) ) > %) o) 1) O %= 1) n %)
] o ® 8 £ ] L = O & O . @ ) 7] © -g,,, c
3 c @ @ > © < o0 w— B T g N = Q @ © c 5
@ 5 > S =] w o © 5t o2 ¢ © o Lo co Q
(%] ‘= o3 Y— c Y t=1 E [0} o T @ 7] o c = o o
% 8o %99 P9 8§ 20 § 55 af &% § & £8 2% 5
£33 ag 9o e o0 5 a 2w 9, 55 > « 20 T3 O
12} €5 Lt = S a+ = S ~ T c O,,, o o QO 7w
b £E £ 5 E£E@ TE 99 © = Cc Cc ¥ o < o c 2 Y
|3} S22 0B c o 0 3 @ S o3 n [0} %)
@ a 2 £- @ 02 @ = 3] S &= =29 s ] SO0 Yo &
= C® o & T c N5 e+ c 2s -£ T3 o 19} 3 Q <
o] c - 8= oD w8 ©° o g €2 @ c @ - =
= o (@] = D = © oo Lo = (] =~
— €2 © k) = xr o c c T £ o O 3] = = o
] SE © = [} S o = sE 22 2 = S
P = < %] = = [ o [%] 0 g
5] T 2 © = © (7] w“ o @ o I
s > = £ O c £ a -
o (6] (6] 20O
w
@ z

Fig 1: Taxonomy of Risks related to Fake UGC (ranked according to mentions in sources)

To detail these fake UGC risk categories, Table 1 shows the FIRM catalogue along the ranking of
Fig. 1 as our risk-taxonomy (red areas), while the subordinated risks are added below as a kind of
array, because they do not follow a specific order as we counted them when appearing in a source.
The associated mitigation strategies are in blue color writing to the right. For simplicity reasons,
we present the Top 10 of risks with their mitigation strategies.

Societal Effects & Issues Education

Influences politics and elections | Influencing the public opinion | Under- or over-reporting of positive or negative opinions
Destabilization (upheaval, incitement, violence, and lack of order) | Polarization and degradation of social dialog |
Cyberstalking, online harassment, and cyberbullying | Lack of public awareness | not taking serious and important

(Brundage et al., 2018; Carter et al., 2021; Chen et al., 2023; Crowell, 2017; Dabbous et al., 2021; Donaker et al., 2019; Einwiller & Kim, 2020;
Google, 2019; Gupta, Kumar, et al., 2022; Gupta, Li, et al., 2022; Islam et al., 2020; Lunga & Mthembu, 2019; Mut Camacho & Rueda Lozano, 2021;

Papanastasiou, 2018; Pherson et al., 2020; Rubin, 2019; Sharma et al., 2019; Shu—Min Hou et al., 2023; Zhang & Ghorbani, 2020; Zhou & Zafarani,
2020)

Human Limitations, Vulnerabilities | Special Protections for Certain Groups | Supporting Human Fake
& Bias Detection | Develop Alternative Systems | Platforms or Networks

Low cognition decreases the detection abilities of individuals as well as their adjustment ability | conservatives might believe
fakes more || users lack time and interest in the detection | users lack time and interest in improving their detection skills |
humans are liable to a wide range of biases | organizations, news outlets, politicians, and influencers/celebrities accidentally
sharing fake UGC | low media and digital literacy | human mental limits for content moderation

(Brundage et al., 2018; Chen et al., 2023; Dabbous et al., 2021; Farhoudinia et al., 2023; Google, 2019; Gupta, Kumar, et al., 2022; Gupta, Li, et al.,

2022; Kertysova, 2018; Lim, 2020; Lunga & Mthembu, 2019; Pherson et al., 2020; Rubin, 2019; Sharma et al., 2019; Shu et al., 2020; Zhang &
Ghorbani, 2020; Zhou & Zafarani, 2020)

Characteristics of User Generated Improve Platform Characteristics | Develop Alternative Systems |
Content Platforms Platforms or Networks | Regulation and Legislations

Echo chambers or filter bubbles | micro-targeting | unverified online ads | high speed of sharing and propagation in UGC
platforms | viral breakthrough risk | the large number of bots operating | smoke-screen attacks to divert attention away | risk
increases during major events or catastrophes | end-to-end encrypted, closed-off nature

(Carter et al., 2021; Chen et al., 2023; Coutinho & José, 2019; Dabbous et al., 2021; Farhoudinia et al., 2023; Fredheim & Pamment, 2024; Google,

2019; Gupta, Kumar, et al., 2022; Gupta, Li, et al., 2022; Islam et al., 2020; Kertysova, 2018; Lim, 2020; Lunga & Mthembu, 2019; Papanastasiou,
2018; Rubin, 2019; Sharma et al., 2019; Shu et al., 2020; Zhang & Ghorbani, 2020; Zhou & Zafarani, 2020)

Inherent Risks of Fake User Improve Platform Characteristics
Generated Content
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Truth being on a spectrum — an objective truth is not always available | fake content spreads faster than truthful content |
clickbait | a correct information consumed after the consumption of fake UGC does not offset fake information | more
exposure to fake UGC leads to increased trust in that fake UGC | fake content also influences subsequent posters

(Brundage et al., 2018; Chen et al., 2023; Farhoudinia et al., 2023; Google, 2019; Gupta, Kumar, et al., 2022; Gupta, Li, et al., 2022; Lim, 2020; Lunga
& Mthembu, 2019; Papanastasiou, 2018; Pherson et al., 2020; Sharma et al., 2019; Zhang & Ghorbani, 2020; Zhou et al., 2020; Zhou & Zafarani,
2020)

Algorithmic Quality Issues Algorithmic and Artificial Intelligence Supported Measures |
Manual Fact-Checking | Peergroup Control

Bias in algorithms and Al | quality issues with datasets for training and evaluation | Training process attacks (data
poisoning/exploratory/black box probing/adversarial inputs) | manipulation of recommendation algorithms | misuse of defense
mechanisms, such as crowd flagging | abuse of filtering by governments (e.g., dictatorships) | difficulty of generalizing
detection | regional and geographic cultural barriers for algorithms and Al | Linguistic barriers for detection algorithms/AlI |
lack of explainability of Al/algorithms | Balancing timeliness with detection accuracy | maintenance of knowledge bases and
fact-check databases | multilingual capabilities of fake UGC creators | parody-content

(Brundage et al., 2018; Carter et al., 2021; Chen et al., 2023; Einwiller & Kim, 2020; Farhoudinia et al., 2023; Fredheim & Pamment, 2024; Gietczyk
et al., 2019; Google, 2019; Gupta, Kumar, et al., 2022; Kertysova, 2018; Pherson et al., 2020; Sharma et al., 2019; Zhang & Ghorbani, 2020)

Erosion of Reputation & Trust Education, Improve Transparency and Accountability

...in public authorities | ... in journalism and infomediaries, reducing their credibility | ... in, the perception of, and the
reputation of a company

(Brundage et al., 2018; Chen et al., 2023; Farhoudinia et al., 2023; Gupta, Kumar, et al., 2022; Islam et al., 2020; Lunga & Mthembu, 2019; Mut
Camacho & Rueda Lozano, 2021; Zhou & Zafarani, 2020)

Financial Damages all others indirectly

stock price and financial losses | decreases the value and revenue of good content through a perceived lack of quality and is
lost in the noise of fake content

(Brundage et al., 2018; Chen et al., 2023; Coutinho & José, 2019; Farhoudinia et al., 2023; Gupta, Kumar, et al., 2022; Gupta, Li, et al., 2022; Islam et
al., 2020; Lunga & Mthembu, 2019; Mut Camacho & Rueda Lozano, 2021; Papanastasiou, 2018; Sharma et al., 2019; Zelenka et al., 2021; Zhou &
Zafarani, 2020)

Manipulation of Information, Education, Supporting Human Fake Detection | Peergroup Control
Scientific Facts and Perception

altering the perception of scientific and historical facts | public health impacts | pseudo-truth, i.e. omitting, and selectively
using facts | pseudo-science

(Chen et al., 2023; Farhoudinia et al., 2023; Gupta, Kumar, et al., 2022; Gupta, Li, et al., 2022; Islam et al., 2020; Melki et al., 2021; Roth & Pickles,
2020)

Newness of (and Speed of Change in) | Strategic Measures
the Fake User Generated Content
Domain

No pre-existing experience | field and technology are evolving rapidly | no accepted standard definition of relevant terms

(Chen et al., 2023; Google, 2019; Gupta, Kumar, et al., 2022; Kertysova, 2018; Lim, 2020; Mut Camacho & Rueda Lozano, 2021; Pherson et al., 2020;
Sharma et al., 2019)

Powerful & Organized Adversaries Punish and Limit Bad Actors

influence-operations all around the globe | use of fake UGC in cyberwar | (powerful) players and stakeholders involved |
Organized fake attacks on specific individuals

(Crowell, 2017; Google, 2019; Pherson et al., 2020; Rubin, 2019; Sharma et al., 2019; Shu—Min Hou et al., 2023)

Table 1: Top 10 Categories of Risks Connected to Fake UGC

4.2. Fake UGC Mitigation Strategies

With respect to the found fake UGC mitigation measures, we classified them as prevention [P],
detection [D], and recovery [R] measures, or a combination. This basic structure follows an
approach applied by Girgenti and Hedley (2011) on fraud risk mitigation strategies. Fake UGC
can be considered a kind of fraud, because fake UGC is often spread by false or stolen user-
identities; and identity theft is a typical fraud type. Figure 2 presents the set of 15 mitigation
categories as our taxonomy, showing their rank and proportions of measure types as counted across
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all sources. Even after reducing duplets, with overall 48 mentions, detection mitigation strategies
were the most recommended by the sources in our sample, followed with 34 mentions of
prevention measures. A combination of both, achieved with 13 mentions the third place. Recovery
measures received limited attention in our literature sample.

The by far most mentioned detection strategy was the usage of algorithmic detection-methods,
however education, or legal regulation was just of minor interest in the assessed literature sample.
Therefore, we had a more detailed look into the area of algorithmic and Al supported measures:
The biggest mentioned group consisted of neural networks, in particular recurrent neural networks
(RNNs) (e.g., Islam et al., 2020; Meta, 2020) and classical machine learning algorithms, like tree-
based models, e.g., random forest (e.g., Sharma et al., 2019; Shetty et al., 2023; Zhou et al., 2020).
In contrast, linguistic models were only mentioned by three authors (Conroy et al., 2015; Sharma
et al., 2019; Zhou & Zafarani, 2020).

Table 2 shares the details for the Top 10 of the identified fake UGC mitigation strategies. The
sequence orientates along Figure 2. We present the mitigation measures in blue color and the
corresponding risks in red color by using the same manner like for Table 1.
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Fig 2: Taxonomy of Risk Mitigation Strategies associated with Fake UGC

5. Discussion

This study analyzed the risks and mitigation measures concerning fake UGC using a mixed-
methods approach. The FIRM catalog was developed to provide a comprehensive overview of
existing risks and mitigation strategies. A SLR and qualitative content analysis of 48 sources
identified 74 risks and 111 mitigation measures: The four most mentioned risk groups were (i)
societal effects, (i1) human limitations, (iii) vulnerabilities, characteristics of user-generated
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content platforms, and (iv) algorithmic quality issues. Our study found detection measures
mentioned the most, followed by prevention measures; recovery measures were only slightly
represented. The most mentioned detection measures were ‘algorithmic and artificial intelligence
supported measures’ suggesting that algorithmic measures are used unproportionally more often
as a defense mechanism compared to other strategies. We suggest that further investment in
prevention measures could significantly help in the fight against fake UGC, especially considering
most detection measures were found in ‘algorithmic and artificial intelligence supported measures’
which might not be in the skillset of smaller regional platform providers or traditional companies.

Algorithmic & Al Algorithmic Quality Issues
Supported Measures

analysis is multimodal and includes images, comments, reactions, user profiles, and other relevant data associated with
UGC-like metadata [D] | linguistic and semantic analysis [D] | pattern-recognition or deviation analysis [D] | detection
techniques appropriate for different types of fake content [D] | generalize detection algorithms and Al to be event-
independent [D] | analyze sharing and propagation patterns [D] | user behavior analysis [P+D] | assess and highlight the
credibility and trustworthiness of an information’s source [P] | checking if external online-sources are of low quality, fake or
“trash” sites [D] | feedback-based identification by using a user’s responses and comments [D] | train generative Al with
user responses to a specific content better early mitigation and detection [D] | consider a user’s viewpoint and ideology [D] |
prioritizing newer content over older content [P] | limiting the number and frequency if posting activities [P] | enable
effective early detection and intervention [D] |remove fake content [R] | remove duplicates of previously identified fake
UGC and identify their common sources [D] | identify and eliminate influential fake spreaders [D] | check content
automatically for objective facts [D] | check verified sources using structured data, knowledge graphs, and linked data [D] |
verify by third parties for truthfulness and authenticity [P+D] | pay to small niche areas or communities [P] | preferring
usefulness, trustworthiness, and authoritativeness over determining the objective truth [D]
(Brundage et al., 2018; Carter et al., 2021; Chen et al., 2023; Conroy et al., 2015; Crowell, 2017; Fredheim & Pamment, 2024; Glassdoor, 2023b,
2023a, 2024; Google, 2019; Gupta, 2023; Gupta, Kumar, et al., 2022; Gupta, Li, et al., 2022; Islam et al., 2020; Kertysova, 2018; Li et al., 2018; Meta,
2020, 2024; Mut Camacho & Rueda Lozano, 2021; Papanastasiou, 2018; Pherson et al., 2020; Pritchett, 2024; Rosen, 2021; Rubin, 2019; Scherr et al.,
2019; Sharma et al., 2019; Shetty et al., 2023; Shu et al., 2020; Twitter, 2024; Yang et al., 2022; Zelenka et al., 2021; Zhang & Ghorbani, 2020; Zhou
etal., 2019, 2020; Zhou & Zafarani, 2020

Strategic Measures Newness of (and Speed of Change in) the Fake User Generated Content
Domain

set up a mitigation-strategy, response plan, and identify risks [P+R] | screen for influence operations by governments or
other large entities and combat them [P+D] | Real-time visualization of data for analysis and pattern spotting [D] | measure
the effectiveness of interventions and protective measures [D] | constantly evolve the strategy and used technology [P+D] |
establishing a crisis or a task-force team [R] | increase R&D in relevant areas [P] | hybrid Al-human approach [D] |
partnerships between UGC service providers [D] | establish universal standards and global screening protocols [D] |
consider multiple roles [P] | consider societal values, i.e., collectivistic/individualistic characteristics of a country’s
population, when designing measures [P] | use of federated governance models for content moderation [P]
(Carter et al., 2021; Chen et al., 2023; Conroy et al., 2015; Coutinho & José, 2019; Dabbous et al., 2021; Donaker et al., 2019; Einwiller & Kim, 2020;

Google, 2019; Gupta, Li, et al., 2022; Kertysova, 2018; Li et al., 2018; Mut Camacho & Rueda Lozano, 202 1; Pherson et al., 2020; Pritchett, 2024,
Rosen, 2021; Sharma et al., 2019; Shu—Min Hou et al., 2023; Twitter, 2024; Zelenka et al., 2021; Zhang & Ghorbani, 2020)

Improve Platform Characteristics of User Generated Content Platforms | Inherent Risks
Characteristics Because of Characteristics of Fake User Generated Content

slow down and limit the spread of misinformation [P] |detecting and limiting clickbait [P+D] | elevated protections during
major events [P] | do not personalize content and recommendations in critical situations [P] | hide an article’s past sharing
statistics [P] | limiting political ads to own-country creators [P] | authentication and verification of users [P] | support of
quality journalism by providing additional tools, software, and analytics, especially for them [P] | proactively posting quality
news content in closed platforms, e.g. in a trustable daily bulletin style [P] | reduce and pay attention to echo chambers [P] |
digital watermarking [P+D] | whitelisting [P]
(Brundage et al., 2018; Chen et al., 2023; Coutinho & José, 2019; Crowell, 2017; Donaker et al., 2019; Facebook, 2024; Glassdoor, 2023a; Google,
2019; Gupta, 2023; Gupta, Kumar, et al., 2022; Islam et al., 2020; Kertysova, 2018; Meta, 2020, 2024; Mut Camacho & Rueda Lozano, 2021;
Papanastasiou, 2018; Pherson et al., 2020; Pritchett, 2024; Rosen, 2021; Scherr et al., 2019; Sharma et al., 2019; Shu et al., 2020; Twitter, 2024; Yang
et al., 2022; Zelenka et al., 2021; Zhou et al., 2020)
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Supporting Human Fake Human Limitations, Vulnerabilities & Bias | Manipulation of Information
Detection | Scientific Facts and Perception

Offering verified real-time facts, such as voting numbers and dates [P] | Providing reliable information about a topic next to
(potential) fake UGC [R] | Highlighting a special status of a “credible source” and removing it if “bad” content is identified
[P] | Allowing and promoting users explaining why their content is credible [P] | mandating that users cite multiple sources
[P] | Corrective communication by platforms providing alternative truth and addressing fake claims [R] | disclose positive
inspection outcomes to users [P+D] | correct false content [R] | show warning notices or labels to users when content is
identified as potentially misleading or false [P] | Actions should vary based on the current type of the detected problem — is
the UGC “misleading, disputed, or unverified [P+D] | implementing in-app/in-service fact-checking to reduce the effort of
the checking process [P+D] | Understanding the psychological aspects of fake UGC [P+D] | Inoculating users with fake
UGC [P] | Forcing users who have shown poor performance in detecting fake UGC to (re)earn platform abilities by
completing educational content [P]

(Chen et al., 2023; Facebook, 2024; Google, 2019; Gupta, Kumar, et al., 2022; Gupta, Li, et al., 2022; Kertysova, 2018; Lim, 2020; Lunga &
Mthembu, 2019; Meta, 2020, 2024; Papanastasiou, 2018; Pherson et al., 2020; Pritchett, 2024; Rosen, 2021; Roth & Pickles, 2020; Rubin, 2019; Shu
et al., 2020; Twitter, 2024; Zhou & Zafarani, 2020)

Peergroup Control Characteristics of User Generated Content Platforms | Manipulation of
Information | Scientific Facts and Perception | Fairness of Process | Issues
with Fact Checkers | Tactics of Adversaries | Algorithmic Quality Issues

enable the collaborative creation of UGC [P] | allow ratings and feedback on fact-checking (the process and individual fact-
checkers) [D] | content flagging, crowd sourcing, or voting processes [D] | social accountability measures [P] | allow users
to add info and data confirming truth (evidence) [D+R] | require users to proofread other UGC [P]

(Brundage et al., 2018; Chen et al., 2023; Coutinho & José, 2019; Donaker et al., 2019; Facebook, 2024; Glassdoor, 2023b, 2024; Google, 2019;
Gupta, Kumar, et al., 2022; Islam et al., 2020; Meta, 2024; Pherson et al., 2020; Pritchett, 2024; Sharma et al., 2019; Shu et al., 2020; Twitter, 2024,
2022; Zelenka et al., 2021; Zhou & Zafarani, 2020)

Manual Fact-Checking Algorithmic Quality Issues | Issues with Fact Checkers | Tactics of
Adversaries

a user’s self-assessment of whether something is fake [P+D] | Forensic tools [D] | browser extension fake detectors [D] |
Fake Content Review Sites (for example, Fact Checking Portals [D] | An independent news verification service should be
established [D]

(Chen et al., 2023; Dabbous et al., 2021; Gupta, Kumar, et al., 2022; Islam et al., 2020; Kertysova, 2018; Lim, 2020; Lunga & Mthembu, 2019;
Papanastasiou, 2018; Pherson et al., 2020; Rubin, 2019; Zhang & Ghorbani, 2020; Zhou & Zafarani, 2020)

Improve Transparency and | Fairness of Process | Privacy Concerns | Issues with Fact Checkers | Erosion
Accountability of Reputation & Trust

establish something akin to an appeals court that provides the right to appeal decisions [D+R] | usage of explainable Al [D]
| users should get explanations of why they see an ad [P] | Users should be able to anonymously provide feedback [R] |
private feedback directly to the UGC provider (e.g. the company) should be enabled [D]

(Chen et al., 2023; Donaker et al., 2019; Glassdoor, 2023a; Google, 2019; Gupta, 2023; Islam et al., 2020; Kertysova, 2018; Meta, 2024; Pherson et al.,
2020; Sharma et al., 2019; Shu—Min Hou et al., 2023; Twitter, 2024; Zelenka et al., 2021; Zhou & Zafarani, 2020)

Punish & Limit Bad Actor Powerful & Organized Adversaries | Tactics of Adversaries

Fake accounts need to be closed or suspended [R] | bots and bot networks must be detected [D] | demote or pre-hide
potential fake UGC and fake accounts [P] | sue, combat, and denounce malicious players [P+D] | Access should be blocked
for malicious parties (potentially their devices, networks, companies, and even countries) [P] | punishments being
administered should be increased with each offense [P] | restrict or even disallow fake UGC creators from the ability to
place ads on UGC platforms [P]

(Crowell, 2017; Facebook, 2024; Glassdoor, 2023b, 2023a; Google, 2019; Gupta, 2023; Gupta, Kumar, et al., 2022; Kertysova, 2018; Meta, 2024; Mut
Camacho & Rueda Lozano, 2021; Pherson et al., 2020; Pritchett, 2024; Rosen, 2021; Roth & Pickles, 2020; Shu et al., 2020; Twitter, 2024; Zelenka et
al., 2021; Zhou & Zafarani, 2020)

Education Erosion of Reputation & Trust | Societal Effects & Issues | Manipulation of
Information | Scientific Facts and Perception

increasing media and digital literacy [P] | onboarding systems that educate users about fake UGC, spotting bad sources, and
so on [P]| minimum educational requirements for influential posters and journalists [P]|improving their self-efficacy [P] |
Increasing users’ trust in authorities, moderators, and credible sources [P+R] | improving the reputation of high-quality news
outlets and journalists [P+R] | Gamification [P]|decontaminate affected users [R]

(Chen et al., 2023; Dabbous et al., 2021; Facebook, 2024; Google, 2019; Gupta, Kumar, et al., 2022; Kertysova, 2018; Lim, 2020; Lunga & Mthembu,
2019; Melki et al., 2021; Pherson et al., 2020; Rosen, 2021; Rubin, 2019; Sharma et al., 2019; Shu et al., 2020; Shu—Min Hou et al., 2023; Twitter,
2024; Zhang & Ghorbani, 2020)

Change Incentives Misaligned Incentives
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incentives and the business model of UGC providers need to be aligned with wanting to provide users with truthful and high-
quality content [P] |increase cost incurred, be it financials or increased needed effort, when posting fake UGC [P]

(Brundage et al., 2018; Chen et al., 2023; Donaker et al., 2019; Fredheim & Pamment, 2024; Google, 2019; Gupta, Li, et al., 2022; Papanastasiou,
2018; Rosen, 2021; Zhou & Zafarani, 2020)

Table 2: Top10 Risks Mitigation Strategies to Fight Fake UGC

Regulation and legislation present a dual challenge: they establish frameworks for action and
penalties against fake content providers, while loopholes can create risks (Gupta, Kumar, et al.,
2022). This study advocates for legislation that aligns corporate incentives with societal needs.
Although, education is mentioned in some literature (e.g., Chen et al., 2023; Dabbous et al., 2021),
other strategies to address negative societal impacts remain limited. However, we think reducing
fake UGC benefits society and vulnerable groups like children. Media literacy, critical thinking,
and education foster informed consumers (Pfadenhauer & Grenz, 2012) and reduce sharing of fake
news (Dame Adjin-Tettey, 2022). Media literacy was underrepresented in our literature sample
with only 18 mentions. However, education programs like in Finland (Kertysova, 2018; OSIS,
2018) demonstrate its value. We conclude that educational measures remain underfunded and
should get greater investments.

Current literature seems to be limited in the number of discovered risks and measures. The most
matching risks of this paper with a single source were 32 (of 74) found in Gupta, Li et al. (2022),
while the most matching measures were 45 (of 111) found in a publication from Google (2019)
provided for the 2019 Munich Security Conference. This suggests that the reviewed literature only
covered the spectrum of risks and measures in its totality, but individual studies did not. Perhaps,
because individual studies focus more on providing easily accessible entry points into research in
subareas of UGC, but did not focus on a complete defense strategy. This non-holistic view of
previous research, we aimed to overcome with our FIRM catalogue.

Our study reveals a wide range of risks and measures against fake UGC, emphasizing the need for
a multi-faceted approach to defense against fake information. However, companies need resources
for UGC moderation and small teams may struggle to develop these measures themselves. Hence,
the FIRM catalogue with its taxonomy of 16 risks and 15 mitigation strategies, shall allow a
focused starting point and assist regional or local platform providers in combating disinformation.
Furthermore, we think that most measures of our FIRM catalogue could be applied to various
levels, including governments and NGOs. Measures like increasing media literacy should be
implemented at both company level and government, i.e. citizen education. Techplomacy or
collaboration amongst industrial associations would be another approach to share resources and
knowhow about patterns of fake UGC. From our perspective, the top five measures should be: (i)
increasing media and digital literacy, (i1) establishing internal fact checkers, (ii1) use technical
solutions for linguistic analysis, (iv) support for content flagging, and (v) assessing information
credibility and trustworthiness. It was found that neither companies nor governments can solve the
issue alone, so restricting measures to just one perspective may diminish the overall results.

6. Conclusion, Limitations and Further Research

The study examines risks posed by fake UGC and potential protective measures. Based on a
systematic literature review, 74 risks and 111 protective measures associated with fake UGC were
identified and documented. The presented FIRM catalog consists of a taxonomy of 16 risk
categories and 15 mitigation strategies and encompasses in detail the subordinate risks and
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safeguards. This grouping allows practitioners to look for specific risks and their mitigation
strategies and to keep oversight. Frequently cited risks include societal impact, human weaknesses,
platform characteristics, and algorithmic quality issues. Mitigation strategies focus on Al-powered
approaches, strategic actions, platform improvements. An imbalance between preventive and
detective measures was found, with preventive measures underrepresented. Furthermore,
educational measures seem to be insufficiently researched. We recommend focusing on education
and media literacy as this countermeasure suggest being an effective tool against negative societal
impacts caused by fake UGC. Limitations to this study might occur by applying just two scientific
data bases or potentially outdated information from the grey literature. Future research could focus
on different types of UGC, e.g. graphical content, follow up on updates to mitigation strategies,
and create consistent standards for technical solutions. Our FIRM catalog aimed to be a starting
point for research that could lead to a framework to help companies integrate UGC and protection
strategies at the same time.
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Abstract

In the era of Industry 4.0, the world is rapidly evolving with emerging technologies like Artificial
Intelligence and the Internet of Things. These technologies bring various benefits to sectors, such
as healthcare, education, governance, and transportation, but they also raise concerns about
privacy, security, and usability. To maximise the advantages and minimise negative effects,
appropriate policies and regulations are crucial. Understanding public perceptions of emerging
technologies is vital for their acceptance and effective governance. This research focuses on New
Zealand, aiming to comprehend public perceptions through a survey conducted in three stages:
literature review, survey instrument development, and empirical data collection. Initial findings
from the survey of 450 responses indicate that the public shows moderate support for emerging
technologies in New Zealand. However, addressing concerns related to data privacy and
accountability is essential. Future work involves testing correlations between knowledge levels
and perceptions/concerns, revising the survey instrument, and conducting a nationwide survey
with a demographic and ethnicity-based approach to gauge public sentiment.

Keywords
Emerging Technologies, Artificial Intelligence, Facial Recognition, Virtual Reality

1 Introduction

The pursuit of technological advancement has driven human development, opening up new
opportunities and transforming society. The Industry 4.0 revolution, characterised by digital
transformation and innovative technologies like Artificial Intelligence (Al), Virtual Personal
Assistants (VPAs), and immersive technologies, has significantly enhanced organisational
productivity and addressed commercial and societal challenges (Castello & van der Meulen, 2018).
A recent study from New Zealand found that more than 50% of the organisations polled thought
Al would significantly affect individuals, society, and the industry or that it has already had this
effect (Robb et al., 2020). New Zealand government, commercial, and educational sectors have
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embraced emerging technologies to increase productivity and efficiency at work (Chen & Chang-
Richards, 2022). However, for these emerging technologies to make a significant impact, they
must first emerge, grow, and be adopted by society.

Although the word ‘emerging technologies’ is typically used to describe a new technology, it can
also apply to an existing technology that is still being developed (Rotolo et al., 2015). The term is
commonly reserved for technologies that have, or are anticipated to have, substantial societal or
economic implications. In Aotearoa New Zealand (NZ), emerging technologies, such as the
Internet of Things (IoT), blockchain, big data, cybersecurity, robotics, and Augmented Virtual
Reality (AVR) have been steadily integrated into everyday activities. Al is being used, for instance,
in the healthcare industry to facilitate the diagnosis and treatment of chronic illnesses (Jiang et al.,
2017). 3D printing can significantly cut carbon emissions and aid in recycling used materials
(Ikram, 2022). The NZ government leverages big data to develop precise and efficient climate
action strategies (Yukich Clendon et al., 2023).

Recent implementations of facial recognition by NZ police is an example that highlights the
importance of public perceptions of emerging technologies in NZ (Block, 2019). Facial
recognition technology offers benefits, but also raises privacy concerns over data collection for
individuals (Shufeng, 2021). For use in NZ, facial recognition technology must undergo a high
level of scrutiny and testing on its accuracy as mistakes in identifying a person could be damaging
to individuals (Lynch et al., 2022). Other significant risks include: (1) Al having embedded ethnic,
religious, or social biases that disadvantage a particular person or group (Gavighan et al., 2019;
Soleimani et al., 2021); (2) risks to privacy inherent in Al systems as they collect enormous
volumes of data, which can extract patterns and information from the data (Bulchand-Gidumal,
2020); (3) automated analysis utilising machine learning (ML) algorithms that access consumer
data and which can increase the risks to individual privacy (Kopalle et al., 2022; Kathriarachchi et
al., 2024) by connecting diverse data sources; and (4) automated and augmented decision making
by Al and ML, which raises issues of accountability and transparency over how and why decisions
are made (Mittelstadt et al., 2016).

As a result, researchers, scientists, and decision-makers are seriously debating the societal
ramifications of these emerging technologies (Zhang & Dafoe, 2020). Numerous studies, including
that of West et al. (2019), argue that the general public should play a significant role in influencing
the development and use of such technologies, given the risk factors. It is crucial to understand
how the general public, including stakeholders (i.e., corporations, governments, and researchers),
view these technologies and their effects to allow relevant agencies to inform and engage the public
about emerging technologies’ features, prospects, and pitfalls and develop and implement
appropriate policies (Zhang & Dafoe, 2020; Kathriarachchi et al., 2024).

This study aims to promote a comprehensive understanding of emerging technologies (Al, AVR,
facial and voice recognition, IoT, and robotics) in NZ, focusing on how the public perceives their
impact, including benefits and risks. The paper is organised as follows: the next section will
provide an overview of related regulations, followed by section 3, the literature review which
discusses the development of the survey. Section 4 presents the results of the survey followed by
conclusions and recommendations for future research.
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2 The New Zealand Context

The government of Aotearoa New Zealand (NZ) is tightening its restrictions on using emerging
technologies. Proper governance is crucial to maximising the advantages of employing emerging
technologies while minimising their drawbacks. Instead of developing specific regulations to
restrict the use of Al, the NZ government, for instance, is looking at progressively including Al
controls into existing policies and laws as they are revised and updated (Stuart, 2020). The
following are three examples of current and possible regulatory responses to the employment of
algorithms in emerging technologies that worry the NZ government'. Firstly, the Opaque Nature
of Al Decision-making: “If we cannot understand how a decision has been made, we cannot check
whether it is accurate or biased” (New Zealand Legislation, 1982). According to Section 23 of
NZ’s Official Information Act 1982, when a public service agency, Minister of the Crown, or
organisation makes a decision or recommendation in respect of any person, the person has the right
to and shall be given a written statement of the findings on material issues of fact, a reference to
the information on which the findings were based, and the reasons for the decision or
recommendation (New Zealand Legislation, 1982). If so, the justifications must be provided in
writing with any conclusions and a mention of the data that served as the foundation for the
results. Secondly, Privacy: As revealed by the New Zealand Human Rights Commission (2018),
privacy concerns are common in the information age. Al-driven decision-making systems gather
data from diverse sources, including non-personal and personally identifiable information in the
Al algorithm context. The New Zealand Privacy Act 2020 (New Zealand Legislation, 2020) can
be the starting point for data collection and use regulations. Finally, Biases in Algorithms: for
instance, because of the lack of female voices in the training datasets, some speech recognition
algorithms may handle female sounds less accurately than male voices (Tatman, 2016). Current
regulations in NZ do not cover algorithmic decision-making. However, the concerns about
algorithmic biases are not limited to this situation and may involve more broad and existing NZ
legal obligations (Gavighan et al., 2019).

Public opinion is crucial for the NZ government to adopt or revise policies related to emerging
technologies. Ignoring public views, including those of researchers, technologists, corporations,
and governments, can lead to social, governance, and technology-related problems. Understanding
the public's perception of emerging technologies and their governance is essential for creating
informed policies and promoting public awareness about the opportunities and challenges they
present (Zhang & Dafoe, 2020). With this in mind, the current research aims to explore the public
perceptions of emerging technologies in NZ, and how they vary in terms of knowledge level,
support, concerns, and governance for emerging technologies. The research study is divided into
two distinct phases, with this paper focusing on Phase 1. In Phase 1, the research team undertook
three crucial stages: a comprehensive literature review, the development of a survey instrument,
and a pilot study. The literature review provided essential insights into emerging technologies and
public perceptions in NZ. Building on this knowledge, the researchers crafted a well-structured
survey instrument to capture the public's perspectives on these technologies. To test the
effectiveness of the survey, a pilot study was conducted, gathering 450 responses for analysis. This
paper presents a descriptive analysis of the pilot survey findings, shedding light on the public's
knowledge, attitudes, concerns, and governance preferences regarding emerging technologies.

* https://www.mbie.govt.nz/dmsdocument/5754-artificial-intelligence-shaping-a-future-new-zealand-pdf

153



2025 International Conference on Information Resources Management

Phase 2 will involve a full-scale survey to delve deeper into the data collected, enabling
policymakers and researchers to make informed decisions and establish appropriate policies and
regulations for the optimal utilisation of emerging technologies in NZ.

3 Literature Review

To conduct a structured literature review, relevant literature was identified using three academic
databases (Scopus, Web of Science, and Discover) to search for peer-reviewed journal articles
published from 2020 to 2022. The chosen time frame aimed to capture the rapid developments and
trends in public perceptions of emerging technologies. After eliminating duplicates and excluding
irrelevant articles based on abstracts, 148 related papers were identified. Out of these, 59 papers
were considered relevant after examination of their full texts. Of the relevant studies, 32
incorporated surveys to gauge public perceptions (Table 1), with 25 of them utilising survey
questionnaires. Among the technologies studied, Artificial Intelligence (Al) emerged as a
prominent topic, with a focus on healthcare, and predominantly from the United States.

In addition to academic sources, NZ-specific information was gathered from various sources,
including government, university, and organisation websites, such as Digital.govt.nz and
Data.govt.nz. Notably, Al was a dominant theme in NZ sources, with articles discussing its current
use, benefits, regulatory issues, and future prospects, underscoring the significant role and
potential of Al in the country's context>’. Moreover, the researchers closely monitored the usage
of emerging technologies in NZ, particularly by the government, by referencing recent mass media
reports* (e.g., Radio New Zealand).

Before designing the final questionnaire, a group of government agencies were surveyed with the
cooperation of the Multi Agency Research Network (MARN) °>. MARN members provided their
views on: 1) Preferred emerging technologies for the survey; 2) Important aspects of public
perceptions towards emerging technologies; 3) Recommended sources for the project; and 4)
Awareness of similar publicly available questionnaires. In the initial survey, we received 14 valid
responses from different NZ government agencies (see Fig 1). They expressed interest in various
emerging technologies, with the top eight being Al, facial recognition, robotics, 10T, voice
recognition, the metaverse, AVR, and 5G. They recommended asking the public about their
knowledge level, information sources, opinions on technology use, concerns, satisfaction with
regulations, and suggestions for government regulations. Additionally, participants provided
relevant sources for the research.

Based on the review of the related literature, and the results of the initial survey from the 14
respondents, we designed a questionnaire with 36 questions to capture the public’s perceptions of
emerging technologies . We divided the questionnaire into four sections. The first section collects
the demographic information about participants. Everyone living in NZ above the age of 18 was
eligible to fill out the questionnaire.

2 Al Forum NZ, "Artificial Intelligence: Shaping a Future New Zealand." Available: https://aiforum.org.nz/reports/artificial-
intelligence-shaping-a-future-new-zealand/

3 C. Gavighan, A. Knott, J. Maclaurin, J. Zerilli, and J. Liddicoat, "Government use of artificial intelligence in New Zealand."
Available: https://ourarchive.otago.ac.nz/handle/10523/9372.

4 We searched government websites such as https://www.digital.govt.nz/, academic websites such as
https://www.otago.ac.nz/caipp/index.html, and organisational websites such as https://aiforum.org.nz/.

° The Multi Agency Research Network (MARN) brings together New Zealand government agencies who are interested in research

collaboration between each other and NZ universities.
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Questionnaire

# Citation Description Technology Country Area available? (¥/N)
1 (Chatterjee & Sreenivasulu, 2021) Impact of Al regulation and governance Al India On the Internet Y
2 (Banerjee et al., 2021) Impact of Al on clinical education Al The UK Healthcare Y
3 (Abouzeid et al., 2021) Role of Robotics and Al in Oral Health Robotics and Al Saudi Arabia Healthcare Y
4 (Crockett et al., 2020) Public perceptions of Al applications Al The UK No specific area Y
5 (Kankanamge et al., 2021) Al-driven disaster management Al Australia Natural disaster Y
6 (Yeh etal., 2021) Al and Sustainable development Al Taiwan ustainable developme-r Y
7 (Lund et al., 2020) Academic librarians' perceptions of Al Al International Academic library Y
8 (Yoon etal., 2021) Al adoption in libraries Al The US and Canada Academic library Y
9 (YOzbasioglu, 2021) Attitudes of dental students towards Al Al Turkey Healthcare Y
10 (Keser & PEKINER, 2021) Future of Al in Oral Radiology Al Turkey Healthcare Y
11 (Tang et al., 2021) loT for smart parcel locker logistics loT China Logistic Y
12 (Jain, 2021) loT Medical Devices for Anemic Pregnant Women loT India Healthcare Y
13 (Abdullah & Fakieh, 2020) Al applications in healthcare employee Al Saudi Arabia Healthcare Y
14 (Khanagar et al., 2021) Al in dental students' perceptions Al Saudi Arabia Healthcare Y
15 (Aggarwal et al., 2021) Patient perceptions on Al in Health Care Data Al The UK Healthcare Y
16 (Hervieux & Wheatley, 2021) Academic librarians' perceptions of Al Al Canada and US Library Y
17 (Leenhardt et al., 2021) Perception and Expectations in Capsule Endoscopy Al Europe Healthcare Y
18 (Ganji & Parimi, 2021) User perception of 10T healthcare devices loT India Healthcare Y
19 (Lozano et al., 2021) Perception of Al in Spain Robots and Al Spain No specific area Y
20 (Lai & Rau, 2021) Public perception model of facial recognition Facial recognition China No specific area Y
21 (Chenetal., 2020) Perception of Automated Vehicles Automated vehicle Taiwan Transportation Y
22 (Jiang & Cheng, 2021) Robotic applications in public health Robotics China Healthcare Y
23 (Zhang & Dafoe, 2020) US public opinion on Al governance Al The US No specific area Y
24 (Seng et al., 2021) User perceptions of facial recognition Facial recognition The US and Canada Not specific area Y
25 (Cui & Wu, 2021) Public perceptions of Al in China Al China N specific area Y
26 (Robb et al., 2020) Public perception of robotics in danger zone Robotics The UK In danger activities N
27 (Kim et al., 2020) Students' perceptions of Al teaching assistants Al The US Education N
28 (Kashive et al., 2020) User perception of Al-enabled e-learning Al India Education N
29 (Kassens-Noor et al., 2021) Public perceptions of an Al-mediated future Al The US No specific area N
30 (Antes et al., 2021) Perceptions of healthcare technologies with Al Al The US Healthcare N
31 (Zhang & Yencha, 2022) Perceptions towards hiring algorithms Al The US Hiring N
32 (Esmaeilzadeh et al., 2021) Patients' perceptions toward Al in healthcare Al The US Healthcare N

Table 7: Papers using surveys as an instrument

Section 2 examines participants' knowledge of selected emerging technologies (Al, AVR, facial
and voice recognition, [oT, and robotics) and their trusted information sources. Section 3 focuses
on participants' perceptions of these technologies, rating benefits, challenges, and potential usage
in various contexts. Section 4 explores participants' concerns regarding privacy, security, and data
sharing with government agencies. In the final section, participants' awareness and satisfaction
with regulations on these technologies are assessed. Overall, the questionnaire aims to understand
public knowledge, perceptions, concerns, and governance preferences for emerging technologies.

To assess the questionnaire's effectiveness and gain initial insights into New Zealanders'

perceptions of emerging technologies, we conducted a pilot survey, receiving 450 valid responses.
The survey explored demographic information, participants' knowledge of the technologies, their
attitudes toward the usage, and opinions on government regulations. The diverse participant pool
provided valuable insights into prevailing sentiments and perceptions of these innovations.
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Fig 8: Number of respondents in the initial survey

4 Results and Discussion

In this section, we present an analysis of the survey responses gathered from the respondents.
Before delving into the specific findings, it is important to understand the demographic
background of the participants. We explore their age, education level, geographical distribution,
ethnicity, and gender to gain insights into the representation of the NZ population in the survey.
Additionally, we assess the respondents' knowledge about the surveyed emerging technologies and
their perceptions regarding the use of these technologies in the country. The section aims to provide
a comprehensive overview of the public's attitudes and awareness concerning emerging
technologies in NZ, with a focus on data privacy, willingness to share data with government
agencies, and awareness of relevant regulations. By understanding these aspects, we draw valuable
conclusions and recommendations for future decision-making and policy development in this
domain.

4.1 Demographic information

The survey respondents consisted 10.22% of 18-24 year olds, 18% of 25-34 year olds, 15.11% of
35-44 year olds, 19.11% of 45-54 year olds, 15.56% of 55-64 year olds, and a 22%, and the highest
count of 65 years and older. The higher proportion of 65 years and olds may be due to the wider
age range covered (up to 90 years and over) and potential survey reach restrictions. Moreover, the
survey's composition aligns well with NZ’s demographic makeup®, suggesting no evident age bias
found in the survey.

In terms of educational background, the highest number of people have a high school
qualification (N=128, 28.44%), followed by a bachelor’s degree (N=127, 28.22%). The lowest
number of people have a PhD (N=10, 2.22%). Among the respondents, 96.65% possessed a high
school education or higher, while 47.77% percent held a bachelor's degree or advanced academic
qualifications. According to Education Counts (2021), the statistical results for 2021 indicated that
35% of NZ’s entire population possessed a bachelor's degree or higher. The respondents in this
survey displayed a slightly higher education level. However, considering that individuals with
higher academic qualifications often have a better understanding of emerging technologies and are

¢ https://ecoprofile.infometrics.co.nz/new%20zealand/Population/AgeComposition
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generally more willing to participate in such a survey, the educational distribution of respondents
can be considered acceptable.

Regarding geographical distribution, the number of respondents from the Auckland region is
30.89% (N=139), from the Canterbury region 13.78% (N=62), and from the Wellington region
12.00% (N=54) respondents. The rest of the questionnaire respondents come from other smaller
regions around NZ. According to stats.govt.nz, the population distribution in the survey aligns
closely with the geographic distribution of NZ’s population. Based on the survey responses the
New Zealand European population constitutes the largest ethnic group (N=289), accounting for
64.22% of the total population. The Maori (N=52) and Asian (N=43) communities follow closely
as the second and third-largest ethnic groups, respectively. According to stats.govt.nz, the
population distribution in the survey aligns closely with the ethnic distribution of NZ’s population.
In terms of gender among the respondents, 51.33% identified as male (N=231), 48.22% as female
(N=217), and there was an additional 0.44% who chose not to disclose their gender. This indicates
a relatively even gender distribution, suggesting the survey results are unlikely to be biased due to
gender-related factors.

4.2 Knowledge about surveyed emerging technologies

Regarding the overall knowledge level of emerging technologies (Fig 2), most respondents chose
"moderately familiar" (N=692), followed by a similar proportion selecting "slightly familiar"
(N=681). Over 80% of participants expressed at least "slight familiarity," while over 50% reported
being "moderately familiar." Notably, 5% of respondents (N=118) stated they were "extremely
familiar" with these technologies. When examining specific aspects, facial/voice recognition
technologies were the most familiar, with over 90% of respondents (N=413) having at least "slight
familiarity." Al followed closely, with 86% of respondents (N=389) reporting the same level of
familiarity. Conversely, [oT and AVR were less known, with 123 and 121 respondents,
respectively, admitting no understanding of these fields, accounting for over 25% of total
respondents for each technology.

Regarding the familiarity of respondents with emerging technologies, the findings align with the
previous question. In total, 72.98% of respondents are at least "slightly familiar," with 43.51%
being "moderately familiar" or more. However, a notable number of individuals are entirely
unfamiliar with IoT and AVR technologies, with 183 and 165 people, respecti

vely, falling into this category.
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How knowledgeable are you about these How familiar are you with the way these What is your usual source of
technologies/terms? technologies are currently being used and information about these
likely to be used in the near future? technologies? (Multiple choice)

Mot familiar at all (1) E 183 | 102 [T

Al ®AVR @ Facial/voice recognition @ loT @ Robotics

Fig 2: Left to right — How knowledgeable are you about these technologies? | How familiar are
you with these technologies? | What is your usual source of information about these
technologies?

Regarding the sources from which people obtain information about emerging technologies, the top
two sources are mainstream media (N=222) and other media (N=207), encompassing newspapers,
magazines, and social media, accounting for 41.77% of the total. Friends and family members, as
well as industry and business websites, are also significant channels of information. In contrast,
government agencies and other sources are less utilised, suggesting the need to enhance the
government's role in information dissemination about emerging technologies.

4.3 Perceptions of the use of the surveyed technologies

4.3.1 Support Level

Regarding the support for the development and use of emerging technologies (Fig 3), combining
five technologies, respondents showed the highest preference for "somewhat support" (N=712,
31.64%), while "strongly oppose" (N=142, 6.31%) received the least support. Meanwhile, over a
quarter of respondents fell into the category of "neither support nor oppose" (N=606, 26.93%). In
the breakdown of individual technologies, the results were relatively even, except for Al, which
stood out with a higher level of support compared to other technologies. Approximately 231
individuals chose either "somewhat support" or "strongly support" for Al, accounting for over 50%
of the respondents.

4.3.2 Concerns (Beneficial or Harm)

The survey also explored the perceptions of whether emerging technologies are beneficial or
harmful to the public. Unlike the previous question, this one included 7 gradients ranging from
"extremely harmful" to "extremely beneficial." Similarly, the results show a strong consistency
with the previous question about support for these technologies. In the aggregate for all five
technologies, the majority of respondents (N=590, 26.22%) chose "somewhat beneficial" as their
perception. Following closely were those who maintained a neutral stance, considering the
technologies neither beneficial nor harmful (N=513, 22.8%). The next group comprised those who
believed the technologies to be beneficial (N=318, 14.13%). On the other hand, a total of 376
respondents (16.71%) expressed some degree of concern, indicating they see the technologies as
somewhat harmful, harmful, or extremely harmful, with an additional 68 respondents (3.02%)
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considering them to be extremely harmful. Regarding individual technologies, the percentages
were relatively even across the board.

4.3.3 Areas to Develop and Use

The survey further inquired about the areas in which respondents believe the government can
increase the use of technology. In this multiple-choice question, the top three areas selected by the
respondents were healthcare (N=264), national security (N=254), and education (N=243). The
concentration of responses to this question reflects the consistent expectations of the public for
using technology to bring about changes in the fields of healthcare, national security, and
education.

Considering the benefits and in using these Do you think the use of these Any specific areas you think the government should use them?

do you support ions, and the i § For example, what aspects of your life do you expect to be
especially the government, in developing and using them? technologies can benefit or harm the improved by using emerging technologies? (Multiple choice)

public?
264

Extremely support (5) 210 [ 2—~54
Extremely beneficlal (7) 131 — 243
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Fig 3: Left to right — Do you support individuals, organisations, and the government in
developing and using them? | Do you think the use of these technologies can benefit or
harm the public? | Any specific areas you think the government should use technologies?

4.4 Governance of technologies

The survey also asked respondents about the governance of emerging technologies in NZ. Fig 4
shows box and whisker plots to illustrate the results. The bottom and top edges of the dark and
light blue box represent the first quartile (Q1) and third quartile (Q3), respectively. The line inside
the box represents the median or the second quartile (Q2). The whiskers extend to the minimum
and maximum values of the data, representing the range. In the middle of each box, the pink circles
with numbers represent the mean values. The box and whisker plot provides a visual representation
of the distribution of the data, indicating the spread, central tendency, and potential outliers.

4.4.1 Data Privacy

The survey on the importance of data privacy in the usage of five emerging technologies (Fig 4)
reveals that people highly value data privacy, with average scores exceeding 75% and median
scores above 80%. Furthermore, the third quartile for each technology is at 100%, indicating that
at least 25% of the respondents selected the option of 100%, signifying extreme importance.
Notably, facial/voice recognition and Al technologies stand out, with median scores around 90%.
These findings indicate that the public places significant importance on information privacy and
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security. As these emerging technologies become more prevalent, it is crucial to prioritise data
privacy concerns. Failure to address these concerns adequately could lead to a loss of public
support and trust in these technologies.

4.4.2 Willingness to Share Data

The next survey question asked respondents about their willingness to share data with government
agencies, where 100% indicated being extremely willing. The results show that 25% of the
respondents gave a highly positive response, with their choices falling between 80% and 100%.
More than 50% of the respondents selected values above 60%, i.e. somewhat willing. Only less
than 25% of the respondents' choices were below 50%, with a tendency to be unwilling to share
data with government agencies. This statistical analysis suggests that although data privacy is a
widespread concern among the public, government agencies are still generally trusted and accepted
by the majority of people. To some extent, they are willing to disclose their personal information
to the government.

4.4.3 Awareness of Regulations or Laws
The next question was used to assess the public's awareness of the regulations or laws regarding
to emerging technologies. It is widely recognised that robust and well-defined legal regulations
are crucial to ensuring that emerging technologies operate within reasonable and beneficial
boundaries, benefiting humanity and future generations. However, the statistics reveal that 50% of
the respondents have very little awareness about such legal regulations, less than 20%. Moreover,
25% among them fall below 5%, indicating almost complete lack of awareness. Only 25% of the
respondents indicated an awareness level exceeding 50%.

How important is it that your data privacy is protected

in the use of these emerging technologies?
120

20 Pt 1 20

Hufan

4 s
A
) )0 ) .;.
o =i il = g R o o A E

Al AVR  Facial/voice .. loT Robotics

Fig 4: Perceptions of Data Privacy, Data Sharing, and Awareness of Regulations regarding
Emerging Technologies.

This could be attributed to the incomplete nature of legal regulations concerning emerging
technologies, or the limited public awareness of these regulations even if they exist.
Establishing regulations or laws for emerging technologies is the responsibility of government
agencies, and there is a long road ahead. It is essential for government agencies to work
towards comprehensive legal frameworks and public awareness campaigns to bridge this gap
and ensure that the public 1s well-informed about the legal aspects of emerging technologies.
The actions respondents expect the government to take to regulate the use of these technologies
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include assuring security, transparency, and privacy, and preventing misuse of such
technologies.

4.5 Correlation Analysis of Knowledge with Support and Concerns

Fig 5 shows a positive correlation between knowledge of emerging technologies and the level of
support. For instance, the more knowledge the public has about robotics, the higher their level of
support for this technology (correlation coefficient=0.27). Additionally, higher knowledge of Al
is associated with higher knowledge of AVR (correlation coefficient=0.72), and this is reflected in
the increased level of acceptance for AVR (correlation coefficient=0.23). From these findings, we
can conclude that individuals with higher knowledge of one technology tend to have increased
knowledge of other technologies, leading to greater support for their development. Public
education and awareness programmes are essential strategies to garner support for emerging
technologies.

Similarly, Fig 6 shows a positive correlation between knowledge of emerging technologies and
concerns. The more knowledge the public has about robotics, the more they perceive this
technology as beneficial (correlation coefficient=0.18). This trend is observed for Al, AVR,
facial/voice recognition, and IoT as well. Although the correlation coefficient for concerns is
slightly lower than for support (0.27), strengthening public education remains crucial to addressing
concerns and fostering an informed and supportive society.
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6 Conclusion and Recommendations for Future Work

This paper highlights the significance of understanding public perceptions of emerging
technologies for their successful adoption and governance in New Zealand. The study includes a
systematic literature review and the development of a comprehensive survey questionnaire to
capture public viewpoints. Initial results from the pilot survey are also reported. The key findings
of the survey concluded that emerging technologies, such as Al, VPAs, and immersive
technologies, have the potential to significantly affect society and various sectors. To ensure
responsible development and use of these technologies, it is crucial to consider public perceptions
and concerns. The pilot survey indicates that the public generally supports the development of
emerging technologies, but data privacy and biases are important issues that need attention.
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The New Zealand government's approach of incorporating Al controls into existing policies to
regulate technology usage is a step in the right direction. However, more comprehensive legal
frameworks and public awareness campaigns are needed to bridge the gap in public awareness of
regulations related to emerging technologies.

To further enhance understanding, future research should explore demographic and ethnicity-
based reactions to emerging technologies. Additionally, aligning stakeholder perceptions with
government strategies is vital for effective governance. Delving into various related issues, such
as Industry 4.0, civic participation, and national defence, will provide valuable insights for shaping
policies and addressing societal challenges.

In conclusion, a well-informed and supportive public is crucial for maximising the benefits and
minimising the drawbacks of emerging technologies in New Zealand. By prioritising data privacy,
transparency, and accountability, the country can harness the potential of these technologies to
drive positive societal changes. Continued research and engagement with stakeholders will play a
pivotal role in shaping a sustainable and inclusive future for emerging technologies in New
Zealand.
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Abstract

Artificial intelligence holds significant potential for enhancing adaptive learning environments.
However, effective personalization requires a deep understanding of individual learner
characteristics, particularly their preferred learning styles. This study presents an Artificial
Neural Network (ANN) - based model, aligned with the VARK framework (Visual, Auditory,
Reading/Writing, Kinesthetic), to identify student learning preferences using survey data collected
from 700 students across schools, colleges, and universities in Bangladesh. A hybrid architecture
combining multi-label classification and multi-output regression was employed to predict both the
dominant learning styles and the degree of preference for each. The ANN outperformed traditional
machine learning algorithms - including Support Vector Machine, Random Forest, Decision Tree,
and K-Nearest Neighbors - achieving an Fl-score of 0.92 and R’ score of 0.96. Performance
further improved with the integration of K-Means clustering, boosting the F1-score to 0.96. The
regression component of the model provides a percentage-based prediction of how strongly a
student prefers each learning style, offering a more granular and nuanced understanding of
individual preferences. Compared to conventional approaches, this multiheaded approach is more
flexible and informative, enabling the early identification of learning styles and facilitating the
development of personalized educational content prior to course delivery.

Keywords
Learning Style; VARK; Clustering; Deep Learning, Artificial Neural Network

1. Introduction

In recent years, the education sector has seen a major shift with the integration of technology and
data-driven practices. A key advancement is the use of ML techniques to predict students’ learning
styles (LS) (Essa et al., 2023). LS defines how individuals absorb and process information: some
prefer visuals, others auditory input, reading, or hands-on activities (El-Saftawy et al., 2024).
Accurate identification of these styles enhances learning outcomes. Machine Learning (ML)
models can assess preferences from surveys, behavior, quiz scores, participation, and academic
history (Ezzaim et al., 2024). This helps educators customize teaching methods and materials to
each learner, improving engagement, comprehension, and retention (Raleiras et al., 2022). It also
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supports adaptive systems that tailor lessons and resources to student needs, aiding struggling
learners and accelerating advanced ones. As online and remote learning expands (Pardamean et
al., 2022), accurate prediction of LS becomes even more critical to improving the effectiveness of
digital education.

ML-driven LS prediction has become a key research area, with frameworks such as Fleming’s
VARK model (Fleming, 2001), which categorizes learners as Visual, Auditory, Read / Write or
Kinesthetic, widely adopted for its simplicity and adaptability. The Honey and Mumford model
(Honey and Mumford, 1986), common in corporate training, classifies learners as activists,
reflectors, theorists, or practicists, although it lacks VARK’s sensory focus. The Felder-Silverman
Learning Styles Model (FSLSM) (Felder, 2002) adds depth with four dimensions: active-
reflective, sensing-intuitive, visual-verbal, and sequential-global. VARK’s emphasis on sensory
modalities (Visual, Auditory, Reading/Writing, and Kinesthetic) aligns well with quantifiable
behavioral indicators that can be captured through survey data or digital interaction logs, making
it more compatible with ML models, particularly in classification tasks. Unlike the other complex
cognitive or personality-based models, VARK provides a clear and intuitive structure that
educators and learners can readily understand and apply, enhancing practical usability (Lee,
2025).

Recent studies have used ML models such as decision tree (DT), support vector machine (SVM), k-
nearest neighbors (KNN), artificial neural network (ANN), and deep learning (Rasheed and Wahid,
2021; Rivas et al., 2021; Iatrellis et al., 2021) to predict LS from various data sources. These
include learning management system (LMS) interactions, quiz scores, eye tracking data (Luo,
2021), keystroke patterns, and physiological signals (Dutsinma and Temdee, 2020). The extracted
features provide objective, scalable insight into learning preferences. A popular method involves
analyzing students’ online behavior, clickstream data, content interaction time, and forum
participation to infer LS (Sayed et al., 2024). NLP has also been applied to written responses and
forum posts for cognitive analysis (Algahtani et al., 2023). Another approach is survey-based
prediction using models such as FSLSM, Kolb’s theory (Kolb, 2014), or VARK, analyzed with
factor analysis, clustering, or correlation. The survey approaches can be further enhanced by
integrating behavioral analytics, such as interaction patterns and performance metrics from LMS,
into ML pipelines to improve the accuracy of learning style predictions.

This study develops a predictive model to identify learning styles using survey data based on the
VARK framework. VARK offers a clear and accessible classification suitable for both students
and educators. Using responses from 700 students, we apply a multi-label classification model
to identify each student’s preferred learning styles, and a multi-output regression model to
estimate the degree of their preference for each style. This hybrid modeling approach, combining
classification and regression, overcomes the limitations of single-label classification by
accommodating mixed learning style preferences commonly observed among students. It allows
for a more nuanced and personalized educational experience. The results aim to inform adaptive
teaching strategies, helping educators align instruction with individual learning needs. To support
further research and development, the dataset, questionnaire, and source code have been made
publicly available at: https://github.com/gcsarker/learning_style prediction.git.

The key contributions of this research are as follows.
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e This study integrates multilabel classification and regression techniques to provide a
comprehensive understanding of learning preferences, allowing for the capture of multi-
modal learning styles, which is a significant improvement over traditional methods.

e We developed the dataset by collecting survey responses from 700 college and university
students in Bangladesh, ensuring the reliability and validity of the results.

The proposed system can be implemented at the beginning of a course to assist in curriculum
design, without the need for course completion, in contrast to behavioral approaches commonly
discussed in the literature.

2. Literature Review

Predicting students’ learning styles (LS) is vital to improving education by enabling personalized,
engaging, and effective learning experiences (Sayed et al., 2024). Since students process
information differently, for example, visually, auditorily, kinesthetically, or through read-
ing/writing, adapting instruction to these styles improves understanding and retention (Yotta,
2023). This not only improves academic results and motivation but also reduces frustration. It helps
educators optimize teaching strategies, support diverse learners, and promote self-directed learning.
In general, LS prediction fosters adaptive environments that support academic and lifelong success
(Essa et al., 2023).

Several LS models have been proposed, including Kolb’s experiential model (Sanjabi and Mon-
tazer, 2020), Felder-Silverman (FSLSM) (El-Bishouty et al., 2019), Honey and Mumford’s
approach (Lang, 2023), and the VARK model (El-Saftawy et al., 2024). Kolb’s model classifies
learners as Diverging, Assimilating, Converging, or Accommodating, although a lack of empirical
validation limits it (Liu et al., 2024). FSLSM categorizes learners into four dimensions, such as
Active or Reflective and Visual or Verbal (Masegosa et al., 2024). The VARK model, which
divides learners into visual, auditory, read / write, and kinesthetic types, is favored for its simplicity
and broad applicability (Jebbari et al., 2023). Therefore, we adopt the VARK model in this
research.

Many studies have explored predicting students’ learning preferences, often using data from digital
learning platforms. Massive Open Online Courses (MOOCs) like Coursera and edX track metrics
such as course completion, video watch time, and quiz scores, while LMS platforms like Moodle
and Blackboard collect data on assignments, discussions, and resource usage. Agarwal (Agarwal
et al., 2022) proposed a hybrid recommendation system in MOOCs that combines cluster-based
collaborative filtering with Semantic Web Rule Language (SWRL), a language used to write
logical rules that enhance the reasoning capabilities of ontologies. Learners are grouped based on
FSLSM-derived preferences using behavioral data, and improvements in user experience were
confirmed through logs, feedback, and analysis. Such platforms also gather data like video watch
duration, quiz performance, forum activity, and clickstreams. User feedback, including surveys
and content ratings, further refines predictions. ML models trained on these datasets can classify
students into VARK categories, enabling tailored learning. Sayed (Sayed et al., 2024) used click-
stream data and ML algorithms (KNN, RF, SVM, LR) with semantic associations to predict
preferences, showing high accuracy on the OULAD (Open University Learning Analytics
Dataset).
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In another approach, Dutsinma and Temdee (Dutsinma and Temdee, 2020) integrated physio-
logical data - such as heart rate and blood pressure - with the VARK model to predict learning styles
(LS), achieving 85% - 90% accuracy using decision tree algorithms. Enhancing prediction further,
Rao and Arunachalam (Rao et al., 2021) utilized ensemble techniques combining SVM, Naive
Bayes, and Random Forest. Gambo (Gambo et al., 2022) explored deep learning by comparing
CNN and MCNN architecture on facial image data, with MCNN proving more effective for VARK
classification. Hasibuan (Hasibuan et al., 2019) employed Latent Semantic Indexing (LSI)
alongside Artificial Neural Networks (ANN), emphasizing thesignificance of internal cognitive
attributes over observable behaviors. Collectively, these studies highlight the recent research trend
of using machine learning for advancing personalized education. Survey-based approaches to LS
prediction, particularly those using the VARK framework, offer notable benefits. They overcome
the need for personal interaction data and can be applied early in a course to facilitate instructional
planning. For example, Gayathri (Gayathri et al., 2023) adopted a questionnaire-driven method
using the FSLSM model, while Jebbari (Jebbari et al., 2023) assessed several machine learning
algorithms - including NN, RF, DT, BN, ANN, and SVM - for VARK classification, identifying
Neural Networks as the top performer with 98.7% accuracy in e-learning environments. These
findings affirm the utility of VARK-based surveys in educational settings.

Participant's Generate Preprocessing

Gather

L. . . Response Preference One-hot-
& arzl—/c(;g;ints # (%L(")?t;zn;;:;; (SA, A, N, D, Scores in enconding
g SD) Percentage Standardizing

Fig. 1: Data Preprocessing steps.

While most LS studies rely on classification, it’s essential to recognize that learners often exhibit
multiple style preferences. To address this, Altamimi (Altamimi et al., 2022) introduced a
regression-based model that assigns probabilistic scores to each learning style, offering a more
nuanced view of learner tendencies. Building on this idea, our research proposes a hybrid strategy:
employing multilabel classification to identify VARK styles while integrating regression analysis
to quantify the intensity of each preference. As our model is survey-driven, it can be deployed
before the semester begins, supporting the development of tailored learning resources.

3. Methodology

This section provides a comprehensive overview of the proposed student LS identification system.
Fig. 1 illustrates the workflow diagram of this research.

3.1. Data Preparation

We collected data through a six months long survey (from February 2024 to July 2024) from 700
students (388 males, 312 females) across various schools and colleges in Bangladesh. Most of the
students are from undergraduate and college level. The distribution of the students in terms of
education level is provided in Fig. 2. A 28-question survey was used to identify students’ learning
preferences—Visual, Auditory, Reading/Writing, or Kinesthetic. The survey, distributed via
Google Forms, asked students to rate their agreement with each statement on a five-point scale
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(Strongly Agree, Agree, Neutral, Disagree, Strongly Disagree). Each question corresponded to a
specific learning style. Responses were scored as follows: Strongly Agree = 1.0, Agree = 0.75,
Neutral = 0.5, Disagree = 0.25, and Strongly Disagree =0.0. A student’s preference for a learning
style was determined by averaging the scores of the related questions:

g
}Dstylc - 21:1 (1)

n

No. of Students

13.82%
9.58%

Undergraduate College High Secondary  Secondary
Education Level
Fig. 2: Distribution of students from the survey in terms of education level.

Visual learners made up the largest group (280 students, 40%), followed by Reading/Writing (165
students, 23.5%) and Auditory (150 students, 21.4%). Kinesthetic learners were the smallest group
(105 students, 15%). Finally, the score dataset is standardized using a mean and standard deviation
of 1. Fig. 1 illustrates the steps for data preprocessing in our study.

3.2. K-means Clustering

The normalized score data is first processed using the K-means clustering algorithm, an
unsupervised method that groups data into £ clusters by minimizing within-cluster variance. Each
point x; is assigned to the nearest centroid x; based on Euclidean distance C; as shown in Eq. 2.
Centroids are then updated as the mean of all points in each cluster using Eq. 3. This process is
repeated until the centroids no longer change, aiming to minimize the objective function as
described in Eq. 4

Ci = A{x; | [|lzj — il < llzj — pmll, Ym £ i} (2)
1
Hi = m Z Zj (3)
! z;€Cy
k
T=3"3 lly — P @

To choose the optimal &, we use the elbow method in Eq. 5, which evaluates the within-cluster sum
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of squares (WCSS). The point where WCSS reduction slows significantly indicates the optimal £.
In our study the optimal number of K is 4. Once clustering is complete, the resulting cluster labels
are appended to the original data and passed to the ANN model, enhancing its predictive
performance.

k

WCSS(k)=> > llaj — pal® (5)
z;€C;

i=1

3.3.  Artificial Neural Network (ANN)

ANNSs are ML models inspired by the human brain, commonly used for tasks like classification,
regression, and pattern recognition. An ANN typically includes an input layer, one or more hidden
layers, and an output layer. Each neuron computes a weighted sum of its inputs, adds a bias, and
applies an activation function (f) as shown in Eq. 6.

yi=1F (Z w;i;T; + bj) (6)

i=1

Here, x; are input features, w;; are weights, b; is the bias, and f'(+) is a nonlinear activation function
such as ReLU, sigmoid, or tanh. The network is trained using backpropagation, which adjusts the
weights to minimize the error £. The update rule is given by Eq. 7. where 7 is the learning rate.
This allows the network to learn from data and improve its predictions over time.

Wij & Wy5 — 7787 (7)
Wij
Input to the ANN model
Preprocessed K-Mea_ns Input Data
Dataset Clustering .
Regression Head
J_ [ Hidden Layer] [ Dense °
Structure of Hidden Layer ﬂ Hidden Layer € R (4) °
Dense Batch Dropout Dense
(M) Normalization (0.2)
Multi-label
M Classification Head
Input Layer . ~ a2 °
Hidden Layer € R Hidden Layer Dense
Input € R Hidden Layer = R'% °
Hidden Layer € R®  (4,1) (<)

Fig. 3: Model architecture of the proposed system
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3.4. The Proposed Model

The architecture of the proposed model is illustrated in Fig. 3. The process begins with a
preprocessed dataset where each sample is standardized. K-means clustering is then applied to
group the data into four clusters. The resulting cluster labels are appended to the original input
features, forming a combined input vector of dimension R?’.

This combined input is passed to a neural network consisting of a shared backbone and two output
heads. The input first goes through a dense layer of size M, followed by batch normalization and
a dropout layer with a rate of 0.2. A subsequent dense layer reduces the feature space to R*?, which
is then fed into two separate branches:

o Regression Head: This branch includes a hidden layer of size R% followed by a dense layer
that outputs four continuous values. These values represent the predicted preference scores
for each learning style: Visual (V), Auditory (A), Reading/Writing (R), and Kinesthetic (K).

J Multi-label Classification Head: This branch also includes a hidden layer of size R%*
followed by a dense layer with four sigmoid outputs, indicating the presence or absence of
each learning style category in a response.

By combining both clustering and dual-task learning (classification and regression), the model
effectively captures both categorical and continuous aspects of individual learning preferences.

4. Results and Analysis

In this study, a student’s preference to learning style is identified into four categories from the
VARK learning style theory. First, the k-means algorithm is used to cluster the survey response. We
have applied an elbow approach to determine the best number of clusters. From Fig. 4, we can
conclude that the number of optimal clusters is four. Then the K-means algorithm is applied. The
visualize the result, the dimensions are reduced to 3 dimensions only using Principal component
analysis, which is shown in Fig. 5. It can be noticed that the algorithm clearly separates the four
groups. Although we can see some overlaps between the groups. It can be attributed to the fact
that students sometimes prefer multiple learning styles. Fig. 6 shows the number of different
categories in each cluster, highlighting its performance. The output cluster labels are then combined
with the questionnaire response and sent to the ANN.
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Fig. 4: Elbow plot to determine the optimal Fig. 5: Visualization of 4 clusters after

number of clusters. dimensionality reduction using PCA.
Model Precision Recall F1-Score Hamming Loss
Support Vector Machine (SVM) 0.85 0.80 0.82 0.013
Decision Tree (DT) 0.80 0.78 0.79 0.018
Random Forest (RF) 0.88 0.84 0.86 0.010
K-nearest neighbor (KNN) 0.83 0.79 0.81 0.015
ANN 0.92 0.90 0.92 0.007
Kmeans + ANN 0.96 0.93 0.95 0.005

Table 1: Performance Comparison of Classification Approach

Four machine learning models (SVM, DT, RF, and KNN) were compared with ANN. The findings
show that ANN outperforms the other models both in terms of classification and regression. The
performance of the classification models is summarized in Table 1 based on four key evaluation
metrics: Precision, Recall, F1-Score, and Hamming Loss. Precision measures the proportion of
correctly predicted positive cases out of all predicted positive cases. A higher precision value
indicates fewer false positives. Recall represents the proportion of correctly identified positive
cases out of all actual positive cases. Higher recall suggests fewer false negatives. F1-Score is the
harmonic mean of precision and recall values, providing a balanced measure of a model’s
accuracy. A higher Fl-score indicates a better trade-off between precision and recall. Since we
have applied multilabel classification, Hamming Loss quantifies the fraction of incorrectly
classified instances. Lower values indicate fewer misclassifications and, thus, better model
performance. Among the models, ANN demonstrated superior performance with precision (0.92),
recall (0.90), and F1-score (0.91), achieving the lowest Hamming Loss (0.007). This indicates that
ANN provides more accurate predictions with minimal errors compared to the other ML
classifiers. On the other hand, Random Forest also performed well with an F1- score of 0.86,
followed by SVM (0.82) and KNN (0.81). The Decision Tree model yielded the lowest
classification performance, with an Fl-score of 0.79 and the highest Hamming Loss (0.018).
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Moreover, integrating cluster labels to the ANN input increases the precision (0.96), recall (0.93)
and fl-score (0.94). On average the performance is increased by 4% after using KMeans, since
the model receives some insights on the different categories from the labels. These findings
reinforce the effectiveness of clustering with ANN in classifying students’ learning preferences with
higher accuracy, making it a promising approach for personalized learning recommendations.

Models R2 MAPE
vV A R K vV A R K
SVR 0955 0944 0937 0943 0.047 0.047 0070 0.038
DT 0921 0913 0902 0910 0.065 0.069 0.085 0.058
RF 0962 0954 0946 0951 0.042 0.045 0062 0.035
KNN 0.940 0.930 0.925 00933  0.055 0.058 0.073 0.045
ANN 0.975 0.968 0.960 0.965 0.035 0.038 0.050 0.030

Kmeans + ANN  0.985 0.976 0.970 0.975 0.030 0.032 0.051 0.029

Table 2: Performance Comparison of Regression Approaches
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Fig. 6: Bar charts for learning styles percentages in each cluster.
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The confusion matrix for the proposed model is provided in Fig. 7. Since we are doing multilabel
classification, each category in (V, A, R and K) is compared with rest of categories in one vs. rest
manner. The figure shows the model achieves very high true positives (TN) and true negatives (TN)
on test set.

The performance comparison of regression analysis is presented in Table 2. This table evaluates five
ML models (SVR, DT, RF, KNN, and ANN)—using two key regression metrics: R? (coefficient of
determination) and Mean Absolute Percentage Error (MAPE). R? measures how well the model
explains the variance in the target variable. A value closer to 1 indicates a better fit, meaning the
model can accurately predict student learning preferences. MAPE quantifies the average
percentage error between predicted and actual values. A lower MAPE indicates higher accuracy,
as it means the model makes smaller relative errors. Among the models, the regression output head
from the proposed model achieved the highest R? values across all test cases (0.975 to 0.965),
indicating its strong ability to explain variance in student learning preferences. It also recorded the
lowest RMSE (0.030 to 0.038) and MAPE (0.018 to 0.027), demonstrating its superior predictive
accuracy with minimal error rates. In contrast, Random Forest (RF) performed well with an R? close
to 0.95 and relatively low RMSE and MAPE values, making it the second-best model. Meanwhile,
SVR and KNN exhibited moderate performance, whereas DT had the lowest R? scores and highest
error rates, suggesting weaker predictive accuracy
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Fig. 7: Confusion matrix of the proposed ANN model
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5 Conclusion

Understanding individual learning styles is essential for delivering personalized education. This study
introduces a novel learning style prediction model that combines K-Means clustering with a multi-headed
Artificial Neural Network, leveraging responses from a VARK-based questionnaire. Initially, K-Means
clustering groups individuals based on their learning behavior, and the resulting cluster labels are
subsequently fed into the ANN. The ANN performs multi-label classification to predict learning styles and
simultaneously estimates a percentage-based distribution of learning preferences. The proposed model
significantly outperforms traditional machine learning approaches such as Decision Trees, Support Vector
Machines, and Random Forests, achieving an F1-score of 0.95 for classification and an R? score of 0.98 for
regression. Incorporating cluster labels enhances the backbone ANN’s performance by 4%, demonstrating
the effectiveness of integrating unsupervised and supervised learning. Unlike conventional single-label
classifiers, the proposed Al solution provides more detailed insights into individual learning preferences,
offering a richer and more accurate representation of how learners engage with different educational
modalities. This enhanced level of detail makes the model particularly applicable in real-life educational
settings, such as personalized e-learning platforms, adaptive tutoring systems, and curriculum design, where
understanding the unique combination of learning styles can lead to more effective content delivery,
increased student engagement, and improved learning outcomes. a key limitation of this study is that the
survey was primarily conducted among students from urban areas, particularly Dhaka and other major
cities, due to the accessibility of online data collection platforms. As a result, the sample may over-represent
students with better internet access and digital literacy. In future, we aim to include students from rural and
underserved regions and examine learning style variations across different socioeconomic and geographic
groups. Future work can also focus on integrating Explainable Al (XAI) techniques to improve model
interpretability, developing real-time adaptive learning systems, and incorporating Natural Language
Processing (NLP) to analyze open-ended questionnaire responses. Expanding the framework to support
multimodal learning environments could further enhance its ability to tailor education to individual needs.
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Abstract

The COVID-19 pandemic has significantly accelerated the adoption of teleconsultation. This study
aims to conduct a systematic review of recent research to distil recommendations for implementing
teleconsultation service from the perspective of healthcare providers. Utilizing the Technology-
Organization-Environment  (TOE)  framework, the research identifies technological,
organizational, and environmental factors that are critical to its successful implementation. Key
findings emphasize the importance of reliable technical infrastructure, comprehensive IT support,
strategic partnerships, and clearly defined guidelines. By addressing these dimensions, healthcare
providers can have a foundation to integrate teleconsultation into routine practices and ensure its
sustainability beyond the pandemic.

Keynotes

teleconsultation, telemedicine, healthcare provider, TOE framework

1 Introduction and Background

The COVID-19 pandemic has ushered the digital transformation of healthcare delivery systems,
with telemedicine emerging as a pivotal innovation in ensuring continuity of care during times of
restricted physical interaction (Barbosa da Silva et al., 2024). In the post-COVID landscape,
telemedicine's significance has only deepened, offering solutions that enhance accessibility, reduce
healthcare costs, and improve patient outcomes (Nittas & von Wyl, 2020)

Telemedicine, as defined by the Federal Communications Commission (2024), encompasses a
broad spectrum of healthcare interventions facilitated by telecommunications technologies
including telesurgery, telemonitoring, and teleconsultation. Among these, teleconsultation—the
remote interaction between healthcare providers and patients via information and communication
technology—has evolved from being a complementary service to a fundamental component of
modern healthcare (Iliyasu et al., 2024).

Despite teleconsultation’s increasing significance, the implementation of teleconsultation remains
uneven (Fernandez Coves et al., 2022; Hassan et al., 2020). Certain populations and healthcare
contexts, such as chronic care management, have embraced teleconsultation more readily due to
clear utility and benefits (Dhunnoo et al., 2024). Conversely, its uptake in general clinical practice
has been met with resistance (Nagarathinam et al., 2024).
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While numerous reviews have explored barriers and enablers to telemedicine implementation,
many of these studies aggregate findings across multiple forms of telemedicine, obscuring the
unique challenges and opportunities associated with teleconsultation (Aldawoud et al., 2024;
Oudbier et al., 2024). Among studies focusing on teleconsultation, the implementation factors are
often narrowly tailored to specific contexts, such as chronic disease management (Senyel et al.,
2024), or asynchronous teleconsultations (Osman et al., 2019). This narrow focus limits the
generalizability of findings to broader healthcare settings.

Furthermore, some studies posit that the perspective of healthcare providers remain
underrepresented (Grata-Borkowska et al., 2022; Oudbier et al., 2024). Healthcare providers play
a pivotal role in ensuring the relevance, effectiveness, and sustainability of teleconsultation
services, particularly in the post-COVID era (Garavand et al., 2022). Their acceptance and
engagement of teleconsultation are essential for its long-term success and its integration into
routine clinical practices.

Diel et al. (2023) observed that practical recommendations offered by many existing studies on
teleconsultation adoption are mostly centered on the patient’s perspectives, highlighting the need
for further studies that examine physician’s acceptance variables in an organizational context.
Although some studies examining technology implementation for healthcare professionals exist,
most were conducted before 2019 (Gagnon et al., 2012; Ross et al., 2016), potentially limiting
their applicability in the post-pandemic healthcare environment.

This study is a step towards addressing this research gap by conducting a systematic review of
teleconsultation implementation factors from the healthcare provider's perspective. The central
research question guiding this inquiry is: What are the current recommendations for healthcare
providers in implementing teleconsultation services based on contemporary research?

This paper focuses specifically on implementation. Drawing from the field of implementation
science, adoption represents the decision to use a service or practice, while implementation
encompasses the deliberate actions, strategies, and processes required to integrate the service—in
this case, teleconsultation—effectively (Allen et al., 2017; Hausman & Stock, 2003). By
examining implementation factors rather than mere adoption decisions, this research addresses the
critical gap between intending to use teleconsultation and successfully operationalizing it in
clinical practice. It aims to provide a starting point for healthcare providers wanting to adopt
teleconsultation to understand and navigate teleconsultation implementation effectively.

The next section will describe the methods used to conduct the systematic literature review. Section
3 will describe the data analysis approach using the Technology-Organization-Environment
framework (Tornatzky et al., 1990) and the study findings. Section 4 will discuss the results and
recommendations, and Section 6 will conclude the paper.

2 Research Design

To address the research question, a systematic literature review was conducted, incorporating
select elements of the PRISMA 2020 search strategy. While PRISMA is widely regarded as the
gold standard for systematic reviews (Pussegoda et al., 2017), according to Teixeira da Silva and
Daly (2024), strict adherence to its protocol can sometimes result in the over-exclusion of
potentially relevant publications. Consequently, this study adapted the screening process of the
PRISMA 2020 framework, to maintain rigor while ensuring study inclusivity.
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2.1 Study Identification

Although there is no consensus on the optimal number of databases required for systematic
reviews, multiple studies suggest that searching at least two large, well-curated databases is
essential for a reliable literature review (Ewald et al., 2022). Furthermore, the suitability of selected

databases often holds greater significance than mere database coverage (Ewald et al., 2022; Harari
et al., 2020).

This study conducted a literature search across three electronic databases: Medline, CINAHL
Complete, and ScienceDirect. Database searches on MEDLINE and CINAHL complete were done
through EBSCOhost while ScienceDirect database search was done on their website. Keywords
used to gather relevant literature are listed on Table 8.

Database Query

MEDLINE and In Title: Telemedicine or telehealth or teleconsultation or teleconsulting or "remote

CINAHL Complete ~ consultation” or "video consultation" or "online consulting”

Via EBSCOhost AND In Abstract: recommendation or adoption or implementation or determinants or
enablers

AND In Abstract: facilitators or barriers or obstacles or challenges
AND In Abstract: hospital or healthcare provider or clinics or institution or physician
or doctor or clinician

ScienceDirect Telemedicine or telehealth or teleconsultation or remote consult or video consult
AND adoption or implementation or barrier or challenge AND provider or physician
or hospital or clinic

Table 8: Keywords used for study identification

These databases were chosen based on their relevance. Medline is frequently cited as a primary
database for healthcare research and is known for its wide coverage and ability to yield the most
relevant results in this domain (Hartling et al., 2016; Mathew, 2024). CINAHL Complete was
selected due to its extensive collection of qualitative healthcare research, particularly studies
focusing on healthcare professionals and their practices rather than medical interventions (Wright
etal., 2015). ScienceDirect was chosen as a supplementary database due to van Dinter et al. (2021)
study that found it to be a rich source of primary studies on topics related to system innovation,
such as telemedicine, aligning closely with this study’s focus.

2.2 Study Selection and Screening
To ensure relevance and timeliness, the inclusion criteria presented in Table 9 were applied during
the initial database search.
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Inclusion Criteria Definition

C1: Publication date Only studies published between 2020 and 2024 were included to reflect the
influence of COVID-19 on telemedicine's advancement

C2: Publication type Only peer-reviewed studies published in academic journals or conferences were
included. Publications in books, reports, or theses were excluded.

C3: Language Only studies published in English were included

Table 9: Initial database search criteria

The initial database search returned 538 studies: 376 from Medline, 122 from CINAHL Complete,
and 40 from ScienceDirect. These RIS files were imported into EndNote for further filtering using
the exclusion criteria listed in Table 10.

Exclusion Criteria Definition

C4: Duplicates removal Records that point to the same studies as previous record are eliminated

C5: Non-empirical work Literature and systematic review papers will be discarded to avoid accumulated
interpretation bias (Baldwin et al., 2022)

Table 10: Study dataset clean-up exclusion criteria

A total of 96 duplicate records were found primarily by using EndNote’s "Find Duplicate"
function. A few additional duplicates were manually identified and removed leaving behind 442
unique publications. Review articles were excluded by searching the titles and abstracts for terms
such as "systematic review," "PRISMA," and "scoping." A few review articles that were caught
after this stage were also manually excluded and added to the total count.

This step eliminated 64 review articles, leaving 378 empirical papers for further screening. The
titles and abstracts were manually read to further weed out irrelevant studies. Table 11 lists the
criteria applied to publication titles and the abstract screening process.

Inclusion Criteria Definition

C6: Focus on Healthcare ~ Only studies that centered on the perspectives of healthcare providers (e.g., clinicians,
Providers nurses, hospital managers) were included. Studies that primarily focused on patient
perspectives were excluded.

C7: Scope Only studies that primarily refer to teleconsultation were included. Publications on
other telemedicine applications (e.g., remote prescriptions, medical training, mobile
apps) were excluded.

C8: Implementation Studies had to address telemedicine implementation. Publications that are focused on
telemedicine acceptance, utilization and effectiveness were removed.

Table 11: Titles and abstract screening criteria

It was observed during this stage that terms like telemedicine, and telehealth are often used
interchangeably to refer to teleconsultation. To ensure inclusivity, criteria C7 screening allowed
publication titles and abstracts that contain telemedicine and telehealth as long as the abstract also
contains the keywords "consultation," "conference," and "e-consult”. Criteria C8 ensures that the
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included studies involved the adoption or implementation of teleconsultation into practice. Thus,
studies that did not provide any inputs on adoption measures such as those that focused on
measuring teleconsultation acceptance and effectiveness were removed. Through this process, 327
publications were eliminated, leaving 51 studies for full-text retrieval.

2.3 Full-Text Review and Final Selection

Study retrieval stage checks whether the full-text copies are available and retrievable. This stage
identified 3 studies that were not fully accessible to the authors, leaving 48 studies for eligibility
assessment. The eligibility assessment consists of reading the remaining papers in its entirety to
determine its relevance to this research. Table 12 lists the inclusion criteria that guided the
eligibility screening.

Due to the less stringent application of criteria C7, an additional 8 papers were removed during
this stage. Overall, this process excluded 27 studies, resulting in 21 papers for review.

Inclusion Criteria Definition

C9: Context Studies had to focus on teleconsultation between healthcare providers and patients.
Physician-to-physician teleconsultation studies were excluded.

C10: Recommendations Publications had to provide recommendations for teleconsultation implementation.
Studies that merely identified barriers or challenges without offering solutions were
excluded. Recommendations that are only applicable to specific contextual settings
were also removed

Table 12: Study eligibility assessment criteria

2.4 Characteristics of included studies

The selected studies spanned several geographic regions. North America contributed the largest
number of studies a total of 10 papers. Australia followed with 5 studies. Asia was represented by
studies from Hong Kong, Pakistan, Iran, and Kuwait, while individual studies from Europe (Italy),
South America (Brazil) and Africa (Morocco) were also included. Looking at the publication year,
the majority of studies were published in 2023 (8 studies), followed by 2024 (6 studies) and 2022
(5 studies). Fewer studies were published in 2020 (2 studies). This could indicate a temporary
spike in telemedicine research due to the COVID-19 pandemic.

Physicians and clinicians are the most represented group (16 studies). Healthcare providers such
as nurses, physiotherapists and staff were included in 6 studies. Only 3 studies included healthcare
administrators, such as C-suite officers, practice managers and policymakers. Majority of the
included studies employed qualitative methodologies, with semi-structured interviews used in 12
studies. Qualitative surveys were conducted in 8 studies. Other methods were used less frequently.

3 Results

3.1 Data Analysis using the TOE Framework

TOE framework is selected to structure the data analysis. Developed by Tornatzky et al. (1990),
the Technology-Organization-Environment (TOE) framework is a well-established innovation
adoption model that highlights three interrelated adoption dimensions - the technological context,
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the organizational context, and the environmental context. Technological context refers to the tools
and innovations that are relevant and accessible to the firm; organizational context points to the
attributes of the firm such as the size, structure, and management while the environmental context
looks at the external factors that nevertheless influence the firm’s capability to adopt an innovation
(Baker, 2012). The TOE framework is particularly effective in analyzing intra-firm innovation
adoption, especially in cases where external influences play a pivotal role (Oliveira & Martins,
2011). Given that teleconsultation implementation is highly influenced by external factors such as
government legislation (Al-Alawy & Moonesar, 2023), the inclusion of the environment
dimension provides a broader and more realistic understanding of the forces driving
teleconsultation and its sustainability particularly in the healthcare provider’s perspective.

3.2 Coding Process and Category Development

A systematic coding approach was used to identify and organize implementation factors from the
reviewed papers. Relevant text segments from each article were coded to capture both pain points
(barriers and challenges) and enablers (facilitating factors) related to teleconsultation
implementation. These were then clustered to form broader categories and thereafter structured
according to TOE dimensions. A high-level summary of the categories is presented in Table 13.

TOE Dimension Sub-categories

T1: Technology and infrastructure challenges
Technology T2: Technical literacy and competence
T3: IT support

O1: Workflow and process integration
Organization 02: Management and leadership engagement
03: Guidelines and best practices

E1: Policy and regulatory support

Environment E2: External collaborations and partnerships

Table 13: TOE dimension and subcategories

Some recommendations span multiple categories due to the interrelated nature of these factors and
thus the categories should be applied flexibly. While this study focuses on teleconsultation, the
terms telemedicine and telehealth are often used interchangeably, as many referenced studies do
not exclusively address teleconsultation. A summary of the categories that the authors address can
be found in Table 14. The subsequent sections will discuss each dimension in detail.

3.3 Technology Dimension

3.3.1 Technical and infrastructure challenges

Technical challenges emerged as a critical barrier to the effective use of teleconsultation, as
highlighted by all the reviewed studies. One of the most frequently cited issues is unreliable
internet connectivity, which often results in interruptions and communication difficulties during
consultations. Additionally, concerns regarding data privacy and security represent a significant
obstacle, given that clinical practice frequently involves the transfer of private and sensitive patient
information (Abdelghany et al., 2024; Antonacci et al., 2023; Barney et al., 2020; Jallal et al., 2023;
Masood et al., 2024).
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Another prominent challenge is the lack of integration and interoperability with other telemedicine
support systems. This limitation increases the workload for both physicians and healthcare staff,
as they must navigate disparate systems compared to traditional sessions (Antonacci et al., 2023;
Jallal et al., 2023; Regragui et al., 2023; Theis et al., 2024). Furthermore, technical infrastructure
problems, including hardware and software limitations, are particularly prevalent in studies
conducted in less developed regions (Brown et al., 2023; Hosseini et al., 2024; Laub et al., 2022).

3.3.2 Technical literacy and competence

Across studies, participants consistently emphasized the necessity of training as a pre-requisite for
effective teleconsultation use, identifying the lack of training as a significant barrier to adoption.
Clinicians often reported feeling uncertain and anxious during the early stages of implementation,
particularly regarding how to deliver care remotely and appropriately (Allison et al., 2023; Brown
et al., 2023; Siddiqui et al., 2023).

The anxiety associated with teleconsultation use often stems from unfamiliarity with telehealth
systems (Savira et al., 2024). For instance, rural clinicians highlighted their limited knowledge and
confidence as a substantial inhibitor, particularly when conducting specialized sessions (Brown et
al., 2023). However, some studies revealed that this resistance diminishes with increased exposure
and familiarity (Haines et al., 2023; Savira et al., 2024). Clinicians gradually embraced
teleconsultation as they observed improvements in patient care and outcomes, boosting their
confidence in teleconsultation use (Allison et al., 2023; Brown et al., 2023). Moreover, having
regular opportunities to practice skills was seen as vital for maintaining competence and fostering
gradual acceptance (Allison et al., 2023; Haines et al., 2023).

Authors Technology Organization Environment
Tl T2 T3 0Ol 02 03 El E2

Abdelghany et al. (2024) X X X X X X X
Agarwal et al. (2020) X X X X
Allison et al. (2023) X X X X X X
Antonacci et al. (2023) X X X X X
Barney et al. (2020) X X X X X X X X
Bramble et al. (2024) X X X X X
Brown et al. (2023) X X X X X X
Butt et al. (2022) X X X X
Etz et al. (2023) X X X X X X
Fernandez Coves et al. (2022) X X
Haines et al. (2023) X X X X
Hosseini et al. (2024) X X X
Jallal et al. (2023) X X X X
Laub et al. (2022) X X X X X
Masood et al. (2024) X X X X
Nataliansyah et al. (2022) X X X X X
Regragui et al. (2023) X X X X X X
Savira et al. (2024) X X X X X X
Siddiqui et al. (2023) X X
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Authors Technology Organization Environment
Tl T2 T3 0Ol 02 03 El E2
Theis et al. (2024) X X X X X
Turner et al. (2022) X X X X X X

Table 14: Summary of categories covered by included papers

Despite the high demand, there is a dearth of research describing best practices for implementing
teleconsultation programs. Existing knowledge is largely fragmented, leaving healthcare systems
without well-defined guidelines for clinician training or standardized telemedicine education
(Allison et al., 2023; Barney et al., 2020; Theis et al., 2024).

3.3.3 IT support

The availability of IT support has been repeatedly mentioned as integral for ensuring service
continuity, reliability, and sustainability in telemedicine adoption. Abdelghany et al. (2024)
stressed that dedicated IT support team are vital for ensuring continuity in care delivery,
particularly during technical disruptions. Similarly, Turner et al. (2022) highlighted the importance
of providing IT assistance, noting that some patients required additional support to successfully
navigate telemedicine platforms. I'T support also plays a critical role in building confidence among
healthcare providers as well.

3.4 Organization Dimension

3.4.1 Workflow and process integration

A common view amongst study participants is the lack of workflow integration. While some
participants view it as a tool that can save time and reduce their burden (Abdelghany et al., 2024),
many find it increased their overall workload. The lack of integration led to poor coordination and
task duplication. The additional administrative responsibilities exacerbate the burden on clinicians
(Masood et al., 2024; Savira et al., 2024). Such inefficiencies often necessitate additional time for
virtual consultations, further straining clinicians (Antonacci et al., 2023).

3.4.2 Management and leadership engagement

Some studies commented on the role of leadership support in creating a supportive environment
for telemedicine. For instance, Barney et al. (2020) found that institutional backing, including the
provision of necessary resources and infrastructure, is essential to establishing teleconsultation
programs. Leadership support also contributed to clinician acceptance by fostering a culture of
trust and innovation. Championing the adoption such as sharing success stories and emphasizing
improvements in care quality and outcomes are effective strategies for encouraging “buy-in”
among clinicians and healthcare staff (Brown et al., 2023).

3.4.3 Guidelines and best practices

Several studies have pointed out the need for protocols and guidelines to address telemedicine-
specific challenges and support its integration into clinical workflows (Abdelghany et al., 2024;
Barney et al., 2020; Jallal et al., 2023; Laub et al., 2022; Siddiqui et al., 2023). One of the most
notable impacts of this gap is the difficulty clinicians face in adapting traditional practices to virtual
care environments (Antonacci et al., 2023; Barney et al., 2020). Without such guidance, clinicians
may feel unprepared to provide teleconsultation care optimally. For example, Brown et al. (2023)
study found the need to establish "telehealth etiquette" as virtual sessions introduced problems
such as patients participating in consultations while driving, performing household chores, or in
public spaces. Such behaviors can compromise the effectiveness of care, highlighting the need for
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clear patient-focused guidelines on how to prepare for and conduct teleconsultation appointments
(Butt et al., 2022).

3.5 Environment Dimension

3.5.1 Policy and regulatory support

Effective policy and regulatory support are crucial for the successful and continued adoption of
teleconsultation. Restrictive regulatory frameworks hinder the expansion of telemedicine
services. Hosseini et al. (2024) noted the lack of a dedicated authority for telemedicine
policymaking in Iran has resulted in uncoordinated projects leading to hesitancy among
healthcare organizations to implement telemedicine services due to chronic uncertainties. Similar
barriers exist in Hong Kong, where teleconsultation service is selectively permitted (Fernandez
Coves et al., 2022). Antonacci et al. (2023) cites poor reimbursement policies, complex
procurement processes, and inadequate data governance frameworks have collectively limited
teleconsultation uptake in Italy.

In contrast, supportive legislation and policies have been shown to significantly contribute to
teleconsultation adoption. This is in part due to the impact of the COVID-19 pandemic with several
studies acknowledging it as a big factor for its uptake (Antonacci et al., 2023; Brown et al., 2023;
Etz et al., 2023; Jallal et al., 2023). For example, in Italy, simplifying compliance requirements for
data governance, privacy, and reimbursement was instrumental in telemedicine uptake during the
pandemic (Antonacci et al., 2023). However, as many of these measures were put into place in
reaction to a temporary pandemic, a number of participants (Barney et al., 2020; Theis et al., 2024;
Turner et al., 2022) have expressed their doubts on its sustainability particularly if these measures
are suddenly retracted. Nevertheless, these measures demonstrated the power of regulatory support
to enhance access to teleconsultation services and could serve as a foundation for long-term
policies.

3.5.2 External collaborations and partnerships

A few studies also cited collaborations and external support as a factor in teleconsultation use.
Allison et al. (2023) highlight how partnerships with several related institutions as well as IT
service support from a university has helped mitigate technical and system-level challenges,
enabling more seamless telemedicine operations. These collaborations demonstrate that external
support not only facilitates immediate implementation but also provides the infrastructure for
sustained usage.

Many studies have also suggested educational partnerships as a way to bolster telemedicine’s
effectiveness and sustainability. Integrating telemedicine competencies into healthcare education
curricula equips future clinicians with the skills needed to navigate virtual care environments
effectively (Antonacci et al., 2023).

Long-term sustainability of teleconsultation also depends on fostering trust, communication, and
meaningful collaboration between institutions, such as metropolitan and rural healthcare providers.
Brown et al. (2023) notes that strong relationships between clinicians in urban hubs and rural
spokes improve referral quality and volume, creating a network that benefits both providers and
patients. Together, these studies illustrate that institutional and educational collaborations are
foundational to teleconsultation’s sustained success.
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4 Discussion

4.1 Recommendations

A set of recommendations were extrapolated based on the findings in Section 0. The technology
domain is the most consistently raised dimension across the included studies and thus suggests that
it is the key success driver for teleconsultation implementation. Therefore, this dimension should
be prioritized over organizational and environmental factors during the initial stages of
teleconsultation implementation. As technological systems evolve and stabilize, the organizational
and environmental dimensions are expected to assume greater importance, addressing broader
systemic and operational challenges to implementation

4.1.1 Recommendation 1: Invest in reliable technical infrastructure and IT Support

Across the studies reviewed, inadequate technology reliability and the lack of adequate support
consistently emerged as significant sources of frustration for end-users. Challenges such as
unstable internet connections, lack of platform integration, and inadequate hardware significantly
disrupt telemedicine workflows and discourage both providers and patients from its use. These
issues have an immediate and detrimental impact on the perceived value and effectiveness of
teleconsultation platforms, a result that is consistent with Anthony Jr (2024) findings. A reliable
and interoperable technical system is therefore foundational in ensuring teleconsultation’s
continued value and experience.

While technical training for clinicians and staff is important, the benefits of such training often
take time to materialize. In contrast, having a robust IT support system provides an immediate
safety net, offering immediate solutions to technical issues. This not only ensures continuity of
care during teleconsultations but also enhances the confidence of both clinicians and patients in
the system. The psychological reassurance provided by dependable IT support fosters trust,
encourages acceptance, and helps mitigate resistance to teleconsultation. By promptly addressing
technical barriers and maintaining system reliability, I'T support plays a critical role in ensuring the
successful implementation and sustainability of teleconsultation services.

4.1.2 Recommendation 2: Execute process integration and establish clear guidelines

Section 3.4 reveals that teleconsultation, an innovation that is supposed to improve efficiency, also
became a source of increased burden largely due to failure to accommodate the process disruption
of technology use. Therefore, as the technology aspect is stabilized, process integration plans must
be put in place to fully realize the teleconsultation benefits. Along with the process integration,
guidelines and rules must also be implemented to ensure that there are roadmaps and signposts for
physicians and other healthcare providers to follow while they navigate the change. The issues
raised are consistent with the organizational and change management issues (Al Ahbabi & Ahmad,
2021) which currently remain an understudied area in the context of healthcare (Milella et al.,
2021) and can be explored in future research.

4.1.3 Recommendation 3: Establish strategic partnerships and collaborations

While regulatory policies are critical for successful teleconsultation implementation, healthcare
providers often have limited influence over such changes. Therefore, focusing on expanding
external collaborations is recommended to increase the support and perceived value of
teleconsultation (Steinhauser, 2019). As mentioned in Section 0 partnerships between urban and
rural healthcare providers can enhance the perceived value of teleconsultation. These
collaborations foster trust, facilitate resource sharing, and enable the exchange of technical
expertise.
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Such collaborations also create opportunities to address systemic barriers, including
reimbursement challenges and payment support, by paving the way for partnerships with
regulatory and financial stakeholders. By establishing strategic partnerships, healthcare providers
can enhance the scalability, sustainability, and overall value of teleconsultation, even in the absence
of immediate regulatory changes.

5 Conclusion and Future Research

This systematic review underscores that the successful implementation of teleconsultation hinges
on prioritizing robust technological infrastructure while simultaneously addressing organizational
and environmental dimensions. Reliable IT systems, real-time technical support, and targeted
training programs for clinicians are foundational to fostering trust and confidence among
healthcare providers. Equally critical are organizational changes, such as workflow integration,
leadership engagement, and clear guidelines, which align teleconsultation practices with clinical
objectives. Additionally, supportive regulatory frameworks and strategic external collaborations
are pivotal in overcoming systemic barriers and ensuring the long-term sustainability of
teleconsultation.

This review is subject to certain limitations. The inclusion criteria restricted the studies to those
published between 2020 and 2024, which, while ensuring increased relevance to the post-COVID-
19 landscape, may have excluded valuable insights from earlier foundational research. Future
research should also explore the role of change management in teleconsultation implementation.
More case studies and actual observational research would also be useful. Beyond the healthcare
provider's perspective, future research should expand to include the views of healthcare decision-
makers and implementation managers, whose roles are instrumental in scaling teleconsultation
services. Decision-makers bring valuable insights into policy formulation, resource allocation, and
long-term strategic planning, while implementation managers provide ground-level knowledge
about operational challenges and practical solutions. Exploring their perspectives can enrich the
understanding of implementation barriers and enablers, leading to more comprehensive
frameworks for teleconsultation implementation.
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Abstract

Recent external crises have revealed limitations of traditional business continuity planning in
fostering organizational agility during unprecedented situations. Drawing on socio-technical
perspectives, our study examines how two understudied factors, namely organizational
mindfulness toward digital transformation (MDT) and organizational citizenship behavior (OCB),
enable agile crisis responses supported by digital infrastructure capabilities. MDT reflects an
organization’s awareness of the transformative impact of technology, while OCB comprises
voluntary, prosocial employee behaviors that enhance organizational learning and adaptability.
Analyzing primary survey data, we demonstrate that MDT, loosely coupled digital systems, and
OCB can be associated with enhanced organizational agility, which in turn supports competitive
performance during a crisis.

Keywords
Organizational Agility; Crises;, Mindfulness Towards Digital Transformation; Organizational
Citizenship Behavior;, Empirical Study

1 Introduction

Although prior work underscored the importance of organizational preparedness for crisis
situations (e.g. El Idrissi et al., 2022; Fowler et al., 2007), organizations can only partly rely on
mindful preparation. Business continuity plans, for example, are typically designed to address
predictable disruptions or disasters, rather than sudden events like the Covid-19 pandemic, which
introduced unprecedented environmental conditions. Therefore, plans and risk-averting
infrastructures mindfully prepared pre-crisis might not fit the requirements during such an
unprecedented crisis (Ye et al.,, 2022). New digital innovations typically emerge as a crisis
progresses, which come with opportunities and risks for unique challenges to organizations and
their employees (Neumannova et al., 2023).

The acceleration of digital transformation in a crisis context (Soto-Acosta, 2020) has two important
aspects, which have been considered as general assumptions in this study. First, we anticipated
that organizational mindfulness towards digital transformation (MDT), i.e., organizations being
fully aware of the impact that technology has on an organization's processes and strategies, should
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be in a better position to process these novel requirements that may not have been accounted for
in traditional business continuity planning. Second, we assume that organizational citizenship
behavior (OCB) (Davison et al., 2020) has become an crucial organizational learning capacity
during the crisis when employees went beyond their duties to help colleagues in a discretionary
manner. Whilst some studies have confirmed the importance of OCB with many organizations
struggling with digital transformation in general, it should have received an even more prominent
role during a crisis.

Therefore, the aim of our research is to explore new avenues for enhancing organizational agility
and performance during unprecedented crises, and to investigate whether mindfulness towards
digital transformation (MDT) helps organizations to make informed decisions about their digital
infrastructure, and supports organizational agility to enable swift changes required. Additionally,
we anticipate that voluntary supportive behavior plays an important role in this context. We thus
set out to answer the following research questions in the crisis context, exemplified by the Covid-
19 pandemic: (RQ1) How is MDT related to the digital infrastructure and organizational agility?
(RQ2) How does OCB influence organizational agility? (RQ3) What are the implications for
competitive performance? Combined, our integrated view on MDT and OCB in conjunction with
technology-related changes recognizes that any organizational change is inherently socio-technical
in nature and is shaped by issues around knowledge flows in interactions between people and
technology (Fischbacher-Smith, 2017).

2 Theory and Hypotheses Development

Next, we will develop our conceptual background and the research model shown in Figure 1.

H8

Organizational
Citizenship Behavior H7.

h 4 Y

Digital Infrastructure

Organizational H1 Flexibility: H4 N H6 -

. . | Organizational N Competitive
Mindfulness Towards (a) Loose Coupling Aailit Perf

Digital Transformation (b) IT Standardization ollity erormance

(c) Digital Reach

Y

A
H2 | Digital Infrastructure H5
Size

H3

Figure 1. Developed Conceptual Model

2.1 Mindfulness Towards Digital Transformation

In the context of digital transformation, mindfulness means having a well-developed
understanding of the positive and negative effects of IT investments on the entire organization and
its culture, which can be achieved by regularly searching for opportunities of digital
transformation, providing alternatives for decision-making, and anticipating and evaluating
potential and realized effects (Li et al., 2021). Essentially, organizations that are mindful towards
digital transformation have the capacity to stay alert to future technology changes and can quickly
provide options aligned with strategic decisions in changing environments. Prior research has
typically focused on the anticipation perspective of mindful resource preparation to safeguard
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organizations, which in particular includes creating risk-aversion systems and accumulating
sufficient internal resources prior to a crisis (Ye et al., 2022). In practice, pre-crisis risk-aversion
behavior is addressed by business continuity and disaster recovery management (Herbane et al.,
2004; Niemimaa et al., 2019). Contemporary research, however, has been shifting its attention to
the importance of mindful behaviors, i.e., being consciously attentive and fully present in the
current moment (Khan et al., 2024).

First, we turn to the role of MDT in conjunction with the focal organization’s digital infrastructure,
which reflects the arrangement through which various technology elements such as software, data,
network and hardware are interlinked and used to provide IT services (Nyrhinen, 2008). It is
commonly agreed that nowadays the digital infrastructure is crucial for maintaining operations and
the achievement of sustainable competitive advantage as a core competency of an organization
(Byrd & Turner, 2001; Mikalef et al., 2021). Contemporary studies on digital architectures
emphasize the importance of flexibility (Mikalef et al., 2021; Tiwana & Konsynski, 2010; Xu et
al., 2010), which can be defined as the as the degree to which the focal organization’s digital
resources are sharable and reusable (Byrd & Turner, 2000). Such flexibility is achieved through
IT architecture modularity characterized by the interaction of loosely coupled systems,
organization-wide IT standards and digital reach (Byrd & Turner, 2001; Mikalef et al., 2021; Tafti
et al., 2013; Tiwana & Konsynski, 2010).

A key aspect of being mindful of digital transformation is the importance of continuous
attentiveness and adaptability in incorporating digital technology that aligns with business
requirements (Li et al., 2021). In order to facilitate these changes efficiently and effectively, it is
imperative to establish a flexible digital infrastructure, which has long been recognized as
strategically important (Mikalef et al., 2021). This flexibility enables organizations to remain open
to emerging digital options, as being mindful of digital transformation requires. Similarly, mindful
organization should be aware of current blind spots in the digital architecture and take actions for
improvement (Butler & Gray, 2006), which extends to ensuring digital reach across the
organization. Awareness of, and subsequent acting on quickly closing any significant gaps in the
digital infrastructure will arguably require flexible IT infrastructures. As illustrated above, prior
work has shown that flexible IT infrastructures can be fostered by a loosely coupled digital
infrastructure, IT standardization and digital reach (Byrd & Turner, 2001; Mikalef et al., 2021;
Tafti et al., 2013; Tiwana & Konsynski, 2010), we consequently assume:

HI: MDT is positively related with a digital infrastructure flexibility characterized by (a) loose
coupling, (b) IT standardization, and (c) digital reach.

A mindful approach to digital transformation implies that organizations are geared towards
regularly assessing their current digital infrastructure and identifying areas that can be improved
to align with the overall strategy of the organization, and thereby ensuring that resources are
allocated in a way that delivers the greatest value (Li et al., 2021). The implications of digital
transformation can be cost savings by streamlining processes, reducing manual labor and
optimizing resource utilization. However, it can be assumed that it can lead to increased IT costs
as organizations invest in new digital technologies and their support. Prior research has shown that
IT investments need an appropriate level of funding to ensure effective IT appraisals and
implementation (Bernroider, 2013) as well as long-term IT operations despite potential overall
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cost or efficiency savings for the organization as a whole (e.g. Endres et al., 2020; Guenzi & Habel,
2020). Hence, we hypothesize:

H2: MDT is positively related with size of an organization’s digital infrastructure.

2.2 Organizational Agility

Organizational agility refers to an organization's capability to promptly and effectively respond to
changes occurring within its internal or external environment, which involves the ability to swiftly
adapt strategies, processes, and resources in order to tackle new challenges and seize opportunities
(Sambamurthy et al., 2003). Prior research has presented various conceptualizations of
organizational agility (Pulakos et al., 2019). We have adopted a dual perspective that differentiates
between proactive and reactive components, focusing on capitalizing on new market opportunities
and making operational adjustments, respectively (e.g. Li et al., 2020; Panda, 2022). The concepts
of market capitalizing and operational adjustment align conceptually with the more conventional
sensing and responding capabilities, which have also been reviewed in conjunction with
organizational agility (Mao et al., 2021; Panda & Rath, 2018).

An agile organization is characterized by a flexible and adaptive culture, and streamlined decision-
making processes allowing for a willingness to experiment and learn from mistakes (Limaj &
Bernroider, 2022), especially in the context of a severe crisis (Arokodare & Falana, 2021). A high
level of mindfulness toward digital transformation can help the organization to adapt to these
changes more effectively by promoting a sense of openness, curiosity, and willingness to learn on
the individual and collective level (Butler & Gray, 2006). Organizations that are mindful towards
digital transformation are aware or can quickly assess investment opportunities regarding digital
solutions and therefore have the ability to renew themselves strategically and stay flexible without
sacrificing operations (Elali, 2021). On the individual level, mindfulness practices can increase
innovative work behavior of employees as they recognize external changes, and the need for
exploration and exploitation of new ideas quickly (Khan et al., 2024). This can be particularly
valuable during a time of crisis, when organizations may need new solutions to meet sudden
challenges. Thus, we propose:

H3: MDT is positively related with organizational agility.

Furthermore, organizational agility is likely to benefit from flexibility in digital infrastructures
especially during a crisis, when swift changes must be accommodated by established structures.
When an organization's digital infrastructure is designed on the basis of loose coupling, it should
have also enhanced its organizational agility by allowing for greater flexibility and adaptability
(Mooney & Ganley, 2006). Our second dimension on flexible IT infrastructures captures the role
of IT standardization, which can also be directly linked with organizational agility. IT
standardization reduces complexity and fosters harmonization, enabling enhanced planning
capabilities and increased flexibility to accommodate new functions and improve the scalability of
existing functions (Ahlemann et al., 2023; van Wessel, 2010). Digital reach should also positively
affect organizational agility as it allows for the integration of data from various sources and enables
organizations to bridge gaps and collaborate with internal and external stakeholders outside
traditional boundaries. Digital reach improves IT service transparency and accessibility regardless
of the actual location of the stakeholder in the network (Mikalef et al., 2021). Such digital external

197



2025 International Conference on Information Resources Management

and internal integration enables boundary spanning in various forms making organizations more
agile by increasing organizational sensing and responding capabilities (Nazir & Pinsonneault,
2012). Especially in times of high environmental uncertainty, prioritizing loose coupling, IT
standardization, and digital reach within an organization's digital infrastructure is considered
crucial for enabling the organization to adapt more quickly to changes and respond to challenges
(Mikalef et al., 2021). Therefore, we propose:

H4: A more flexible IT infrastructure, in terms of (a) loose coupling, (b) IT standardization, and
(c) digital reach, is positively related with organizational agility.

Next, we discuss the role of digital infrastructure size for organizational agility. While IS research
is likely to advise that c-level executives should invest in new IT solutions for various reasons
(Tallon et al., 2022), certain investments into IT may also temper organizational agility (Queiroz
et al., 2023), esp. due to legacy applications (Limaj et al., 2020; Wimelius et al., 2021). In general,
however, expanding digital transformation should shift organizations towards more flexible
structures and develop capacities that facilitate ongoing adaptation (Hanelt et al., 2021). For
example, automation can be fostered across all business sections, from computer vision technology
to improve agricultural automation (Tian et al., 2020), which should free up time to focus on higher
value activities, such as strategic changes. Thus, we argue:

H5: The size of an organization’s digital infrastructure is positively related with organizational
agility.

Prior research has firmly established the importance of organizational agility reflected by
innovation capabilities for organizational performance. For example, prior work has suggested that
open innovation benefits organizations in terms of enhanced organizational performance (Singh et
al., 2021) These results are further supported by prior research using capability-building
hierarchies to establish organizational agility as a mediator for translating the positive effects of
IT capabilities into enhanced organizational performance (Queiroz et al., 2018). This is particularly
applies in terms of operational adjustment agility and market capitalizing agility (Liu et al., 2014;
Panda, 2022). Hence, we assume

H6: Organizational agility positively affects competitive performance.

2.3 Organizational Citizenship Behavior

Organizational Citizenship Behavior (OCB), also termed extra-role behavior, is a term in the field
of organizational psychology that describes the voluntary and discretionary actions of employees
that exceed their official job duties (Bateman & Organ, 1983; Smith et al., 1983). It was reported
that when employees beyond their formal duties to understand customer needs and rapidly
collaborate to exchange know-how, they are better equipped to fulfill new demands and create
customer value (Holbeche, 2019). In the IS context, innovative OCB behaviors include creating
and offering workarounds to solve technical problems, e.g., to help colleagues solve Enterprise
Resource Planning (ERP) system issues (Davison et al., 2020). Ultimately, OCB therefore
becomes linked with social capital, which promotes collaborative knowledge creation and is a key
driver of organizational agility, especially in response to crises (Al-Omoush et al., 2020). Based
on these arguments, we posit that:
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H7: OCB positively affects organizational agility.

Finally, we turn to the role of OCB in relation to competitive performance during a crisis. From a
political perspective, OCB captures all organizationally relevant employee behaviors (Graham,
1991), which suggests that it can be inherently linked with individual performance. In terms of
social exchange theory, the effects of such behaviors are theoretically expected to be mutually
reinforcing throughout the organization, as individuals tend to reciprocate favors received,
particularly if they experience a high level of job satisfaction (Bateman & Organ, 1983).
Empirically, prior research corroborates this perspective. For instance, it was shown that OCB has
a positive effect on employee performance especially through enhanced job satisfaction (Mahrani
& Alwi, 2022). A literature review has generally confirmed that OCB affects competitive
performance, whilst noting that further research is required to clarify the impacts of OCBs to
account for different contexts (Podsakoff & MacKenzie, 2014). It should also not be overlooked
that OCB has been considered as an implicit dimension of teamwork quality, which was related
with increased performance (Xu et al., 2010). We thus assume:

HS8: OCB positively affects competitive performance.

3 Data Collection and Analysis

3.1 Instrument

To develop the instrument, we first developed unambiguous conceptual definitions for each
construct against the background of our crisis context, which involved reconceptualizations of
definitions used in prior studies refined to fit our research context. All constructs have been
measured reflectively with most based on items from previous studies (see Table 1).

Digital infrastructure size, a self-developed construct, assesses the extent of an organization's IT
resources and investments using IT-focused FTEs, IT spending relative to revenue, and competitor
comparisons. In line with current studies (e.g. Panda, 2022), we conceptualized Organizational
Agility (OA) as a two-dimensional construct to capture its multifaceted nature in response to
market changes and internal adjustments, thereby considering Market Capitalizing Capability
(MCAP) and Operational Adjustment Capability (OADJ). After evaluating each dimension
individually, we calculated a combined measure for a comprehensive representation of
organizational agility, enabling a more effective analysis of its overall impact on performance
during crises. Control variables were measured by single-items and included organizational age,
organizational size and the level of cloud service utilization. To assess content validity and engage
in scale refinements (MacKenzie et al., 2011), we conducted two rounds of pre-testing without
including their responses in the analysis.

Construct (Code)  Definition Adapted from
Mindfulness The extent to which an organization proactively
Towards Digital  identifies, strategically incorporates, and informs .

5 . ) (Lietal., 2021)
Transformation management about digital transformation

(MDT) opportunities.
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Organizational The extent of employees' voluntary actions that go (Piccolo &
Citizenship beyond job duties to assist colleagues and enhance Colquitt, 2006)
Behavior (OCB)  organizational functioning. quth,
. The extent to which an organization’s digital (Tiwana &
Loose Coupling . . . .
(LC) %nfrastruct}lre components are designed to minimize the Konsynski,
impact of internal changes on others elements. 2010)
IT . The extent to which organization-wide IT standards, (Weill & Ross,
Standardization . . 1 :
(ITS) policies and compliance guidelines are in place. 2004)
Digital Reach The extent to which IT services are V¥51ble, gcgess1ble, (Mikalef et al.,
(DR) and deployable across different functions within the 2021)
firm and outside its boundaries.
Digital N . .
The extent of an organization's IT assets including
Infrastructure eople and digital infrastructure Self-developed
Size (DIS) beop £ '
. - . : (Lu &
. The combined ability of an organization to proactively
Organizational . . o Ramamurthy,
o and reactively adapt internally to capitalize on
Agility (OA) . . 2011; Panda,
emerging market opportunities and demand changes. 2002)
Comp. Perf. The degree to which an organization performs relative  (Rai & Tang,
(COMP) to its competitors. 2010)

Table 15. Definitions and Sources of Key Constructs

3.2 Data Collection and Analysis

The units of analysis for this international study were organizations headquartered in the DACH
region (Germany, Austria, and Switzerland). Therefore our results should also be applicable to
other advanced economies, especially within the European Union due to comparable institutional
pressures, regulatory environments, and market dynamics. The target participants were alumni of
executive academies or MBA programs who hold executive or management positions. An online
survey tool was used to collect and process data, and potential respondents were contacted directly
through emails and social media requests while being assured of confidentiality and anonymity in
accordance with GDPR (EC, 2016). After removing incomplete, suspicious and outlier responses
(Hair Jr. et al., 2022, pp. 61-84), 166 valid responses remained, which exceeded the minimum
sample size requirements in terms of the ten times rule (Hair Jr. et al., 2022, p. 25). The data were
collected during the height of the COVID-19 pandemic in late 2020. We executed the analysis by
means of partial least squares structural equation modeling (PLS-SEM), which allowed us to
concurrently evaluate the reliability and validity of the measures and estimate relations between
constructs (Hair et al., 2019).

3.3 Bias Analysis

We used wave analysis (Van der Stede et al., 2006) to investigate the possibility of bias resulting
from nonresponse in our survey based on demographic characteristics including gender, job role,
mean age, industry, organizational age, number of full-time employees, and proportion of IT
employees, but found no significant differences. To test for common method variance (CMV), we
incorporated a single-item exogenous measure (age of respondent) as a theoretically unrelated

200



2025 International Conference on Information Resources Management

marker variable, connected to every endogenous latent variable in the structural model (Nitzl,
2016). We compared the estimated path model relationships with and without this marker variable
and found no significant differences. All the theorized pathways maintained their levels of
significance, which suggests no threat of CMV.

4 Results

4.1 Sample Demographics

The job roles of the respondents comprise C-suite executives (18.5%), vice Presidents (13.6%),
directors (22.8%), and general managers (30.2%). Individual contributors and other roles account
for the remaining 14.8%. Functional areas encompass a wide array of expertise, from
manufacturing (30.8%) and IT (26.9%) to finance and insurance (10.9%), administrative and
support activities (8.3%), and beyond. The organizations' age distribution reveals a focus on
incumbents with 86.5% aged 11 years or older and a small percentage (1.8%) representing young
start-ups (0-2 years). The sample mainly consists of large organizations (EU guidelines) with
60.4% employing over 250 FTEs.

4.2 Measurement Model

We evaluated the reliability and validity of our reflective measurement constructs following
current guidelines (Hair Jr. et al., 2022; Manley et al., 2021). Standardized outer loadings, except
ITS3, were significant (> 0.708) and latent variables explained at least 50% of an indicator's
variance, indicating indicator reliability. All constructs met the AVE 0.5 threshold for convergent
validity. However, we attribute this to the nature of the construct, which consists of three indicators
with different scales and is self-developed. We assessed internal consistency reliability using
Cronbach’s alpha (Cronbach, 1951), composite reliability pc (Chin, 2010), and Dijkstra-Henseler's
rho pA (Dijkstra & Henseler, 2015). All constructs exceed the 0.7 threshold on all three measures
(Manley et al., 2021), except for digital infrastructure size, which still shows a good internal
reliability due to its high composite reliability pc and correlations with other constructs. Applying
the Fornell-Larcker criterion and the heterotrait-monotrait (HTMT) approach showed highly
satisfactory discriminant validity, with the square root of each construct’s AVE greater than 0.5
and more than its highest correlation with any other construct, and all HTMT values below 0.85.

4.3 Structural Model

The structural model was evaluated by examining the size and statistical significance of the path
coefficients. Effect size was assessed using the f* values of 0.02, 0.15, and 0.35 as small, medium,
and large, respectively. As showed in Table 2, all hypotheses, except H4b, H4c (marginal), and
H5 (marginal), were supported. MDT had a large positive effect on LC (8=0.555, p<0.01) and
medium positive effects on STA (3=0.376, p<0.01) and DR (8=0.438, p<0.01), supporting Hla-c.
MDT had a small positive effect on ITS (3=0.316, p<0.01) and OA (B=0.348, p<0.01), supporting
H2 and H3, respectively. Additionally, LC had a small positive effect on OA (3=0.191, p<0.01),
supporting H4a. OA had a small positive effect on COMP (3=0.214, p<0.01), while OCB had a
small positive effect on both OA (3=0.208, p<0.01) and COMP (3=0.232, p<0.01), supporting H7
and HS8, respectively. The structural model accounted for 52% of OA’s variance (i.e.
R?adjusted=0.52), 30% of LC’s variance, 20% of COMP’s variance, 19% of DR’s variance, 14% of
STA’s variance, and 9% of ITS’s variance. Finally, collinearity was assessed (Hair Jr. et al., 2022,
p. 191) and found not to be an issue, and the PLS model's predictive power was confirmed by
outperforming the naive LM benchmark in qzpredict and lower RMSE values for all indicators
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(Sarstedt et al., 2021, pp. 36-37). Our examination also unveiled two significant impacts arising
from our control variables. Specifically, organizational age manifested a subtle yet significant
negative effect on competitive performance (3=-0.163, p<0.01). In contrast, organizational size
revealed a moderate and positive effect on competitive performance (8=0.345, p<0.01). Finally,
cloud utilization had no impact on competitive performance (3=0.082, p<0.01).

5 Discussion

This study provides a novel integration of organizational capabilities that foster agile crisis
responses by considering mindfulness towards digital transformation (MDT) in conjunction with
digital infrastructure flexibility and size, and organizational citizenship behavior (OCB) in a major
crisis context. To this end, research hypotheses (see Table 2) have been developed and examined
based on data drawn from Germany, Austria, and Switzerland.

Besides validating the agility-performance link in the crisis context (H6), we contribute to agility
research by demonstrating the importance of two organizational capabilities (MDT, OCB), which
have received very limited consideration in prior literature. These can be developed and nurtured
to rapidly and effectively respond to dynamic environments to address the next frontier of
organizational agility (Tallon et al., 2022). In the crisis context, most previous studies have focused
on the role of pre-crisis risk-aversion behavior, which can be implemented, e.g., by business
continuity planning (Ameri & Musa, 2021; Herbane et al., 2004), systematic crises preparation (El
Idrissi et al., 2022; Fowler et al., 2007) or, more generally, through developing IT resources and
capabilities for continuously sensing and adapting to meet new requirements (e.g. Mikalef et al.,
2021; Panda & Rath, 2018; Queiroz et al., 2023). The factors associated with organizational agility
investigated in this study are different. They refer to organizational capacities that can be
developed without having to rely on prepared contingency plans or communication protocols,
which are likely to be outdated or limited, considering an unprecedented crisis situation with
unforeseeable market changes and opportunities for digitalization. Instead, MDT entails being
aware of digital options aligned with the organizational strategy in any given moment of time,
which not only affects the organization’s digital infrastructure (by making it more flexible and
bigger, H1-2), but also fosters its capacity for swift changes, specially crisis-related (H3).

Path Eff.

coeff. (B) size f2 t-value  Verdict

No. Relationship

MDT is positively related with a digital

skeskok
Hi infrastructure flexibility characterized by (a) () 0.555 0445 8.634 Supported.
(a- loose coupling, (b) IT standardization, and (c) (b) 0.376 0.165 5.078™* (a-c)
c) oosccouping, ’ (c) 0.438 0238  6.629%**
digital reach.
pp MPDT is positively related with size of an 0316  0.111 4.900%** Supported.
organization’s digital infrastructure.
3 ig?gyls positively related with organizational 0.348 0.137 4388%** Supported.
H4 A more ﬂex1bl§ IT infrastructure, in terms of (@) 0.191 0.033 2.115*  Supported
(a) loose coupling, (b) IT standardization, and NS
(- ¢) digital reach, is positively related with () 0:090 0.011-1.324 = for (a), not
0) g » 15 P y (c)0.138 0.023 1.736T (b, c).

organizational agility.
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The size of an organization’s digital
HS5 infrastructure is positively related with -0.107 0.022 1.759"
organizational agility.
16 Orgam;aﬁonal agility positively affects 0.214 0042 2501*  Supported.
competitive performance.

H7 OCB positively affects organizational agility. 0.208 0.064 2.684** Supported.

HS I?e?zr[r)r(l):gézely affects competitive 0932 0050 2.647% Supported.

Th<0.10, *p<0.05, **p<0.01, ***p<0.001, ™ Not significant
Table 2. Summary of Hypotheses Tests

Not
supported.

The significance of the socio-technical dimensions considered in this study also offer a
contribution to IS strategy literature, which recognizes the importance of combining or
complementing deliberate and emergent strategies (Parnell, 2000; Salmela & Spil, 2002). While
organizations can prepare business continuity plans for anticipated incidents (Niemimaa et al.,
2019), the necessity to adapt quickly and seize new market opportunities in unexpected ways may
require more than solely relying on premeditated strategies (Ye et al., 2022). This calls for an
element of emergent response. The importance of nurturing MDT in terms of positively affecting
organizational agility on the basis of an intertwinement of the organizational and IS strategy
supports this assertion.

Our findings highlight the importance of ensuring digital infrastructure flexibility and avoiding
rigidity (Kim et al., 2018) which can act as a foundation for emergent strategy adaptations, or in
other words prepare for organizational agility (Galliers, 2006). However, in terms what constitutes
the most valuable characteristic of flexible digital infrastructures, our study emphasizes the role of
loose coupling (H4a). Loose coupling allows for quickly updating or replacing single components
without disrupting the digital infrastructure and consequently operations. The other two considered
factors of flexible digital infrastructures, which prior work has considered as parts of a composite
construct (Mikalef et al., 2021), do not clearly provide added value for organizational agility
(H4b,c) in this study’s crisis response context. In terms of digital reach, the positive effects are at
least marginally significant (p<.1) and in the anticipated direction. However, there is no evidence
supporting that IT standardization benefits organizational agility. Our conceptualization and
operationalization has considered IT standardization based on organization-wide inbound IT
standards (Paik et al., 2017) and compliance requirements. As indicated in section 2, such IT
standardization could also lessen flexibility (Ahlemann et al., 2023). Seen as prohibitive global
norms (Bernroider, 2021), they are likely to cause tensions between internal and external
requirements for organizational changes. Consequently, it would be interesting to pursue further,
whether balanced approaches, e.g., those aiming to resolve tensions between IT standardization
and differentiation (Gregory et al., 2015), can benefit organizational agility.

While our findings on the effects of digital infrastructure size (H5) on organizational agility are
only marginally significant (p<.1), they warrant attention, particularly because they indicate
negative effects instead of the presumed positive effects. We initially argued for positive effects
based on prior research that highlighted gains in automation (Tian et al., 2020) and enhanced
business analytics capabilities (Lu & Ramamurthy, 2011). However, our findings lend support to
opposing perspectives, suggesting that an increase in digital infrastructure size can lead to
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complexity and thus cause greater integration challenges, particularly with legacy IT (Limaj et al.,
2020; Wimelius et al., 2021). The resulting digital infrastructure complexity can make swift
decisions for market-related changes and even internal operational adjustments harder.

Another main contribution of this study is the recognition of the significant impact that OCB has
on enhancing organizational agility (H7) and competitive performance (H8) during a crisis. Whilst
OCB has a long history in studies of organizations, IS research has generally neglected the
potential of OCB for organizational effectiveness, especially in the context of change (Davison et
al., 2020). Our research suggests that in times of crisis, organizations can benefit from employees
who are willing to go beyond their formal duties and take the time to explain and solve problems,
thereby mobilizing knowledge (Holbeche, 2019) and facilitating required rapid change.

Future work may expand on these findings by investigating the interrelated effects of social, human
and structural capital on change performance (Neumannova et al., 2023). To conclude, we need to
note key limitations, which include the use of self-reported, cross-sectional data from convenience
sampling, translating into a need for replication with alternative designs.
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Abstract

The study explores public sentiment and thematic discourse surrounding the Paris Olympics 2024
opening ceremony through the analysis of YouTube comments. Employing advanced natural
language processing methods, the research leverages sentiment analysis using a RoBERTa-based
model and topic modelling through Latent Dirichlet Allocation (LDA) and BERTopic. The analysis
of over 20,000 comments highlights diverse audience reactions, uncovering themes of cultural
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pride, artistic appreciation, and significant polarization on ideological and religious topics.
Positive sentiments emphasize inclusivity, creative displays, and national pride, while negative
sentiments critique perceived political messaging and religious insensitivity. Neutral observations
reflect analytical engagement with the event.

The comparison of LDA and BERTopic reveals both overarching themes and nuanced insights,
underscoring the value of complementary methodologies in capturing complex audience
dynamics. The findings emphasize the challenges and opportunities of crafting global events that
resonate across diverse cultural expectations, offering actionable recommendations for enhancing
inclusivity and mitigating controversy in future international ceremonies.

Keywords
Large Language Models, DSRM, Sentiment Analysis, Topic Modelling, LDA, BERTopic, Paris
Olympics Opening Ceremony

1. Introduction

1.1 Background, Gap, and Motivation

The rapid development of social media platforms like Meta (Instagram, Facebook), X (formerly
Twitter), and YouTube has significantly transformed human interactions. These platforms enable
users to share videos, exchange messages, and express opinions with a global audience. Among
them, YouTube stands out as the leading video-sharing platform (Zhang, 2023), ranked as the
second most visited website globally, with 122 million active daily users (Omnicore, 2023). Users
upload approximately 500 hours of video every minute, and over five billion videos are watched
each day (Omnicore, 2023). To facilitate content discovery, YouTube organizes videos into
distinct categories and offers features, such as likes, dislikes, and comments for user engagement.

This explosion of user-generated content on platforms like YouTube offers a rich, dynamic
repository of textual data, encompassing video descriptions, comments, and reviews. Analysing
these interactions can reveal critical insights into public sentiments and thematic patterns, making
advanced computational tools like topic modelling indispensable. Topic modelling provides a
systematic approach to uncoverin hidden themes within large text collections, complementing
related techniques such as sentiment analysis (SA). SA, a key area of natural language processing
(NLP), focuses on extracting and analysing the sentiments present in user comments using NLP
techniques (Hemmatian & Sohrabi, 2019). It involves various phases that are influenced by pre-
processing steps, such as normalization, stemming, tokenization, and stop word removal. These
steps ensure clean and structured data for subsequent classification of sentiments (Krouska,
Troussas, & Virvou, 2016). Additionally, topic modelling techniques, such as Latent Dirichlet
Allocation (LDA) and Correlated Topic Models (CTM), rely on assumptions about how topics are
generated and their relationships with words. For instance, LDA assumes that documents consist
of multiple topics, while CTM accounts for relationships between topics. In this study, BERTopic,
an advanced neural topic modelling approach, will be applied alongside LDA to analyse online
reviews and identify key themes, offering a comprehensive exploration of both thematic patterns
and sentiment dynamics without imposing strict assumptions about topic structure (Mohanna &
Basiouni, 2024).
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The utility of these techniques becomes particularly compelling in the context of global events like
the Paris Olympics 2024, a milestone that not only celebrates athletic excellence but also catalyses
vibrant public discourse across digital platforms. Drawing global audiences, the Paris Olympics
inspires discussions on inclusivity, representation, and the narratives surrounding athletes’
achievements. Social media platforms, such as YouTube provide a space for real-time public
engagement, capturing diverse sentiments and opinions as the event unfolds.

This study focuses on analysing public sentiment and thematic discourse within YouTube
comments posted under the official video of the Paris Olympics 2024 opening ceremony. By
utilizing Latent Dirichlet Allocation (LDA) and BERTopic for topic modelling, combined with
sentiment analysis, it aims to uncover evolving public opinions and emerging themes related to
inclusivity, representation, and the cultural significance of the event. These methodologies address
key gaps in understanding how audience sentiments develop and how thematic narratives evolve
throughout such a monumental global event.

Despite extensive research on the societal impact of the Olympics, there is limited understanding
of how global audiences engage in real-time discourse during such events on platforms like
YouTube (Mehra et al., 2024; Bandyopadhyay & Karmakar, 2024; Mello et al., 2023). To the best
of our knowledge, this study is the first to focus specifically on analysing public sentiment and
thematic discourse surrounding the Paris Olympics opening ceremony on YouTube. By combining
advanced topic modelling techniques with sentiment analysis, this investigation not only offers
new insights into public discourse but also contributes to a broader understanding of how global
audiences experience and engage with the Olympics.

1.2. Research Objectives

This study seeks to explore public sentiment surrounding the Paris Olympics 2024, specifically as
expressed in YouTube comments under the official video of the opening ceremony. The study
employs Latent Dirichlet Allocation (LDA) and BERTopic for dual topic modelling to identify
dominant and nuanced themes in YouTube discussions due to their high level of success for such
tasks (Atagiin, Hartoka, & Albayrak, 2021). This approach allows for a comprehensive analysis of
topics such as inclusivity, representation, and the celebration of global athletic achievements.

Furthermore, the research examines public attitudes regarding inclusivity and representation,
particularly how these themes are reflected in audience sentiments and commentary. By comparing
LDA and BERTopic, the study also contributes methodological insights into the effectiveness of
topic modelling. The Research questions are formulated as following:

. What does public sentiment reflect throughout key moments of the opening ceremony of
Paris Olympics 2024?
. What are the primary themes in YouTube discussions about the Paris Olympics?

2. Literature Review

The extensive data generated on social media platforms has opened unprecedented opportunities
for the academic exploration of human beliefs and behaviours. Social media serves as a naturally
occurring repository of human interactions, providing valuable insights into patterns of
communication and intent (Tyshchuk & Wallace, 2018). Researchers can now investigate human
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behaviours from multiple dimensions, including attitudes, social norms, and perceived behavioural
control, using advanced computational methods such as natural language processing and social
network analysis (Tyshchuk & Wallace, 2018). Advanced data-driven techniques, such as
sentiment analysis and topic modelling provide fresh insights into social media discussions.
Sentiment analysis identifies subjective aspects within comments through various methods,
including natural language processing (NLP) and machine learning (ML) algorithms. Using
sentiment analysis techniques, decision-makers can track shifts in public opinion regarding
businesses, events, products, services, and solutions on social media platforms. (Durga et al.,
2023). These tools provide dashboards that display trends in positive, negative, and neutral
sentiments for platforms like X, YouTube, etc., where many users express their views on various
topics (Aloufi & Saddik, 2018). Effective sentiment analysis often relies on unsupervised learning
techniques (Yoo, 2018). Studies indicate that using pre-trained sentiment libraries can yield
reliable results even when analysing comments across diverse domains (Agrawal & Mittal, 2022;
Lee, 2017). Numerous methods for text mining have been developed to uncover themes within
extensive text datasets, with topic modelling emerging as the most widely used approach (Egger
& Yu, 2022). This technique, rooted in statistical modelling and applied in ML and NLP, identifies
latent subject themes within a text corpus (Guo, 2017). Popular algorithms for topic modeming
include Latent Dirichlet Allocation (LDA), latent semantic analysis, Top2Vec, and BERTopic
(Egger & Yu, 2022).

Although topic modeming methods are robust, most research tends to utilize a single model, with
LDA being the most common choice (Gallagher, 2017). However, LDA has faced significant
criticism regarding its effectiveness in analysing social media data (Egger & Yu, 2022). For
instance, it often overlooks co-occurrence relationships when multiple subjects are present in a
text (Jaradat & Matskin, 2019). Furthermore, noisy and sparse datasets, which lack essential
statistical learning features, pose challenges for LDA (Chen, 2019). Recently, BERTopic has
emerged as a more effective alternative in certain contexts, particularly for analysing short and
concise textual data from social media platforms (Jeon et al., 2023). Researchers have
demonstrated BERTopic's ability to derive meaningful themes from noisy datasets (Jeon, 2023).
This method leverages sentence-transformers to extract document embeddings, supporting over
50 languages, and excels at identifying consistent linguistic patterns. Unlike LDA, which provides
discrete topic models, BERTopic offers a continuous modeming approach, setting it apart (Egger
& Yu, 2022). The model allows researchers to generate significant themes and incorporates
hierarchical clustering, which aids in exploring specific topics and their interconnections, enabling
a deeper analysis of a broad range of topics (Grootendorst, 2022).

3. Methodology, Design and Implementation

This study adopts the Design Science Research (DSR) methodology to develop the research
problem and address the proposed research questions through structured mechanisms, following
established guidelines in the field (Hevner & Chatterjee, 2010). DSR plays a crucial role in
Information Systems (IS) by identifying emerging IT capabilities that extend beyond their
traditional domains. The methodology involves both a process (activity) and a product (artifact),
embodying both an action-oriented (verb) and object-based (noun) perspective (Walls, 1992). This
dual nature highlights how artifacts are conceptualized and utilized to influence and interact with
real-world systems.
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In the context of IS research, DSR produces targeted IT artifacts designed to address significant
organizational challenges (Hevner, 2004). Fundamentally, any designed object that inherently
provides a solution to a well-defined research problem qualifies as a DSR artifact (Peffers, 2007).
The application of DSR in this study ensures a systematic approach in designing, evaluating, and
refining the analytical models—sentiment analysis, LDA, and BERTopic—to generate actionable
insights from the YouTube comments dataset.

This study analysed a total 0f 20,204 YouTube comments, including replies, collected from official
Paris Olympics Opening Ceremony videos hosted on mainstream media platforms. By examining
these comments, the study aims to provide insights into public sentiment, highlight key thematic
discussions, and explore the broader audience engagement with the event. The inclusion of replies
enriches the dataset, allowing for a more comprehensive understanding of conversations and
interactions surrounding the ceremony. The methodology consisted of three key components:
Sentiment Analysis, Topic Modelling using Latent Dirichlet Allocation (LDA), and Topic
Modelling using BERTopic.

3.1 Sentiment Analysis

Sentiment analysis was conducted to classify comments into three categories: Positive, Neutral,
and Negative. The cardiffnlp/twitter-roberta-base-sentiment model, a RoBERTa-based
transformer fine-tuned on social media text, was used due to its robustness in handling informal
language, slang, and abbreviations.

Text preprocessing involved removing URLs, special characters, and excess whitespace.
Additionally, a hybrid language detection method was implemented to focus the analysis on
English-language comments. This included an initial pass using the langdetect library and a
fallback to a zero-shot classification model for ambiguous cases. A negation-handling function
was also integrated to manage phrases like “not happy,” ensuring proper interpretation of
sentiment polarity by appending prefixes to negated words.

To optimize the process for a large dataset, comments were divided into batches and processed on
a GPU to improve efficiency. Tokenization ensured that inputs adhered to the model’s maximum
length of 512 tokens, retaining critical information while discarding excessive text. Sentiment
outputs were mapped to user-friendly labels, and the final predictions were appended to the dataset
for subsequent analysis.

3.2 Topic Modelling with LDA

Topic modelling was performed using Latent Dirichlet Allocation (LDA) to uncover key themes
in the comments. This generative probabilistic method identifies latent topics based on word co-
occurrence patterns, treating each comment as a mixture of topics. (Atagiin, Hartoka, & Albayrak,
2021).

Text pre-processing included removing stopwords, URLs, and non-essential characters. The
comments were converted into a document-term matrix using the CountVectorizer, limiting the
vocabulary to the most frequent 1,000 words. This ensured a balance between computational
efficiency and topic interpretability.
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LDA was applied to both the full dataset and sentiment-specific subsets to explore thematic
variations across Positive, Neutral, and Negative comments. The number of topics was predefined,
typically ranging from five to ten, based on exploratory testing to maintain coherence without
oversimplifying the themes. For each topic, the top keywords were extracted, and semi-automated
labelling was conducted, supported by manual inspection, to assign descriptive names to the
themes.

3.3 Topic Modelling with BERTopic

BERTopic, a transformer-based topic modelling method, was used to complement LDA by
leveraging contextual embeddings and advanced clustering techniques. This approach provided
deeper insights into the complexity of discussions in the dataset. (Wijanto, 2024).

The BAAI/bge-small-en SentenceTransformer model was used to generate embeddings for the
comments, preserving semantic and contextual information. These embeddings were reduced
using UMAP to facilitate clustering. HDBSCAN, a density-based clustering algorithm, identified
distinct groups of comments, representing topics. Unlike LDA, BERTopic dynamically
determined the number of clusters based on the dataset’s structure, enabling more adaptable topic
generation.

For topic representation, BERTopic employed multiple strategies. KeyBERT-inspired keyword
extraction highlighted the most representative terms, while Maximal Marginal Relevance (MMR)
ensured diversity in keyword selection. Labels for topics were generated using the LLaMA-2
model, which provided concise, human-readable summaries based on the extracted keywords.

The combination of sentiment analysis and topic modelling provided a comprehensive
understanding of public reactions to the Paris Olympics Opening Ceremony. Sentiment analysis
categorized comments effectively, while LDA and BERTopic uncovered thematic insights. LDA
offered a reliable baseline for broad topic identification, whereas BERTopic captured nuanced and
contextually rich themes, making it particularly suited for analysing complex discussions.

4. Evaluation and Results

The analysis of YouTube comments on the Paris Olympics opening ceremony highlights a blend
of admiration, cultural pride, and significant polarization among viewers. Many celebrated the
representation of national identities, particularly from regions like South Asia, and appreciated the
creative and artistic displays. The ceremony served as a platform for cultural expression, with
musical performances and visual storytelling standing out as key highlights. However, artistic
choices also sparked controversy, with some viewers feeling alienated by themes they perceived
as provocative or divisive. These differences reveal the complexities of creating a global event that
caters to diverse cultural expectations.

In terms of sentiment distribution, the analysis revealed a predominance of negative sentiment,
followed by neutral and then positive responses. Among a total of 20,204 comments, 12,646 were

written in English, indicating that over half of the engagement came from English-speaking users.

Polarization was particularly pronounced around issues of ideology, religion, and representation.
Discussions around LGBTQ+ themes and perceived political messaging divided audiences, with
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some praising inclusivity and others criticizing it as excessive or polarizing. Similarly, religious
symbolism sparked debate, as some appreciated its inclusion while others viewed it as mocking or
inappropriate. These reactions underscore how the intersection of global values, cultural
sensitivity, and creative expression can elicit both admiration and backlash, highlighting the
challenges of uniting a global audience through such a high-profile event.

Sentiment Count
Negative 5.347
Neutral 4.287
Positive 3.012

Table 1: Sentiment Distribution

The sentiment-based analysis of the Paris Olympics opening ceremony reveals a multifaceted
narrative, reflecting the event’s ability to captivate, inspire, and divide its global audience. By
examining negative, positive, and neutral sentiments, distinct patterns emerge, shedding light on
how viewers perceive the ceremony through various emotional and analytical lenses.

The positive sentiment highlights a strong sense of admiration for the ceremony’s cultural, artistic,
and nationalistic elements. Many viewers celebrated the creative displays, particularly the musical
performances by iconic artists, as well as the remarkable execution of the event’s staging. There
was significant pride expressed by audiences from countries like India, Pakistan, and Bangladesh,
emphasizing the inclusivity and global appeal of the Olympics. The tone was largely celebratory,
emphasizing the event's success in delivering memorable experiences and instilling a sense of
admiration in many.

Conversely, the negative sentiment reveals significant polarization, particularly around
ideological, cultural, and religious themes. Criticism often centered on perceived political
messaging, with some viewers reacting negatively to LGBTQ+ representation, labelling it
excessive or inappropriate. Religious elements also sparked controversy, with some feeling that
Christianity or spirituality was mocked or disrespected. Additionally, viewers expressed
dissatisfaction with the overall execution, describing the event as disorganized, boring, or lacking
coherence. These reactions illustrate the challenges of balancing artistic freedom and global
cultural sensitivity in a high-profile event.

The neutral sentiment occupies a middle ground, reflecting analytical and observational
commentary. Viewers explored specific details of the ceremony, such as comparisons to
Eurovision, discussions of cultural symbols, and questions about performances. The tone was
inquisitive and reflective, with less emotional investment, showing that many were engaging with
the event on an intellectual rather than intuitive level. This sentiment also touched on themes of
representation and symbolism, but with a more open-ended approach.

Overall, the synthesis of sentiments paints a picture of a globally impactful yet polarizing event.
The ceremony successfully inspired many through its artistic and cultural displays while
simultaneously provoking controversy and debate on ideological and religious grounds. Neutral
discussions reflect the audience’s deep engagement with the ceremony, showing that, whether
through admiration, critique, or analysis, the event succeeded in sparking conversation and
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connecting people worldwide. This complex web of reactions underscores the dual challenge and
opportunity of crafting an event that resonates across diverse global audiences.

The topics from BERTopic reflect a wide range of viewer reactions to the Paris Olympics opening
ceremony, capturing both the celebratory and critical aspects of audience engagement. Overall, the
themes highlight the ceremony’s ability to inspire national pride, spark artistic appreciation, and
provoke controversy on sensitive topics.

On the positive side, many topics emphasize admiration for cultural representation and inclusivity.
Viewers expressed joy and pride, particularly in discussions about the participation of nations like
India and Bangladesh. This underscores the Olympics' role as a global unifier, where all nations
receive a spotlight and resonate strongly with their audiences. Artistic performances were also a
major highlight, with topics indicating praise for the event’s creative elements and emotional
moments. These discussions reflect how the ceremony was able to create a sense of unity and
wonder for many viewers, aligning with the traditional goals of an Olympic opening.

On the critical side, the topics reveal significant controversy, particularly around religious and
ideological themes. Discussions of “Last Supper Mockery” and references to Christianity highlight
a strong negative reaction from viewers who felt certain elements were disrespectful or
inappropriate. Similarly, the “Freak Show” and “Cringe Culture” topics indicate harsh criticism of
the ceremony’s tone and artistic choices, with some audiences perceiving it as over-the-top or out
of sync with their expectations. These reactions show how the event’s creative and symbolic
elements, while bold, failed to connect with certain portions of the audience, resulting in sharp
polarization.

The analysis from LDA and BERTopic reveals both similarities and differences in how audience
reactions to the Paris Olympics opening ceremony are captured. Both methods identify key themes,
such as cultural pride, artistic appreciation, and polarization around ideological and religious
topics. For example, both approaches highlight the positive engagement from audiences in
countries like India and Bangladesh, as well as criticism of perceived religious insensitivity and
controversial artistic choices. This alignment underscores the consistency in capturing the
overarching sentiments.

However, the approaches differ in granularity and focus. LDA provides broader, more general
themes (e.g., LGBTQ+ representation, religious sensitivity, artistic brilliance), while BERTopic
breaks down the discussion into more specific and labelled clusters, such as “Last Supper
Mockery,” “Freak Show,” or “Love for Bangladesh.” BERTopic’s specificity allows for deeper
exploration of distinct moments or controversies, whereas LDA excels in grouping broader
emotional and thematic categories. Together, these methods provide a comprehensive
understanding, balancing detailed event-specific insights with overarching audience sentiments.

5. Discussion

This study conducted sentiment analysis and topic modeling on public responses from YouTube
comments regarding the Paris Olympics 2024 opening ceremony. Employing RoBERTa-based
sentiment analysis along with LDA and BERTopic for topic modeling, our findings show nuanced
sentiment classifications and thematic insights. Here, we contextualize our results by comparing
them with those from related studies using similar methodological frameworks
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.Our sentiment analysis approach, which utilized a RoOBERTa-based model specifically fine-tuned
for social media data, aligns well with the findings from Arnob et al. (2023). Arnob et al. employed
RoBERTa alongside distilBERT and XLNet models on Twitter data related to FIFA World Cup
2022, achieving robust classification accuracy. Similar to their findings, our results demonstrated
the capability of RoBERTa to handle informal, colloquial, and short-text data effectively.
However, an important difference was that Arnob et al. (2023) incorporated explainability with
LIME to elucidate model decisions clearly, something our current study did not integrate. This
suggests potential future enhancement by including explainable AI methods to deepen
interpretability and improve transparency of sentiment predictions.

When compared to the study by Karki et al. (2024), which explored sentiment dynamics during
the FIFA World Cup 2018 using CatBoost for classification and BERT-based topic modeling,
several key differences emerge. Karki et al. found significant fluctuations in negative sentiments
correlated closely with team losses, highlighting how sports outcomes directly influence fan
emotions. In contrast, our analysis revealed ideological and cultural controversies (such as debates
surrounding LGBTQ+ representation and religious symbolism) as primary drivers of negative
sentiment, rather than event outcomes themselves. The thematic nature of our event—cultural and
artistic versus sports competition—could largely explain this discrepancy. Additionally, Karki et
al.'s (2024) integration of geographical and temporal segmentation in their analysis allowed for a
more granular understanding of sentiment fluctuations, suggesting that incorporating similar
segmentation in future Olympic studies might enhance the depth of insights.

Our findings also align closely with those from Bandyopadhyay and Karmakar (2024), who
analyzed Olympic-related Twitter data using BERT-based models, achieving high accuracy
(99.23%). Their use of advanced deep learning architectures such as CNN, BiLSTM, and BERT
demonstrates that transformer-based models are highly effective for capturing nuanced public
sentiment regarding Olympic events. Our similar success with ROBERTa reinforces the conclusion
that transformer-based models robustly perform sentiment analysis in social media contexts
involving global events.
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6. Implications

The results of this study provide critical insights for both the organizers of global events like the
Paris Olympics and for researchers interested in understanding public discourse in a digital
context. The implications highlight the importance of managing public perception, addressing the
diverse expectations of a global audience, and leveraging social media data for continuous
improvement.

The polarization observed in the sentiment analysis, particularly around ideological and religious
themes, underscores the importance of cultural sensitivity. Olympic organizers should consider
inclusive storytelling that carefully balances artistic freedom with respect for cultural and religious
diversity. Implementing audience feedback loops during the creative process can help pre-
emptively identify potentially divisive elements.

The mixed reactions related to controversial themes indicate the need for deeper community
engagement initiatives. Organizers could create dialogue opportunities post-event, such as open
forums or social media discussions, to address viewer concerns and explain creative choices. These
efforts could help bridge gaps in understanding and reduce the negative sentiment that arises from
perceived cultural or ideological insensitivity.

7. Future Recommendations

Future research should consider incorporating additional platforms beyond YouTube, such as
Instagram, TikTok, or Facebook, to capture a broader spectrum of public sentiment. Different
platforms host different demographic segments, and this could provide a more nuanced
understanding of audience reactions.

To enhance global representativeness, future studies should also expand the dataset to include
multilingual comments. Incorporating non-English data would allow researchers to explore
cultural variations in sentiment and uncover insights from diverse linguistic communities.
Another important dimension is the temporal and geographic breakdown of sentiment. Segmenting
sentiment data by time (e.g., before, during, and after the event) and location can reveal dynamic
patterns and regional sentiment trends. This information could be valuable for researchers seeking
to study the evolution of public opinion and for event organizers aiming to tailor content to specific
audiences.

In terms of topic modelling, greater transparency in topic labelling is essential. Clarifying how
topics are named—whether through manual inspection, automated summarization, or a hybrid
approach—will make the process more reproducible and interpretable, thereby strengthening the
credibility of findings. Future research should also consider integrating Explainable Al (XAI)
techniques. The use of methods such as LIME or SHAP would improve transparency by revealing
how models make classification decisions. This would increase trust in model outputs and make
the insights more accessible and actionable for both academic and applied audiences, including
event organizers, media analysts, and cultural commentators.

Lastly, to complement social media analytics, qualitative methods such as interviews and surveys
could also be employed to gather deeper, context-rich insights directly from participants. These
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methods would allow researchers to explore motivations, emotional responses, and interpretations
that may not be fully captured through text analysis alone.
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Abstract
This study explores the role of Artificial Intelligence (Al)-powered personalisation tools in
facilitating consumers’ purchase decision-making process within the online shopping
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environment. Recently, there has been a rapid growth in online shopping, and retailers have
adopted Al-powered personalisation tools such as recommendation systems, chatbots and
dynamic pricing to assist and support their consumers with the purchase decision. The techniques
and tools required to achieve personalisation have been studied, however, their influence and
supportive role during the consumer decision-making journey remains unexplored. The research
addresses this gap by assessing how Al-powered personalisation tools facilitate the purchase
decision from the problem recognition phase to the post-purchase phase. The findings from the
research suggest that AI-powered personalisation can provide valuable support throughout four
of the five phases of the consumers’ decision-making process through tools Al-powered
personalised recommendations, Al-driven contextual recommendations and comparison tools, Al-
driven comparison analysis tools, Al-driven personalised reminders and in-cart
recommendations. However, tools like AI-driven chatbots and Dynamic pricing are deemed as less
relevant by consumers. Post-purchase, Al support is not particularly effective for consumers, who
find Al-driven chatbots and review requests to be unhelpful in handling complex queries. The
findings emphasise the importance of Al-powered personalisation but also raise a need for
improvements to align with customer expectations

Keywords

Artificial Intelligence, AI-Personalisation, Decision-Making Process, Online Marketplace.

1. Introduction

Personalisation refers to the provision of goods and services to consumers that fit their specific
requirements (Huang & Zhou, 2019). This technique is particularly prevalent in the online
marketplace, where consumers can be offered a convenient shopping experience as well as a
variety of choices and product-related information. Recently, online retailers have provided
consumers with even more convenience and efficiency by introducing Artificial Intelligence-based
(A]) tools called product recommendation agents. These relate to Al-enabled personalisation tools
that give individualised suggestions to consumers based on their requirements and specifications
(Xiao & Benbasat, 2018). These tools can anticipate consumers’ needs, provide tailored product
recommendations, and optimise pricing, yet their influence across the entire consumer decision-
making process remains unexplored.

The integration of Artificial Intelligence (AI) with personalisation techniques has transformed
customers’ online shopping experience, allowing for effective marketing initiatives to be actioned
at the most strategic time (Gao & Liu, 2023). Using tools such as recommendation agents, Al-
powered personalisation can tailor product recommendations to an individual’s browsing and
purchase history. This is achieved by collecting consumer data and manipulating and translating
this data to find opportunities that meet consumers’ wants and needs (Mashood et al., 2023).
Therefore, Al-driven personalisation can play a significant role in consumers’ decision-making
(Mohsin, 2024). It is therefore not surprising that e-commerce businesses are allocating a
significant number of resources towards the use of Al-powered personalisation.

Given the advent of Al-personalisation and the significant rise in consumer purchases online, it is

important to understand consumer decision-making in this context (Mohsin, 2024). For instance,
Kotyrlo et al. (2024) report that there is a low level of trust in Al technologies among online
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consumers, caused mainly by concerns around security and data privacy. They also report that
consumers are often not aware of the practical applications of Al in that context. Although there
is ample literature on the technical capabilities of Al within the e-commerce sector, there is a gap
in available research on how Al-powered personalisation technologies facilitate decision-making.
Few studies address how consumers perceive and interact with these technologies throughout the
decision-making process. It is therefore important to understand the role that Al personalisation
plays in facilitating purchase decisions across the different stages of the consumer purchase
decision-making journey.

To address this gap, the study investigates how Al technologies support consumers in their
decision-making journey from the need awareness to post-purchase. The following research
question has been formulated to address the research problem: How is Al-powered personalisation
used to support the consumer purchase decision-making process?

Using a qualitative approach comprising of semi-structured interviews of online shoppers, the
study investigated the role of Al-powered personalisation throughout the five stages of consumer
decision-making namely: Problem Recognition, Information Search, Evaluation of Alternatives,
Purchase Decision and Post Purchase Evaluation.

The paper contributes to practice by providing valuable insight to businesses looking to enhance
their e-commerce marketplaces through Al-driven personalisation strategies. The paper does this
through its in-depth analysis of Al technologies, highlighting benefits and key limitations,
particularly regarding the effectiveness of chatbots in post-purchase support. It also contributes to
existing literature by bridging the gap where the influence of Al-personalisation on the consumer
decision-making process is underexplored. This gap is addressed by assessing the influence across
all five stages of the Engel-Kollat-Blackwell (EKB) model.

The paper is structured as follows. Section 2 is the literature review, providing an overview of Al
technologies, how AI enables personalisation, personalisation techniques, and their role in
consumer decision-making. Section 3 details the research design, while Section 4 discusses the
findings derived from qualitative interviews. The paper is concluded in section 5, summarizing
key contributions, limitations and suggestions for future research.

2. Literature Review

With the many technological advances that have been introduced in today's digital era, consumers'
decision-making in the online marketplace has undergone major changes. Online retailers are now
delivering individualised and personalised recommendations, content and promotions tailored to
preferences using technology like Al (Yoon & Lee, 2021). In this section, we will delve into the
intricacies of Al-enabled personalisation, exploring its mechanisms and implications. We also
examine existing research on the impact of Al-personalisation on consumer decision-making,
providing insights into the evolving landscape of online marketplaces.

2.1 Artificial Intelligence

Al is frequently defined as a system's capacity to accurately understand external data, assimilate
knowledge from it, and use these insights to accomplish predefined objectives and tasks (Haenlein
& Kaplan, 2019). Recently, there has been an increased interest in Al technologies, together with
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data analytics, due to the need for companies to be increasingly competitive (Ameen, Tarhini,
Reppel, & Anand, 2021). The technologies relevant to Al-powered personalisation relate to
Machine Learning (ML) for recommendation systems, Deep Learning (DL) for enhancing
recommendation systems and Natural Language Processing (NLP) for real-time assistance
chatbots.

Al encompasses a range of technologies that enable machines to process information, learn from
data, and make autonomous decisions. These models learn from the data and assist organisations
with predictive analytics (Pallathadka et al., 2023). ML algorithms evolve through repeated
exposure to data, enhancing their accuracy in predicting outcomes (Castillo & Taherdoost, 2023).
The algorithms find patterns and trends in large datasets, training the machine to make
recommendations (Helm et al., 2020). In e-commerce, the algorithms identify patterns in the
behaviours of consumers and generate personalised recommendations based on browsing history
and purchase behaviour, thereby improving user experience and engagement (Nwanna et al.,
2025).

A more advanced subset of ML, which is DL, uses multilayered neural networks to refine
recommendations, enhance chatbot interactions, and improve predictive analysis (Rahman et al.,
2024). ML consists of algorithms that continuously improve performance by identifying patterns
in large datasets and training the machine to make autonomous recommendations (Helm et al.,
2020). Multilayered neural networks are artificial neural networks resembling the human brain
that consist of neurons that can process and transmit information Unlike traditional ML, which
does a multistep feature extraction and classification, DL integrates these processes into a single
computational model increasing the precision and efficiency of the applications (Kumar et al.,
2021). This has led to more sophisticated personalisation strategies with the refined chatbot
interactions and optimized recommendation engines enabled by deep learning.

Another critical Al technology applied in e-commerce is NLP, which is the ability of computers
to recognise voice or text in human (natural) language instead of mathematical formulas or
computers (Bhardwaj et al., 2024). NLP-driven Al systems are essential for chatbots, virtual
assistants, and voice-search functionalities, as they can process and respond to customer queries
(Al-Ebrahim et al., 2024; Mehta & Devarakonda, 2018). Some examples of NLP applications are
language translation and in-text next-word suggestions made available in messaging apps,
automated customer support and product recommendations (Mashood et al., 2023). The
effectiveness of NLP in consumer interactions depends on how sophisticated the underlying
models are and how well they can adapt to diverse linguistic patterns and user preferences (Kufel
et al., 2023).

2.2 Al Applications in e-Commerce marketplaces

Al applications in e-commerce have leveraged the advanced techniques enabled by the above-
mentioned technologies to personalise user experiences, streamline transactions and enhance
decision-making. E-commerce marketplaces have increasingly integrated chatbots powered by
NLP and DL to improve the customer experience. Chatbots have helped to facilitate real-time
interactions, assisting customers with queries, product recommendations and tracking orders
(Antonio et al., 2022; Kediya et al., 2024) In the context of decision-making for an online purchase,
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consumers require chatbots to provide recommendations and assistance at an optimal level of
simplicity providing a seamless flow in interactions (Silva et al., 2023).

One of the most widely used applications of Al in e-commerce relates to recommendation systems,
which makes use of collaborative filtering, content-based filtering, and hybrid approaches for
personalising suggestions (Castillo & Taherdoost, 2023; Raji et al., 2024). These systems provide
targeted recommendations by analysing consumer behaviours, browsing history and past
purchases. In the context of decision-making for an online purchase, recommendation systems are
intended to introduce consumers to new products and personalise recommendations to simplify
the decision-making process by narrowing the choices (Bhardwaj et al., 2024; Rahman et al.,
2024).

Dynamic Pricing is another AI powered application in e-Commerce marketplaces. Dynamic
Pricing is powered by ML algorithms and allows for the adjustment of product prices based on
consumers’ profiles and location, product configuration and time of purchase (Kopalle et al.,
2023). The prices are adjusted in real time based on demand, consumer behaviour, and competitor
pricing. With dynamic pricing, ML algorithms evaluate market conditions to optimise pricing
strategies and recognise consumer patterns and behaviours making personalised offers (Rizwan et
al., 2024). An example is how companies like Uber in response to real-time supply and demand
dynamics will adjust prices.

2.3 AI-Enabled Personalisation

Personalisation is the tailoring of products and or services to the preferences of individual
customers (Huang, & Zhou, 2019). Al-powered personalisation enhances the online shopping
experience by offering consumers individualised recommendations, targeted marketing and
predictive analytics (Bawack et al., 2022; J. Huang & Zhou, 2019). Online retailers have assisted
consumers with even more convenience and efficiency by introducing Al tools called product
recommendation agents; these are a type of Al-enabled personalisation tool that gives

individualised suggestions to consumers based on their requirements and specifications (Xiao &
Benbasat, 2018).

Al-enable personalisation has introduced many benefits to both online retailers and online
shoppers. Studies by Huang and Rust (2021) and Nwanna et al. (2025), found that Al-powered
personalisation has redefined the consumer experience due to the relevant recommendations
provided, increasing consumer engagement, trust, and loyalty. Contextual recommendations
which involve providing recommendations during searches provide relevant recommendations
enhancing customer satisfaction (Zimmermann et al., 2005).

3. Engel-Kollat-Blackwell (EKB) Model of Consumer Decision-Making

The Engel-Kollat-Blackwell (EKB) model of consumer decision-making in this paper serves as a
foundational framework for understanding the stages that consumers go through when making
purchase decisions. The model equates shopping by a consumer as a problem-solving process
(Engel et al., 1978; Tesi¢ & Bogeti¢, 2022). It is based on and expands John Dewey’s five-stage
problem-solving process, applying it specifically to consumer behaviour by incorporating
information processing, environmental influences and decision outcomes (Lappeman et al., 2020).
The consumer decision-making process in this model is broken into five phases: problem
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recognition, information search, evaluation of alternatives, purchase decision, and post-purchase
evaluation (Darley et al., 2010; Tesi¢ & Bogeti¢, 2022).

In the first phase, the consumer receives informational inputs from marketing and other stimuli
which get processed and turned into a problem that is recognised (Vishesh, 2020). This problem
recognition stage is influenced by both internal and external factors. Al-driven recommendation
engines, behavioural targeting and personalised notifications play a crucial role in triggering
problem recognition (Lappeman et al., 2020; Vishesh, 2020). For example, recommendation
systems will make product suggestions that the consumer may not have actively sought, through
analysing past behaviour.

After the problem has been recognised, the consumer will evaluate the solution by performing an
information search through things such as reading reviews, browsing company websites or talking
to friends (Virdi et al., 2020). This phase is significantly enhanced and personalised by Al through
contextual recommendations and Al assistants. With this information, the consumer compares
different products based on different factors such as price, quality, and customer reviews, moving
the process to the evaluation of alternatives stage (Lappeman et al., 2020). This phase is often
influenced by external persuasion tactics such as Al driven recommendations.

The evaluation of alternatives phase is where the consumer questions if this is the correct product
or service they require, or if there is something different that could better satisfy their need with
the considerations of price, quality, and features (Lappeman et al., 2020). Customers value the
process of comparing numerous products by using a variety of information sources to identify the
best choice. However, with the abundance of products available online and the expanding number
of online merchants, choosing the right item can be a challenging task (Yoon & Lee, 2021).
Comparison Analysis and Dynamic Pricing are the relevant Al-enabled personalisation are
particularly relevant tools to customers at this stage. Comparison Analysis is when the
recommendation system shows the consumer details of similar or complementary products
simplifying the evaluation process (Moura, Reis, & Rodrigues, 2021). Dynamic Pricing is the
ability for Al applications to charge different rates for the same product to different customers,
depending on individualised personal attributes (Enache, 2021).

Once the alternatives have been evaluated, the consumer moves towards the purchase decision
phase, where they decide whether to buy the product (Virdi et al., 2020; Vishesh, 2020). Al
personalisation strategies facilitate seamless transactions and last-minute purchasing nudges to
further refine this stage. Some examples are in-cart recommendations where complementary
products are suggested (Gao & Liu, 2023). Once the purchase has been done, the process moves
to the final stage which is the post-purchase evaluation phase. This stage assesses whether the
product meets the consumers’ needs and plays a critical role in consumer satisfaction, repeat
purchases and brand loyalty (Lappeman et al., 2020). This is where Al-powered chatbots handle
things like refunds, returns and tracking orders (Silva et al., 2023).

The study by Ashman, Solomon, and Wolny (2015) affirms the adaptability of the model to
participatory, technology-driven cultures, making it a relevant and robust framework for analysing
consumer decision-making in digital environments. The paper highlights how digital tools shift
consumers from passive recipients to active participants in the decision-making journey, and Al-
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powered tools are a part of this shift. Therefore, supporting the use of the model as a valid
framework in modern, tech-driven contexts such as Al-personalisation in e-commerce.

4. Research Design

A qualitative research approach was employed, using semi-structured interviews to gather insights
from online shoppers. Due to the interpretivist stance of the study, a qualitative method is most
suitable for exploring subjective consumer experiences. The study took a deductive research
approach to align with the EKB consumer decision-making model. A cross-sectional research
strategy was implemented, collecting the data at a single point in time. Given the focus on
understanding individual perceptions and experiences with Al-driven personalisation, we chose
semi-structured interviews as the primary data collection method. A semi-structured approach
provided flexibility and a deeper probe into the experiences of the participants while ensuring that
the themes were consistent (Adams, 2015).

Sixteen participants aged 18 to 45, from different regions and who are active online shoppers, were
selected for the study employing purposive sampling (Hennink & Kaiser, 2022). The interviews
were conducted virtually, using Microsoft Teams and Google Meet, with recordings done on the
platforms. The interview recordings were then transcribed and analysed to understand how Al
tools influenced their shopping behaviour. Each participant was given an acronym ranging from
PTO1 to PT16.

Data was analysed systematically, focusing on recurring themes in Al-driven consumer decision-
making. The thematic analysis, using NVivo software, was used to code and identify patterns
across all the responses, categorising the influence of Al at each stage of the consumer decision-
making process (Braun & Clarke, 2022). The major themes, such as targeted recommendations
and real-time assistance, were grouped according to the phase of the decision-making process they
fall into.

Ethical approval was obtained, and informed consent was provided by the participants before the
interviews. This ensured that the study adhered to the research integrity principles set by the
Commerce Ethics and Research Committee.

5. Findings and Discussion

Findings from this study reveal that Al-powered personalisation plays a significant role during the
consumer decision-making process. During the problem recognition phase, the study identified
insights surrounding the supportive role of Al in helping consumers recognise a problem or
establish a need. For instance, participants reported that Al-powered personalised
recommendations like push notifications for discounts or product suggestions, played a crucial role
in prompting needs they had not initially considered: “/ liked a post from [online store] with cute
sandals and then literally sandals started popping up on my Instagram from other stores, so I
ended up wanting a new pair of sandals” [P02]. This finding aligns with Kotyrlo et al. (2024)’s
study which found that Al-powered advertising significantly impacts consumer awareness and
purchase intentions. Their study highlights how the ability of Al to anticipate consumer needs
leads to increased engagement and a higher likelihood of purchase.

230



2025 International Conference on Information Resources Management

However, Al-powered personalisation can also lead to misidentification, which can generate
frustration and annoyance amongst consumers who do not like receiving communications and
recommendations that they consider irrelevant. An example is [P06], showing dissatisfaction with
the personalised system saying “My plus size friend sent me a link for something that she wanted
once and then I never stopped receiving plus size content. I always get those plus size adverts on
my Instagram and on my Facebook — it feels like I'm always being this identified”. This is in line
with Yaiprasert and Hidayanto (2024) who stated that over-personalisation may lead to consumer
disengagement.

Al-powered Chatbots were not found to be as effective during the problem recognition phase.
Instead, consumers primarily interact with this feature once a need has already been established.
Some participants that mentioned they would consult chatbots to confirm specific details about
products, but only after becoming interested in an item.

In the information search phase, consumers value Al-driven contextual recommendations that
offer comparable products and relevant alternatives when they were searching for specific items.
These Al recommendations_enhance the search process by providing more options, allowing
consumers to evaluate a broader selection of alternatives and make an informed decision: “They're
very good at giving other suggestions that are similar in nature” [P04]. Contextual
recommendations and comparison tools facilitate the information search phase, while dynamic
pricing and product comparisons aid in the evaluation of alternatives. For instance, [P09] stated
that during the information search phase “the ability to do a comparison of features is widely
appreciated, especially for high involvement purchases like electronics and appliances”. This
reinforces findings from Gao and Liu (2023), who state that Al personalisation refines search
relevance making online shopping more efficient.

Al-powered Chatbots offering real-time assistance proved to be both beneficial and frustrating for
the consumers interacting with them during the information search phase. While Al-powered
Chatbots can help with straightforward inquiries, several participants noted that these tools lacked
sufficient knowledge for detailed product comparisons, which diminished their usefulness during
in-depth information searches.

In the evaluation of alternatives phase, Al-personalisation techniques like Al-driven comparison
analysis tools can provide consumers with the ability to analyse and compare product features,
prices and reviews. However, some degree of transparency is required to reassure consumers that
their best interests are indeed considered. For instance, some participants did not fully trust these
tools, preferring to conduct independent research due to concerns about potential biases in the
automated comparisons: “I do not use those tools, I don't trust them to be unbiased, so I prefer to
do my own comparison” [PO11]. This lack of trust showed a need for transparency in the Al-based
comparisons, aligning with Necula and Pavaloaia (2023), who found that consumers perceive Al-
generated rankings as often favouring sponsored content over organic recommendations.

This line of thinking is also reflected in how consumers perceive the use of dynamic pricing. Many
participants reported that they often cleared cookies or adjusted search times to avoid price hikes,
highlighting both the effectiveness and perceived manipulative aspect of dynamic pricing. P6
mentioned that when they notice a spike in flight prices “I know they're trying to trick me because
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maybe ['ve searched for those flights before and didn’t think to clear my cookies”. This aligns with
the findings by Rizwan et al. (2024), who found that although dynamic pricing algorithms
influence consumer agency, they also raise concerns about manipulation. However, Enache
(2021), offers a counterargument stating that dynamic pricing is an essential aspect of e-commerce
as it benefits consumers by enabling price optimisation based on demand and competition. The
findings from this study indicate that while this is true from a business point of view, consumers
are increasingly wary of Al-driven price fluctuations.

During the purchase decision phase, Al-driven personalised reminders and Al-driven in-cart
recommendations can effectively nudge consumers toward completing transactions. This was
particularly true for online platforms supplying essential or urgent products like groceries.
However, for non-urgent products, participants tended to ignore reminders, and some even found
them annoying, thus proving that relevance of the need is an important contributing factor to the
purchase decision.

Concerning in-cart recommendations, participants reported that these suggestions often “prompted
[them] to add extra items to their cart” [P10], indicating the relevance of personalised upselling
and cross-selling in the final purchasing decision. This finding is confirmed by Silva et al. (2023),
who found that these strategies promote an increase in the conversion rate by personalising the
final purchase experience. However, while this study found Al personalisation to be effective for
most participants, some view these Al nudges as aggressive marketing tactics to “get them to buy”
[PO1]. As such, they choose to ignore these recommendations: “I am strong willed. If it’s in my
cart, then I'm buying but it will depend on what I can afford. If it’s not meant to be its not meant
to be. If I lose it and they restock I will go for it. But their recommendation generally wont sway
my decision” [PO1].

The findings reveal that the use of Al-driven personalisation techniques during the post-purchase
decision stage needs to be reviewed and improved to truly generate consumer satisfaction and
loyalty. For instance, participants have indeed received Al-driven review requests, but these have
had very limited effectiveness in generating feedback. Most participants indicated that they only
reviewed products or services that significantly exceeded or fell short of their expectations: “Post
purchase if I'm going to end up interacting with an Al tool, it's most probably because something
went wrong with the service I signed up for or the product I bought isn't working as intended”
[PO4]. Some mentioned they will only engage in reviews if it will be to their benefit via a discount
or monetary compensation. Based on these findings it is apparent that review requests could be
more effective if they were not so “tedious to complete” [PO7] and possibly included some
incentive or reward. Post-purchase support via Al-powered chatbots received mixed reviews.
While helpful for simple inquiries, chatbots were often inadequate for handling complex customer
service issues, leading to consumer frustration. These findings highlight both the strengths and
limitations of that specific Al-powered personalisation technique. While Al effectively supports
decision-making in earlier stages, post-purchase engagement requires further refinement to meet
consumer expectations.

6. Limitations and Future Research

The study posed two potential limitations; Firstly, the sample size was small and only limited to a
specific demographic, i.e. Ages 20-44. This has the potential of limiting the generalisability of the
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findings to larger populations, consistent with interpretivist aims. Secondly, there was a large
reliance on the opinions of the participants, which could introduce an element of bias in the
findings. A deeper look into Al tools and their influence on consumer behaviours and consumer
satisfaction using a larger, more diverse sample is recommended.

Lastly, a study on personalisation in post-purchase support interactions, assessing how Al
personalisation can be successfully integrated into post-purchase support is needed. While Al-
driven tools support problem recognition, information search, evaluation of alternatives and
purchase decisions, improvements are needed in post-purchase support to ensure continued
consumer satisfaction. Future research should explore ways to refine chatbot interactions and
address trust concerns related to Al-driven personalisation.

7. Conclusion

This study was conducted to provide an understanding of the supportive role that Al-powered
personalisation techniques could play across the consumer decision-making process. The study
offered an analysis of Al techniques applied to each stage of decision-making process, giving
insights into how these techniques can affect the shopping experience of online shoppers.

The findings indicate that Al-powered personalisation techniques can play a significant role in
four of the five stages of the Engel-Kollat-Blackwell (EKB) consumer decision model. Al-
powered personalised recommendations in the form of push notifications and behavioural targeting
play a supportive role in the problem recognition phase, generating needs that encourage
consumers to interact with retailers. However, these techniques may also give rise to product
misidentification, which can cause frustration and dissatisfaction amongst consumers. During the
information search phase, Al-driven contextual recommendation and comparison tools can assist
consumers identify comparable and alternative products. While Al-driven chatbots can be
effective for simple queries during the information search phase, this tool is not useful for more
complex ones and does not assist consumers during the decision-making phase. During the
evaluation of alternatives phase, Al-driven comparison analysis can help consumers compare
feature, prices and reviews. However, the use of dynamic pricing is not as useful due to concerns
about marketing manipulation. For the purchase decision phase, Al-driven personalised reminders
and Al-driven in-cart recommendations are particularly relevant to finalise the transaction. While
Al effectively supports decision-making in earlier stages, post-purchase engagement requires
further refinement to meet consumers’ expectations. Al-driven review requests and Al-driven
chatbots were not found to be useful to consumers. Review requests are mostly ignored and post-
purchase Al-driven chatbots are seemingly not equipped to effectively resolve consumers’ issues.
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Abstract

One of the most integral aspects of the rapidly growing e-commerce sector is the effective and
timely utilization of communication channels for managing all pre-sales and post-sales services
provided to customers. This study examines the transformation of customer service processes
within the e-commerce sector, focusing specifically on the case of Hepsiburada, one of the leading
e-commerce retailers of Turkiye. The study consists of the analysis of the firm’s customer service
platform transformation through localization. The authors used a phenomenal single-case study
approach. The study findings demonstrate that with proper planning and cross-functional
coordination, a tailored solution offers strategic advantages over more generic alternatives in
customer service environments that demand speed, context awareness, and seamless omnichannel
integration. As a result of this project, operational efficiency, customer service agents, and
customer satisfaction results reached the global benchmark levels. Findings offer insights to
academics and guidance to practitioners aiming to localize customer service platforms in fast-
growing e-commerce markets like Tiirkiye. Case study outcomes benefit businesses aiming to
implement similar customer service architecture to improve operational efficiency, customer
loyalty, and long-term profitability in the highly competitive e-commerce industry.

Keywords

e-commerce, customer service, microservice, digital transformation, case study

1. Introduction

Digital transformation is the strategic development of digital business models. It is aimed at
generating and capturing value (Kane et al., 2015). The rapid rate of technological advancement
compels businesses to adopt continuous transformation cycles to remain competitive and
operationally resilient. This transformation extends beyond mere technology adoption, especially
in the e-commerce industry. E-commerce has evolved from online activity into a dominant global
retail since the 1990s. Global e-commerce sales exceeded USD 6.3 trillion in 2023. It is expected
to surpass USD 8 trillion by 2027 (Statista, 2024). There is a fundamental shift in organizational
strategies and customer engagement paradigms (Verhoef et al., 2021). These changes are evident
in customer service and call center operations, where responsiveness, efficiency, and
personalization are critical for success.

Speed, scalability, and tailored customer experiences are important in e-commerce. Therefore,
digital transformation has become essential rather than optional. Customer service platforms have
transformed from traditional telephony systems to omnichannel ecosystems while aligning with
improving customer expectations for seamless, cross-channel interactions (Zendesk, 2024). Global
e-commerce leaders such as Amazon, Alibaba, and Walmart have redesigned customer service
through the use of Al-driven call routing, predictive analytics, cloud-native architectures, and
multilingual chatbots. These innovations lead to reduced response times, higher customer
satisfaction, and improved operational continuity (Sprinklr, 2024; Call Center Studio, 2025).
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Tiirkiye has seen rapid growth in its e-commerce market in parallel with global trends. It represents
a 115% year-on-year increase (ETID, 2024). The market further expanded to H1.86 trillion with a
132% increase and is expected to grow from USD 10.7 billion in 2022 to USD 15.7 billion by
2027, at a compound annual growth rate (CAGR) of 7.55% (Statista, 2024; GlobeNewswire,
2023). Tiirkiye is positioned as one of the fastest-growing e-commerce markets in the EMEA
region with a tech-savvy population and widespread smartphone usage. The top three market share
ranking companies are Hepsiburada, Trendyol, and Sahibinden. (Mordor Intelligence, 2024).

Traditional call centers often face problems due to limitations in scalability and integration across
digital platforms. Yet many firms in emerging markets continue to rely on legacy systems. These
systems are often monolithic, rigid, and poorly suited to fast-changing customer needs. On the
contrary to legacy system, off-the-shelf solutions offer basic functionality but may not support
local requirements or integration with national systems (Christiawan, 2016). As a result,
companies face bottlenecks in support operations and limited flexibility in service design. Existing
studies compare packaged and bespoke systems, usually focusing on cost, usability, and
implementation time. However, there is little empirical evidence on how a firm transitions from a
globally standardized legacy system to a localized microservices architecture—especially in the
context of e-commerce customer services in Tiirkiye. The literature lacks concrete insights into
how architectural choices affect customer-facing processes, how localization efforts shape
operational efficiency, and how firms integrate omnichannel design in real-time service delivery.
This study addresses these gaps through a single case analysis of Hepsiburada, one of Tiirkiye’s
largest e-commerce platforms.

D-MARKET Electronic Services & Trading (Hepsiburada) is one of Tiirkiye’s first and the most
prominent e-commerce retailers. This study aims to explore the strategic and operational dynamics
behind the transformation of Hepsiburada's customer service infrastructure. In particular, the
following research questions are addressed:

RQ1: Why did Hepsiburada decide to replace its globally standardized legacy customer service
platform with a locally developed, tailor-made solution?

RQ2: How has this transformation impacted operational efficiency and customer satisfaction
within Hepsiburada’s customer service operations?

The answers to these questions aim to offer practical insights into how large-scale digital
transformation initiatives can be implemented locally to improve customer experience, operational
performance, and competitive advantage in the e-commerce industry.

2. Literature Review

Large-scale e-commerce companies face strategic decisions regarding their information systems
architecture and customer service operations in today’s digitally competitive environment. One of
the critical decisions is choosing between globally standardized, off-the-shelf applications and
bespoke, tailor-made systems developed in-house to meet specific business needs.

2.1. Off-the-Shelf versus Bespoke Systems in E-commerce
Off-the-shelf platforms are commercially available software packages designed for a broad
market. These systems offer advantages such as lower initial investment, rapid deployment, and a
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mature feature set (Xu, 2024; Clarity Ventures, n.d.). They benefit from frequent updates, broad
support communities, and proven performance across various business contexts. However,
enterprises that aim to innovate or differentiate based on customer service capabilities encounter
limitations in customization and scalability (Fu et al., 2020).

In contrast, bespoke solutions are developed internally or in collaboration with software vendors
to align closely with a firm’s unique processes and long-term goals. Teng et al. (2024) highlight
how combining end-user models with cloud-based Al services facilitates context-specific service
delivery, particularly in environments requiring real-time, intelligent responses. Fu et al. (2020)
similarly found that bespoke customer service platforms are better equipped to manage complex
inquiry routing and personalized customer interactions. Those features are critical for high-
volume, multilingual e-commerce operations.

2.2. Strategic Rationale for Bespoke Development

The transition to tailor-made platforms is often driven by a need for agility, data sovereignty, and
limitations associated with legacy systems. Xu (2024), in an analysis of Alibaba’s transformation,
emphasized that standardized systems frequently have problems delivering the degree of
personalization required by today’s consumers. In addition, such platforms may not fully comply
with national regulations or support localized business practices, especially in emerging markets
like Tiirkiye, where localization is a strategic necessity (Xu, 2024; Christiawan, 2016).

In line with this, Hui et al. (2024) show that mass customization capabilities—such as modular
architecture, customer-driven design, and internal flexibility—positively impact organizational
sustainability and performance, particularly under competitive pressure and the demands of cross-
border e-commerce.

Christiawan (2016) also conducted a comparative assessment that shows while packaged software
offers usability and lower upfront costs, bespoke software provides stronger alignment with
organizational goals, especially in scenarios requiring integration, scalability, and proprietary
process flows. The study evaluates the alternatives across factors such as ownership, delivery time,
cost, and long-term sustainability. Similarly, Teng et al. (2024) argue that blending cloud and edge
computing within a custom architecture enhances scalability while retaining operational
flexibility, critical for dynamic e-commerce environments.

2.3. Performance Impact and Challenges

Bespoke systems often involve higher development costs and resource requirements, despite their
strategic advantages. The ICS-Assist implementation at Alibaba (Fu et al., 2020) demonstrated
that custom systems can lead to significant improvements in agent efficiency and inquiry
resolution times. However, such gains depend heavily on robust data infrastructure and
organizational readiness.

Moreover, Teng et al. (2024) highlight that performance improvements from custom platforms are
conditional on internal commitment and alignment with long-term digital transformation goals.
Bespoke systems must not only be technically sound but also supported by a culture and structure
conducive to sustained innovation.

Table 1 summarizes the main pros and cons of bespoke versus global off-the-shelf applications,
based on the literature.

240



2025 International Conference on Information Resources Management

Aspect Bespoke Systems Global Off-the-Shelf Applications

Fully tailored to business processes and Limited; may require costly

Customization user needs (Christiawan, 2016; Xu, customizations (Christiawan, 2016)
2024)
Scalability & Easily adaptable to internal growth and Ma}y face 1ntegrat10n 105HS; less
Flexibility local regulations (Hui et al., 2024) agile in adapting to unique needs
N (Fu et al., 2020)
Implementation | Long development lifecycle; requires Rapid deployment; usable out-of-
Time dedicated teams (Christiawan, 2016) the-box (Teng et al., 2024)
High upfront investment, but may Lower initial cost, but high
Cost reduce long-term costs if well aligned maintenance/license fees and
(Christiawan, 2016) hidden costs are possible
. Full control and ownership over source | Limited; usually subject to End
Ownership & TP code (Christiawan, 2016) User License Agreements
Intesration Seamless integration with in-house May need additional middleware or
g systems (Teng et al., 2024) adaptors (Fu et al., 2020)

Risk of lock-in and service
disruption if vendor ends support
(Goodcore, 2012)

Avoids dependency on third-party

Vendor Lock-in providers (Christiawan, 2016)

Support & The internal team maintains the system; | The internal team maintains the
Maintenance and quicker fixes. system; quicker fixes
Innovation High — enables strategic experimentation | Limited — confined to the vendor’s
Potential and innovation (Xu, 2024) update roadmap

Higher risk during development;

Lower risk if the product is stable

Risk depends on internal capacity and widely adopted

(Christiawan, 2016)
Table 1 - Comparison of Bespoke and Off-the-Shelf Applications (Authors’ own work)

3. Method
3.1. Selection of Case Study Method

For this study, an explanatory single case study design was chosen as an empirical inquiry to
explore and extend knowledge about the adoption of a local call center platform solution. Yin
(2009) defines a case study as a qualitative investigation of a contemporary phenomenon within
its real-life context. Siggelkow (2007) identifies three key uses for case studies: motivation,
inspiration, and illustration. Given the high volume of online customer interactions in the e-
commerce sector, examining customer service transformation in this industry is both
representative and insightful for broader digital transformation efforts. Accordingly, we adopted a
case study approach following Yin (2009) and incorporated insights from seminal works on single
case studies, such as Eisenhardt & Graebner (2007), Siggelkow (2007), and Ozcan et al. (2017).
The study was conducted in six main phases: planning, designing, preparing, collecting, analyzing,
and sharing results as outlined in Yin (2009).

3.2. Case Selection and Research Design
In the planning phase, we formulated research questions focusing on "how" and "why" inquiries,
as these are particularly suited for case studies where the researcher has little control over ongoing

241



2025 International Conference on Information Resources Management

events (Yin, 2009; Eisenhardt, 2007). Yin (2009) describes different case study designs: holistic
(single unit of analysis), embedded (multiple units of analysis) single case designs, holistic
multiple-case designs, and embedded multiple-case designs. This study employed an embedded
single case design focusing on the customer service process of Hepsiburada, which operates a
hybrid model that integrates both direct sales and a third-party marketplace. Hepsiburada manages
a complex ecosystem involving millions of customers and an extensive product portfolio. They
sustain market leadership and foster long-term customer loyalty with efficient handling of
customer inquiries, issue resolution, and seamless support (Hepsiburada, 2024). In the literature,
single case study selection is justified based on the case’s criticality, extremeness, typicality,
revelatory power, or longitudinal potential (Yin, 2009). The choice of Hepsiburada is grounded in
its typicality and revelatory power with its generalizability for other industries. System design
consists of the following three levels.

1-System level: transformation, integration, customization. 2-Organizational level: alignment and
user adoption. 3-Customer level: operational performance and customer experience.

3.3. Data Collection

Our study adopts an interpretivist ontological worldview, which assumes the existence of multiple
realities, along with a subjectivist epistemology (Rashid et al., 2019). To ensure a structured
approach, we developed a case study protocol, listing the required data sources before engaging in
data analysis. Data were collected through the project documents, internal reports, and meetings
with project owners and relevant executives. We interviewed with four project participants with
the following titles: R&D Senior Project Manager (SPM), Head of Software Development (HSD),
Software Development Unit Head (SDUH), Developer (DEV) respectively. Interviews were
performed both face-to-face and online and took between 40 — 65 minutes. Additional data were
collected through e-mail interviews as suggested by Ozcan et al. (2017). We meticulously
reviewed secondary sectoral reports and brand-new internal data such as ongoing customer service
project documents which are integral to digesting the whole customer service process. As
recommended by Yin (2009), we began with the end in mind, outlining the structure of the final
report before initiating data collection.

3.4. Data Analysis and Interpretation

Our study follows a phenomenon-driven research approach and aims to provide an insightful and
representative transformation journey. Eisenhardt & Graebner (2007) argue that researchers
employing this approach should frame their study around the significance of the phenomenon. In
this study, the research question was intentionally broad to allow for flexibility, justified by the
importance of the phenomenon. The analysis phase followed Yin’s (2009) explanation building
approach, focusing on holistic themes related to system transformation, organizational alignment,
and customer experience. Specifically, we identified how system-level changes (transformation,
integration, customization), organizational-level actions (alignment, user adoption), and customer-
level outcomes (performance and satisfaction) interacted in the transformation project. Our
analysis consists of the processes related to the transformation project, subsequent phases of
further customer service projects are considered out of the scope of this study. We iteratively
sought additional data sources while refining and sharing findings for feedback (Eisenhardt and
Graebner, 2007).
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4. Results

4.1. Decision-Making Rationale for Bespoke vs. Off-the-Shelf Solutions

The decision to build a bespoke system, rather than customize an off-the-shelf solution, was
informed by internal assessments, competitive analysis, and long-term strategic goals. While
market solutions offered speed and feature depth, they often fell short of meeting local regulatory
needs, workflow integration requirements, and cultural service expectations.

SDUH stated that the bespoke solution provides the following competitive advantages. 1- Greater
control over system customization. "In the old system customization was limited. Now, we’ve
overcome those limits and can integrate as we wish.", 2-Elimination of recurring license fees, 3-
Easier compliance with Tiirkiye-specific data regulations, and 4-Better alignment with
Hepsiburada’s service philosophy. Moreover, bespoke architecture was found essential by all
participants, because it allowed the company to design systems around their unique needs, ensuring
better fit, faster adaptation, and long-term scalability.

4.2. System Architecture Transformation

The main theme of the findings centered on changes in the digital architecture within customer
service, driven by the need for higher performance outcomes. The SDUH stated that the
transformation of Hepsiburada’s customer service infrastructure was underpinned by a strategic
shift from a monolithic, sequential system to a modular microservice architecture. As illustrated
in Figure la, the legacy system followed a rigid workflow: a customer inquiry first triggered a
ticket creation (#1), followed by a separate data request to the system (#2), and finally the display
of relevant transaction data (#3). This linear structure caused latency—particularly under high
load—Ileading to performance bottlenecks and delayed responses.

During the interviews, HSD depicted the project architecture. When a support ticket was assigned
to an agent, the agent would begin by asking the customer clarifying questions to understand the
nature of the inquiry. At this stage, retrieving the necessary data—such as order history, payment
status, or delivery status—depended on a manual request initiated by the agent (Step #2). However,
the system’s actual performance bottleneck occurred during Step #3, when the data screens were
loaded. Since the interface could not load until the requested information was processed, any delay
in system response became highly visible and disruptive. This issue was amplified in cases where
the customer was unsure about which order they were referring to, provided an incorrect order
number, or failed to answer confirmation questions accurately. These uncertainties extended the
interaction duration, as agents were forced to repeat queries or wait for alternate data to load. In
such scenarios, the dependency between each step and the lack of real-time data access led to
significantly longer handling times. The cumulative impact of these delays resulted in longer
customer wait queues, increased abandonment rates, and reduced satisfaction for both customers
and agents. For support staff, repeated interruptions, lagging screens, and time pressure negatively
affected both performance metrics and morale, highlighting the limitations of the legacy system in
managing dynamic customer interactions.
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Figure 1: (a)Workflow of Previous System & (b) New System (Authors’ own work)

Figure 1b depicts the newly developed system. It is designed around microservice principles,
allowing for parallel processing of tickets and data retrieval. By decoupling components and
leveraging API-first design, customer information and tickets are prepared simultaneously. This
reduces screen load time to under 4 seconds, aligning Hepsiburada’s performance with global
benchmarks (Zendesk, 2024).

In real terms, this architectural upgrade significantly enhanced both customer and agent
experiences. When a customer initiates contact—regardless of whether they provide an accurate
order number or clear explanation—the agent is immediately equipped with contextual data,
including recent transactions, delivery status, and payment history. Rather than waiting for the
system to respond to separate queries, agents now view preloaded, real-time data as soon as the
ticket is opened. For instance, even if a customer confuses their orders or is unable to recall specific
confirmation details, the agent can seamlessly guide the conversation using the visual history
already available on-screen. This eliminates unnecessary back-and-forth and allows the agent to
respond more confidently and efficiently. As a result, interaction times are reduced, queue lengths
are minimized, and agents can focus on resolution rather than navigating technical constraints,
leading to a smoother and more satisfying experience for all parties involved.

Additionally, a one-time data migration process laid the technical foundation for this shift. Over
1TB of data was transferred from the legacy system to a new PostgreSQL environment using API-
based extraction. A delta-feeding mechanism was implemented to maintain real-time consistency
across both systems during the transition, ensuring business continuity and reporting integrity.
This exemplifies enterprise-grade migration practices (Unity Communications, 2025).

Further value was delivered through persistent omnichannel continuity. Inquiries originating from
voice, chat, or messaging channels are now processed within a unified pipeline, enabling
customers to switch between platforms without repeating their issues. This aligns with global
standards in seamless, context-aware support (VoiceSpin, 2024).

Table 2 summarizes the key sentences and areas for improvement from the most impactful
technical advancements during this transformation.
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Feature Hepsiburada Previous | Hepsiburada New Global Benchmarks
System System

System Private company cloud | Microservice Microservice (Industry

Architecture | CRM Standards)

Screen Load >17 seconds Reduced <4 <5 seconds (Zendesk,

Time seconds 2024)

Information API-based integration | API-based API-centric service

Source with routing integration with meshes

Integration routing

Omnichannel | Only ticket, screen Seamless transition | Al-driven context-aware

Continuity system, no across voice & text | transitions (VoiceSpin,
omnichannel 2024)

Reporting Dual system feed Continuous access via

During Cloud system maintained for data pipelines

Migration reporting

Table 2: Comparison of Systems (Authors’ own work)

The migration to a microservice-based, parallel-processing system yielded clear and measurable
performance benefits. The most immediate improvement was observed in screen load times, which
had previously constituted a major bottleneck in the legacy workflow. By enabling real-time access
to customer data, the new architecture allowed agents to respond faster and manage tickets more
effectively, resulting in smoother and more efficient support operations. Post-deployment analysis
revealed substantial gains across multiple key performance indicators:

. A reduction of approximately 20 seconds in minimum customer response time,

. Improvements in both Average Handle Time (AHT) and Monthly Monitoring Analysis
(MMA) scores,

o Increased agent efficiency and engagement, enabled by faster interfaces and more
streamlined workflows.

These results not only exceeded internal targets but also brought Hepsiburada’s performance in
line with global customer service benchmarks. According to industry standards reported by
Zendesk (2024) and Sprinklr (2024), high-performing contact centers typically achieve screen load
times below 4 seconds, AHT between 4 to 6 minutes, and agent efficiency scores exceeding 90%.
Hepsiburada’s post-transformation metrics indicate alignment with, or even exceed global
benchmarks, validating the effectiveness of the bespoke system and its underlying architectural
improvements.

4.3. Omnichannel Integration and Channel Customization

As part of the broader transformation, Hepsiburada introduced a role-based announcement system
to streamline internal communication. By delivering notifications tailored to user roles (e.g.,
agents, supervisors, technical teams), the system enhances situational awareness and reduces
information overload, especially during peak periods or outages. One of the most innovative
developments was the WhatsApp integration as an inbound support channel. Hepsiburada
implemented custom bot logic that preserved conversational context across extended interactions.
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These bots, optimized for WhatsApp behavior, ensured fluid, human-like exchanges and efficient
handoffs to human agents when necessary.

In addition, the company addressed inefficiencies caused by fragmented support systems. The
SDUH explained: “We had an issue with duplicate tickets. For example, a customer ordered
something on Hepsiburada. Then they called both Hepsiburada and HepsiJet. This created two
separate tickets on different systems for the same problem. Two agents ended up working on the
same issue separately.”

4.4. Organizational Alignment and User Adaptation

Technical modernization alone could not have guaranteed the project's success without effective
organizational alignment. Instead of imposing a top-down switch, the project team adopted a
phased rollout strategy. Selected early adopters were onboarded, and their positive experiences
with the new platform—such as enhanced UI responsiveness and clearer workflows—created
organic momentum for broader adoption.

Status updates were received from agents via feedback screens. We collect both application-
specific feedback and requests submitted through the shared communication channel, and in
parallel, we also gather and evaluate the emotional states of the representatives. Hepsiburada added
a simple daily survey to gauge the emotional state of customer service agents during their shifts.
Agents are asked the question "How are you feeling today?" and can choose from six emoji
options: (& Happy, % Energetic, ®¥ Confident, & Indifferent, & Upset, @ Angry). They
can also select "I don’t want to answer today" if they prefer not to respond.

4.5. Early Al Integration and Customer Experience

In addition to backend efficiency, the new system now supports Al-enriched features that
contribute to scalable and personalized customer service. Hepsiburada began collecting
conversational data to develop natural language processing (NLP) models in Turkish.
Advancements in Turkish language tools have enabled effective disambiguation and parsing with
high accuracy (Sak et al., 2008), paving the way for robust Al applications in customer service.
Early tests of the platform’s Al layer show promising results, with the intent detection module
achieving around 90% accuracy on free-form customer queries. This high level of performance
allows the system to interpret requests without relying on rigid, predefined dialogue flows—
supporting natural and responsive interactions (Mohammad et al., 2023). Moreover, these Al
capabilities feed into agent training, service content optimization, and feedback loops, supporting
a self-learning, adaptive service model (Zendesk, 2024). Together, these features move
Hepsiburada closer to an intelligent, scalable, and proactive customer service environment.

The Al integration supports customer service quality as follows:

1-  The system recognizes customer needs more quickly and with high accuracy.

2-  If aphone call is interrupted, the conversation continues seamlessly on WhatsApp, ensuring
uninterrupted customer support.

3-  The system continuously collects customer feedback and behavioral data, which informs
future service improvements and helps increase long-term customer satisfaction and loyalty.

4-  The system enables agents to make proactive calls to customers, ensuring faster service
through an optimized interface. Specifically, if agents anticipate that the service delivery may
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exceed the estimated standard time, they proactively reach out to the customer without
waiting for the customer to initiate contact. This approach not only enhances the overall
customer experience but also improves service efficiency.

Furthermore, Al and automation are increasingly integral to modern customer service
transformation. By 2025, more than 80% of service teams are expected to adopt generative Al
(IBM, 2024). These technologies enable intelligent routing, virtual assistants, sentiment analysis,
and 24/7 availability—streamlining operations and enhancing personalization. As platforms
evolve, the ability to embed and adapt such technologies may further strengthen the case for
bespoke solutions in high-growth digital businesses (VoiceSpin, 2024; Unity Communications,
2025).

As aresult, Hepsiburada’s decision to develop a bespoke system was based on its potential to serve
as a typical example for other industries, while revealing challenges and solutions relevant to them.
At the system level, the company moved from a slow, sequential legacy system to a modular design
that improved integration, allowed for system customization, and reduced delays. At the
organizational level, user adoption was supported through phased rollouts, feedback mechanisms,
and agent input. At the customer level, performance improved with faster data retrieval, reduced
wait times, and seamless support across channels, delivering a more efficient and satistying
customer experience.

5. Discussion

As we consider our results and prior studies (e.g., Christiawan, 2016), we argue that the main
reason is that globally standardized solutions offer limited alignment with internal workflows and
local regulations. On the other hand, a bespoke system, being developed entirely in-house, offers
complete customization and enables the creation of a user interface specifically designed to meet
the unique needs and expectations of both agents and customers. Similarly, scalability and
flexibility are key concerns. A larger enterprise’s growth in customer volume and support
complexity requires an appropriate system that can evolve with internal demands and legal
frameworks. The legacy system often requires external middleware for integrations. This requires
costly support from specific consultants as well as time constraints. Integration needs can be
handled easily when the new platform is developed internally. We observed this firsthand in
Hepsiburada's seamless omnichannel interactions, which incorporated Al and bot integrations. In
terms of implementation time, the tailor-made system requires a longer development cycle and
dedicated resources. However, this investment can be justified by long-term gains such as avoiding
dependency on third-party providers and gaining full ownership of its platform. Although the
initial cost of developing the bespoke system is higher, the company eliminates recurring license
fees and reduces hidden costs tied to adapting third-party systems.

Our findings suggest that bespoke systems become a practical choice when companies encounter
customization challenges. Although the off-the-shelf solutions enable fast deployment and meet
baseline needs, large enterprises such as Hepsiburada can not get effective support for localized
regulations or customer service practices.

As a result of these changes, we observed that Hepsiburada’s operational efficiency improved
across multiple dimensions. Agent productivity increased due to faster interfaces and clearer
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workflows. Customer satisfaction was enhanced as customers experienced quicker support and
seamless transitions across communication channels, such as WhatsApp and voice calls. In
addition, the system’s ability to collect user feedback added a new dimension to performance
monitoring.

Off-the-shelf customer service applications provide quick setup and broader accessibility, while
bespoke systems offer deeper integration, strategic flexibility, and better alignment with enterprise
goals, though often at the cost of increased complexity and upfront resource requirements. For e-
commerce enterprises in competitive markets like Tiirkiye, bespoke systems can deliver greater
long-term strategic value by enabling differentiated, localized, and high-touch customer
experiences. Hepsiburada’s experience illustrates that while off-the-shelf solutions may offer
short-term convenience, tailor-made systems provide a stronger alignment with business strategy,
local context, and service philosophy. The transformation not only yielded measurable
performance improvements but also enhanced the organization’s internal capabilities and
technological autonomy, underscoring the value of investing in bespoke platforms for e-commerce
companies in fast-changing, high-volume, and locally nuanced environments.

6. Conclusion

This study aims to showcase the reason behind the transformation of Hepsiburada's customer
service infrastructure. We focus on two major concerns; first, why the company made a decision
to replace its globally standardized legacy platform with a locally developed, tailor-made solution,
and second, how the transformation project impacted the company's operational efficiency and
customer satisfaction.

The new system at Hepsiburada opens opportunities for innovation, particularly in areas like
natural language processing (NLP), Al-driven recommendations, and sentiment analysis, which
are expected to enhance both customer service and employee training. Future plans include tools
to prevent fraud, automate the closure of expired requests, and improve operational efficiency.
Areas for further research may focus on advancing NLP capabilities, leveraging customer service
platforms for product promotion, and balancing automation with interpersonal communication.
Ongoing projects in speech recognition, agent performance management, and intelligent
communication platforms are poised to provide additional benefits. As chatbot solutions improve,
e-commerce users will experience more satisfying interactions, driving client acquisition and
market share growth.

This study fills the gap in the literature by understanding the digital transformation journey of a
leading e-commerce company, focusing on its shift from multi-purpose, general solutions to
custom-developed systems. It contributes to strategies and approaches applicable not only within
the e-commerce sector but also across other industries, offering valuable insights for both
theoretical literature and managerial practice. However, the study also points out the shortcomings.
As a single case study, the results may not be totally generalizable. Quantitative research designs
like longitudinal studies should be utilized to collect data and describe the patterns of change to
see the causal relationships.
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Abstract

The integration of Generative Al (GenAl) in higher education has been explored at undergraduate
and master’s levels, but its impact on doctoral education remains underexamined. This research-
in-progress outlines a research agenda to investigate how PhD students and supervisors engage
with GenAl particularly in the context of supervision practices and institutional expectations, to
enhance research productivity while upholding ethical and pedagogical standards. It proposes a
symbiotic intelligence framework where human reasoning and GenAl capabilities complement
each other. This paper reviews existing literature, presents a theoretical foundation, and sets the
stage for empirical investigation. It aims to reimagine doctoral education, redefine success
metrics, and promote reflective habits and responsible Al engagement.

Key words

Doctoral education, Generative Al (Gen Al), Symbiotic intelligence, Responsible Al integration,
Ethics

1. Introduction

The rapid advancement of Generative Artificial Intelligence (GenAl) is transforming research
across disciplines and offering new tools and approaches for scholars to enhance their investigative
capabilities. (Foroughi et al., 2024). GenAl has the potential to facilitate interactive engagement
and generate novel insights that can influence the research process itself (Mishra, Oster, &
Henriksen, 2024). Compared to the many studies on undergraduate and master’s level education
as well as more advanced academic research (Bhullar, Joshi, & Chugh, 2024; Deng, Jiang, Yu, Lu,
& Liu, 2025), GenAl’s impact on doctoral studies remains underexplored. This gap is particularly
significant given that doctoral research demands originality, critical analysis, and ethical rigor—
factors that GenAl can both support and potentially undermine. As GenAl technologies evolve,
understanding their integration, benefits, limitations, and ethical implications becomes
increasingly critical for the academic community.

Overreliance on Al-generated content can undermine scholarly rigor, while outright restrictions
may stifle innovation (Sun, Boudouaia, Zhu, & Li, 2024). Universities must strike a balance by
fostering Al literacy among doctoral candidates, equipping them with the skills to critically
evaluate Al-generated outputs while upholding ethical research practices (Ng, Leung, Chu, &
Qiao, 2021). However, existing doctoral training programs often emphasize technical proficiency
without sufficiently addressing the intellectual and ethical dimensions of Al-driven research.
Furthermore, doctoral supervision often overlooks the development of practical wisdom, or
phronesis, which fosters critical reflection on the broader social and ethical implications of
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research (Intezari, Pauleen, & Rooney, 2016). We suggest an integrative approach can better equip
candidates and supervisors to navigate the complex ethical terrain of Al in academia.

To bridge this gap, we present a review of the research-based GenAl literature, including the
limited work on doctoral research. We propose the development of a symbiotic intelligence
framework (Desolda, Esposito, Lanzilotti, Piccinno, & Costabile, 2024) guided by wisdom
principles advocated for PhD study (Intezari, Pauleen, & Rooney, 2016), in which human
reasoning and judgement and Al capabilities complement each other. Symbiotic intelligence refers
to a mutually beneficial relationship between humans and Al, wherein both parties collaborate
closely, leveraging their respective strengths to achieve outcomes neither could accomplish alone
(Desolda, Esposito, Lanzilotti, Piccinno, & Costabile, 2024). This collaborative enhancement is
what characterizes the framework as “intelligent,” as it enables a level of performance and
decision-making that surpasses what each could achieve independently (Samala et al., 2024).
Wisdom principles in doctoral research refers to the application of ethical, reflective, and practical
wisdom in conducting research that not only advances knowledge but also contributes positively
to societal well-being (Intezari, Pauleen, & Rooney, 2016). By embedding reflective practices and
ethical considerations into Al-assisted research, this approach seeks to ensure scholarly integrity.
This research examines how PhD students and supervisors navigate GenAl, identifying the key
competencies and institutional policies needed to support responsible Al use in research.

The study will investigate how to wisely integrate GenAl into PhD research by streamlining tasks
such as literature reviews, data analysis, and drafting (Lo, Hew, & Jong, 2024; Lin & Chen, 2024),
while tackling issues like plagiarism, content authenticity, and misuse of GenAl (Wise, Emerson,
Van Luyn, Dyson, Bjork, Thomas, 2024; Tlili et al., 2023). The overarching goal is to understand
how socially constructed perceptions, within supervisory relationships and institutional contexts,
influence how GenAl is ethically adopted, interpreted, and meaningfully applied in doctoral
education. To achieve this, the study explores the following research question: What ethical,
cultural, and academic guidelines should inform the responsible integration of GenAl into PhD
research? The findings will support a framework that strengthens ethical reasoning and reflective
practices in doctoral training, preparing researchers for an Al-influenced academic landscape.

2 Background

This section explores the interplay between emerging GenAl technologies, institutional responses
from universities and journals, and evolving dynamics in student—supervisor interactions.
Together, these elements shape how GenAl is understood, adopted, and governed in doctoral
education.

2.1 Technology

GenAl is the latest disruptive force redefining how research is conducted (Henriksen, Mishra,
Woo, & Oster 2025). Unlike conventional research tools that primarily retrieve and summarize
existing knowledge, GenAl possesses generative capabilities, enabling it to create new content and
simulate human-like conversations that facilitate knowledge exchange (Henriksen, Mishra, Woo,
& Oster 2025). This interactivity allows researchers to refine their understanding of complex topics
through iterative engagement, making GenAl more than just an information retrieval system
(Mishra, Oster, & Henriksen, 2024). Its multimodal capabilities (e.g., processing text, speech, and
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visual data) expand its application across diverse disciplines (Kasneci et al., 2023). As an epistemic
technology, GenAl is becoming indispensable in research workflows, supporting literature
reviews, writing support, automation of citations, and assisting with qualitative and quantitative
analysis (Henriksen, Mishra, Woo, & Oster 2025; Wang, Wang, & Su 2024). Table 1 presents
some widely known researcher support Al tools and their features.

[Feature [Elicit [SciSpace [Jenni AI ([Perplexity AI [Notebook LLM
Al-powered writing i v * v %

INatural language question-answering

&
»
&
»
&
»*
<.
»

Source attribution

&
*
<
»*
N
»*

[Evidence synthesis

&
*
< |1~
(o]

Collaboration tools

AN
%

Interactive notebooks

Systematic literature review

LK
P

Research question formulation

[Data analysis & visualization
Survey creation

Plagiarism checking ) *
LaTeX & formatting

< <K
bt |+ ‘* bt | bt ‘* |>+ ‘*|
*

|

v Included Free | % Paid version only |

Table 1: Examples of existing research support platforms (as of March 2025)

Table 1 shows most of the free versions of the Al tools support literature reviews with more
advanced features available in paid versions. While the features are attractive (e.g., deep academic
literature search for systematic literature reviews) the rigor and validity of the results are uncertain.
The lack of transparency and explainability raises concerns about the tools’ reliability and may
hinder both researcher development and study validity.

2.2 Institutional Responses

In response to Gen Al and its emerging impact on research and publishing, Business and
Management journals have converged around a core set of ethical guidelines for the use of GenAl
in research writing: GenAl must not replace original scholarly work, cannot be credited as an
author, and any use must be transparently disclosed. Table 2 summarizes current recommendations
for authors on appropriately acknowledging Al usage.

Beyond author responsibilities, major publishers also emphasize guidelines for editors and
reviewers essentially instructing them to rely on their expertise rather than Al tools. Maintaining
strict confidentiality is also essential, including avoiding uploading manuscript content (fully or
partially) to external platforms or services. Universities are also developing policies to manage the
rise of GenAl In Australia and New Zealand, universities are introducing policies that promote
transparency and ethical use of GenAl, requiring students and supervisors to declare Al
involvement in research and cautioning against inputting sensitive or culturally significant
information (Monash University Graduate Research, 2023; The University of Auckland, n.d.).
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Academy  of .

Criteria / Publishing Platform Elsevier Taylolr &Management SAG.E . Wlley .
Francis Publishing Publishing

AOM)
Lapguage polishing, grammar, minor| v v v v v
editing
[dea generation v v v v v
Summarizing or paraphrasing X v X v X
[nitial drafting of manuscript X X X Vv X
Formatting assistance X X Vv X X
Generating core intellectual or scientific
content X X X X X
Crediting Al as author or co-author X X X X X
[Using Al to create/alter images (unless
clearly  documented in  approved X X X X X
methods)
Concealing Al usage X X X X X

Key: v = Permitted | X = Not Permitted

Table 2: Summary of Al recommendations from Publishers

2.3 Student-Supervisor Responses

These policies by academic journals and universities raise questions about what constitutes
authentic scholarly work and cautions PhD students about the limits of ethically leveraging
technology without compromising critical thinking and research quality. Unfortunately, the
growing use of these tools may lead novice researchers astray. Research highlights that students'
appreciation for GenAl grows through critical and reflective use. However, supervisors’ emphasis
on potential risks can contribute to students’ reluctance to openly engage with GenAl. This
negatively influences student openness and appreciation for the productive integration of Al into
doctoral research (Harding & Boyd, 2024). Because banning GenAl could hinder innovation, a
more balanced approach is necessary: one that harnesses its efficiency and creative potential while
ensuring alignment with academic rigor and ethical responsibilities (Henriksen, Mishra, Woo, &
Oster, 2025). This growing reliance on Al-driven tools in research further underscores the need
for practical guidance in their responsible use (Henriksen, Mishra, Woo, & Oster, 2025). Practical
wisdom emphasizes intellectual and ethical virtues to enable sound judgment, reflective thinking,
and ethical decision-making (Intezari, Pauleen, & Rooney, 2016). This can help ensure that Al
integration enhances rather than undermines scholarly integrity.

In summary, universities must equip doctoral candidates with Al literacy skills to enable
responsible engagement with these tools, helping them distinguish between appropriate
applications and potential misuse (Ng, Leung, Chu, & Qiao, 2021). Beyond technical skills,
programs should also foster broader intellectual, ethical, and professional competencies, such as
practical reasoning and argumentation (Shulman, 2007). This aligns with the broader imperative
to integrate intellectual, ethical, and collaborative principles into research training. A symbiotic
intelligence framework, in which human reasoning and Al capabilities reinforce each other, can
lead to more robust research outcomes (Samala et al., 2024).
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3  Research Methodology

3.1 Theoretical Foundations

While the broader context of GenAl use in doctoral education is acknowledged, this study narrows
its focus to supervision practices and institutional engagement, where conceptual guidance is
particularly valuable. This focus is grounded in two key theoretical foundations. First, it draws on
wisdom principles to reflect on doctoral research (Intezari, Pauleen, & Rooney, 2016) and its
application of Generative Al (GenAl), using these insights to inform the development of a
symbiotic intelligence framework (Desolda, Esposito, Lanzilotti, Piccinno, & Costabile, 2024).
This framework promotes a collaborative relationship between human and artificial intelligence—
emphasizing ethical alignment, reflective practice, and the augmentation of human judgment rather
than its replacement. Second, the research employs the Theory of Sociotechnical Representation
(TSR) to explore the perspectives and experiences of doctoral students and supervisors regarding
GenAl TSR integrates information systems (IS) views of technology, grounded in sociotechnical
perspectives, with social psychology insights from social representations theory to understand how
individuals perceive technology and how these perceptions influence its adoption and use
(Weerasinghe, Pauleen, Scahill, & Taskin, 2022). TSR emphasizes that technological phenomena
are co-created through social interactions; the representations formed (and co-formed) by
individuals such as students and supervisors play a significant role in shaping how technologies
like GenAl are adopted and integrated. This perspective offers a structured lens for examining how
people construct, share, and act upon their understandings of emerging technologies (Weerasinghe,
Pauleen, Taskin, & Scahill, 2023).

3.2 Research Design

This study adopts a qualitative design to investigate the integration of GenAl in PhD research and
supervision in New Zealand Business Schools. It focuses on PhD students at various stages and
their primary supervisors. The study consists of three phases. Phase 1, presented in this paper,
involves a systematic literature review on GenAl in research, doctoral education, and relevant
social science literature, as well as an exploration of GenAl tools, journal policies, and university
guidelines. Phase 2 includes semi-structured interviews with supervisors (n=20), doctoral students
(n=20), and research Deans (n=5) to examine their views on the benefits, challenges, and ethical
concerns of using GenAl in doctoral work. Participants are not paired to avoid bias. Interviews
(45-60 minutes) will cover usage patterns, institutional guidance, and perceived risks and
opportunities.

Phase 3 is conducted in the form of action learning (Pauleen, Corbitt, & Yoong, 2007) with
doctoral students. In this phase we will introduce three GenAl tools to the participants, who are
doctoral students in their second or third year of study (n=10). They will be requested to use one
of the tools and journal their experience for a period of 6 weeks (minimum of 10 interactions). We
will then conduct follow-up interviews where they will be asked to reflect on the experience
journaled. In Phase 3 the students who participate may not be those who are interviewed in Phase
2 to keep the data collection phases independent of each other. This study's qualitative approach
supports in-depth insights to inform a symbiotic intelligence framework for responsible GenAl use
in PhD research.
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Fig 1: Research Design

4  Conclusion and Future Directions

This study explores the integration of GenAl in doctoral education, emphasizing the need for a
balanced approach that enhances research productivity and creativity while maintaining ethical
and pedagogical integrity. As a research-in-progress, this study proposes a symbiotic intelligence
framework based on the TSR perspective, aiming to redefine PhD studies and supervision in the
GenAl era by positioning GenAl as an enabler of human intellect. It seeks to uncover patterns of
adoption and resistance, explore co-created norms, examine tensions in perspectives, and inform
institutional policies and training for responsible GenAl integration. By applying TSR, we can
move beyond just technical discussions about GenAl and explore how social interactions, shared
meanings, and academic culture shape its adoption and use among doctoral students and
supervisors. This perspective ensures that discussions about GenAl in academia are holistic,
inclusive, and grounded in real experiences. Understanding these perspectives will offer insights
into fostering reflective habits, ethical reasoning, and responsible Al engagement, contributing to
a more thoughtful integration of GenAl in PhD research. The significance of this study lies in
promoting a human-centred PhD experience that combines academic rigor with GenAl’s learning
potential. It reimagines the supervisory role as a collaborative process that balances Al-driven
tasks with ethical reasoning and reflective human judgment. It also redefines success metrics by
emphasizing balanced Al contributions, ethical considerations, reflective practices such as
questioning Al limitations, comparing Al outputs with human judgment, and reflecting on AI’s
influence.

References
Bhullar, P. S., Joshi, M., & Chugh, R. (2024). ChatGPT in higher education - a synthesis of the
literature and a future research agenda. Education and Information Technologies, 29,

256



2025 International Conference on Information Resources Management

21501-21522.

Deng, R., Jiang, M., Yu, X,, Lu, Y., & Liu, S. (2025). Does ChatGPT enhance student learning?
A systematic review and meta-analysis of experimental studies. Computers and Education,
227(December 2024), 105224.

Desolda, G., Esposito, A., Lanzilotti, R., Piccinno, A., & Costabile, M. F. (2024). From human -
centered to symbiotic artificial intelligence : a focus on medical applications. In Multimedia
Tools and Applications (Issue 0123456789). Springer US. https://doi.org/10.1007/s11042-
024-20414-5

Foroughi, B., Iranmanesh, M., Ghobakhloo, M., Senali, M. G., Annamalai, N., Naghmeh-
Abbaspour, B., & Rejeb, A. (2024). Determinants of ChatGPT adoption among students in
higher education: the moderating effect of trust. Electronic Library, 43(1), 1-21.

Harding, D., & Boyd, P. (2024). Generative Al and Phd Supervision: a Covert Third Wheel or a
Seat At the Table? Association of Researchers in Construction Management, ARCOM 2024
- Proceedings of the 40th Annual Conference, September, 91-100.

Henriksen, D., Mishra, P., Woo, L., & Oster, N. (2025). The Education Doctorate in the Context
of Generative Artificial Intelligence : Epistemic Shifts and Challenges to Practical Wisdom.
10(1), 73-79.

Intezari, A., Pauleen, D., & Rooney, D. (2016). Rediscovering Philosophia: The PhD as a Path to
Enhancing Knowledge, Wisdom and Creating a Better World. Journal of Business Ethics
Education, 13, 147-168.

Kasnecti, E., Sessler, K., Kiichemann, S., Bannert, M., Dementieva, D., Fischer, F., Gasser, U.,
Groh, G., Giinnemann, S., Hiillermeier, E., Krusche, S., Kutyniok, G., Michaeli, T., Nerdel,
C., Pfefter, J., Poquet, O., Sailer, M., Schmidt, A., Seidel, T., ... Kasneci, G. (2023).
ChatGPT for good? On opportunities and challenges of large language models for
education. Learning and Individual Differences, 103(February).

Lin, Z., & Chen, H. (2024). Investigating the capability of ChatGPT for generating multiple-
choice reading comprehension items. System, 123(May), 103344.

Lo, C. K., Hew, K. F., & Jong, M. S. yung. (2024). The influence of ChatGPT on student
engagement: A systematic review and future research agenda. Computers and Education,
219(June), 105100.

Mishra, P., Oster, N., & Henriksen, D. (2024). Generative Al, Teacher Knowledge and
Educational Research: Bridging Short- and Long-Term Perspectives. TechTrends, 68(2),
205-210.

Monash University Graduate Research. (2023). Guidance Note on the use of Generative Al in
research training & Examination. https://www.monash.edu/graduate-research/support-and-
resources/resources/guidance-on-generative-ai

Ng, D. T. K., Leung, J. K. L., Chu, S. K. W., & Qiao, M. S. (2021). Conceptualizing Al literacy:
An exploratory review. Computers and Education: Artificial Intelligence, 2, 100041.

Pauleen, D. J., Corbitt, B., & Yoong, P. (2007). Discovering and articulating what is not yet
known: Using action learning and grounded theory as a knowledge management strategy.
Learning Organization, 14(3), 222-240.

Samala, A. D., Rawas, S., Wang, T., Reed, J. M., Kim, J., Howard, N. J., & Ertz, M. (2024).
Unveiling the landscape of generative artificial intelligence in education: a comprehensive
taxonomy of applications, challenges, and future prospects. In Education and Information
Technologies (Issue 0123456789). Springer US.

Shulman, L. (2007). Response to Comments: Practical Wisdom in the Service of Professional

257



2025 International Conference on Information Resources Management

Practice. Educational Researcher, 36(9), 560-563.

Sun, D., Boudouaia, A., Zhu, C., & Li, Y. (2024). Would ChatGPT-facilitated programming
mode impact college students’ programming behaviors, performances, and perceptions? An
empirical study. International Journal of Educational Technology in Higher Education,
21(1).

The University of Auckland. (n.d.). Advice for students on using Generative Artificial
Intelligence in coursework. Retrieved March 22, 2025, from
https://www.auckland.ac.nz/en/students/forms-policies-and-guidelines/student-policies-and-
guidelines/academic-integrity-copyright/advice-for-student-on-using-generative-ai.html

Tlili, A., Shehata, B., Adarkwah, M. A., Bozkurt, A., Hickey, D. T., Huang, R., & Agyemang, B.
(2023). What if the devil is my guardian angel: ChatGPT as a case study of using chatbots
in education. Smart Learning Environments, 10(1).

Wang, N., Wang, X., & Su, Y. S. (2024). Critical analysis of the technological affordances,
challenges and future directions of Generative Al in education: a systematic review. Asia
Pacific Journal of Education, 44(1), 139-155.

Weerasinghe, K., Pauleen, D., Scahill, S., & Taskin, N. (2022). Theory of Sociotechnical
Representations: A Novel Approach to Understanding Technology Perspectives. PACIS
2022 Proceedings. https://aisel.aisnet.org/pacis2022/314

Weerasinghe, K., Pauleen, D., Taskin, N., & Scahill, S. (2023). Alignment of Big Data
Perceptions Across Levels in Healthcare: The case of New Zealand. Australasian Journal of
Information Systems, 27.

Wise, B., Emerson, L., Van Luyn, A., Dyson, B., Bjork, C., & Thomas, S. E. (2024). A scholarly
dialogue: writing scholarship, authorship, academic integrity and the challenges of Al
Higher Education Research and Development, 43(3), 578-590.

19R. EXPLORING THE HUMAN-CENTRIC PERSPECTIVES
OF SMART WAREHOUSES TECHNOLOGY ADOPTION - THE
CASE OF NEW ZEALAND

258



2025 International Conference on Information Resources Management

Maryam Mirzaei Benjamin Dehe
Auckland University of Technology Auckland University of Technology
maryam.mirzaei@aut.ac.nz Benjamin.Dehe@aut.ac.nz

Abstract

This ongoing study explores the adoption and implementation of smart warehouses in New
Zealand’s logistics sector through the lens of Socio-Technical Systems Theory (STST). By
investigating the interrelated components of people, technologies, infrastructure, organisational
structures, processes, cultural goals, and broader socio-human factors, this research leverages
both secondary data— comprehensive database sourced from New Zealand government reports,
industry publications, corporate case studies, and reputable news outlets—and primary data from
industry interviews with warehouse managers. The research so far identifies two dominant
automation models: the ‘Split Task Model’, where technology handles repetitive tasks while
humans oversee complex functions, and the ‘Collaborative Model’, where technology enhances
human performance making tasks more efficient, accurate, or safe. Findings indicate that
automation in New Zealand is reshaping rather than replacing jobs, prompting role evolution and

a growing focus on up-skilling.

Keywords

Automation, Smart warehouse, Socio-Technical Systems Theory, Human Centricity

1. Introduction

Warehousing is a cornerstone of modern supply chains, serving as a critical hub for the storage,
management, and distribution of goods. Warehouse storage and retrieval have traditionally relied
on manual processes and human labour. However, as supply chains become more complex and
demand for efficiency grows, the concept of the "smart warehouse" has emerged as a
transformative development in the industry. A smart warehouse leverages Industry 4.0
technologies, to enhance operational efficiency, accuracy, and flexibility. These technologies
enable real-time inventory tracking, predictive maintenance, autonomous material handling, and
seamless integration with broader supply chain systems. By reducing reliance on manual labour
and optimising workflows, smart warehouses offer significant cost savings, faster order fulfilment,
and improved overall performance (Geest et al., 2021). While smart warehousing technology is
well-documented, the human aspect is less explored (Grosse et al., 2023). The integration of
advanced technologies alters traditional job roles, requiring adaptation and raising concerns around
job displacement, resistance to change, and the need for workforce upskilling. Moreover,
managerial perspectives, organisational readiness, and broader socio-technical considerations
shape how smart warehouses are implemented and accepted. Accordingly, this research
investigates the following question: How can socio-technical systems theory (STST) be applied to
guide the adoption and implementation of human-centric smart warehouses within New Zealand’s
logistics sector?

New Zealand has historically been cautious in adopting smart warehouses, often lagging behind
other developed economies in embracing automation (Clark, 2024). However, driven by acute
labour shortages, rising e-commerce demands, and the quest for enhanced productivity, New
Zealand’s warehousing and logistics sector is experiencing a gradual but notable shift towards
“smart” operations. The warehousing sector, now a NZ$1.8 billion industry, is at a turning point
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(IBISWorld, 2024). This study positions New Zealand as a compelling case to examine the human
side of smart warechouse adoption. As industries worldwide grapple with automation’s impact on
the workforce, New Zealand’s transition offers valuable insights into the challenges, perceptions,
and opportunities shaping the future of warehousing. While the study is bounded by its local
context, the technologies, practices, and organisational dynamics examined are common across
warehouse settings globally, making the findings broadly transferable. By exploring employee
experiences, managerial decision-making, and organisational readiness, this research identifies
key challenges and enablers of smart warehouse implementation. The findings will guide
practitioners and policymakers in ensuring a seamless transition to automation while prioritising
workforce development and organisational change.

2.2. State-of-the-field

As smart warehouses gain popularity, there is no single agreed-upon definition. Zhen and Li (2022)
describe them as “mostly unmanned, paperless, and automated” highlighting their contrast with
traditional, labour-intensive warehouses with fragmented systems. There are basic key features
highlighted in the literature, which include i) connectivity: offering continuous communication
between networked devices such as software, sensors, and equipment; i1) automation: reducing the
use of people with autonomous material handling devices; and iii) real-time analytics: where
process data are retrieved in real-time and use to simplify decision-making. iv) Adaptability and
intelligence are also mentioned in literature as key features, enabling dynamic adjustments with
minimal delay and human input (Min, 2023; Geest et al., 2022). Therefore, despite various
definitions, scholars and practitioners agree in essence that a smart warehouse largely utilises
digital technology in improving the management and monitoring of the core activities and
optimising their functioning.

Several enabling technologies support the transformation of traditional warehouses into smart
warehouses. Central to this shift is the Internet of Things (IoT) and cyber-physical systems (CPS),
which integrate physical assets with digital systems for real-time tracking and adaptive
management (Lee et al., 2017; Liu et al., 2018; Geest et al., 2022). Automated identification
technologies such as RFID, voice recognition, and AS/RS improve product identification accuracy
and streamline inventory management (Edouard et al., 2022; Geest et al., 2022). Robotics,
including AMRs, cobots, and AGVs, automate manual tasks, enhancing efficiency, safety, and
flexibility (Barker, 2022). When combined with augmented reality (AR), these systems further
reduce errors and improve spatial interaction (Stoltz et al., 2017). Wearable technologies like smart
glasses support real-time guidance and reduce cognitive load, though their adoption must address
user health and acceptance concerns (Epe et al., 2024). While Al is embedded in the above enablers
such as on-device inference in [oT sensors, speech recognition in voice-directed picking, or vision
guidance in cobots and smart-glasses, it can also operate as an independent analytics layer that
drives demand forecasting, dynamic slotting, and real-time exception handling in warehouse-
management systems; together with data analytics and digital-twin simulations, these Al
capabilities deliver predictive insights and decision support, enabling smarter and more responsive
warehouse operations (Lee et al., 2017). These technologies together are the prime facilitators of
the evolution of conventional warehouses into smart warehouses defined earlier.

Human-centricity refers to the idea that prioritises human needs, values, and experiences in the
design, implementation, and operation of systems, technologies, and organisational processes.
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While Industry 4.0 has driven automation, the concept of Industry 5.0 highlights the importance
of a human-centred approach to digitalisation, ensuring technology serves societal and workforce
needs rather than displacing them (Ivanov, 2022). This includes designing systems that support
workers’ well-being, enable skill development, and promote seamless human-technology
collaboration (Grosse et al., 2023). Ethical Al and Human Factors Engineering, which emerge
from concerns over Al and automation, focus on designing systems that enhance human decision-
making, safety, and work satisfaction (Grote, 2023). Human-centric smart warehouses deploy
automation that enhances workers’ capabilities, embedding ergonomic design that prioritises well-
being and empowerment (Hermawati et al., 2024), and succeed only when an organisation’s skills,
culture, and infrastructure are prepared for intelligent logistics (Mahroof, 2019). In smart
warehousing, human-centricity is critical to addressing concerns about job displacement,
upskilling, and the social implications of automation, making it an essential consideration for
sustainable and ethical technological adoption.

3. Overview of the Methodology (an ongoing study)

3.1. Theoretical Framework — Socio-Technical Systems Theory (STST)

While existing research often focuses on technological advancements, our study adopts a human-
centric approach. We examine workforce transformation and organizational adaptation through
the lens of Socio-Technical Systems Theory (STST) which emphasizes the critical alignment of
technical and social components to ensure successful integration (Cherns, 1976). STST offers a
holistic lens for exploring the complexities of smart warehouse adoption under the Industry 4.0
and Industry 5.0 umbrella by treating social and technical factors as interconnected rather than
independent. STST has been applied in various studies to explore this interplay. Marcon et al.
(2024) and Vlachos et al. (2024) emphasize that aligning human and technological elements—
through collaboration and feedback loops—enhances outcomes in smart warehouse environments.
Sony and Naik (2020) argue that Industry 4.0 must extend beyond technical solutions to address
human factors such as skill development, collaboration, and adaptability. They stress the need for
adaptable technologies that foster meaningful human-technology interaction. Sarker et al. (2019)
review multiple socio-technical models—ranging from user-focused to organisational and societal
levels—and recommend selecting frameworks that best align with the research context. Hence,
drawing on Sony and Naik’s (2020) STST model, this study adopts six interrelated constructs—
people, infrastructure, processes, technologies, socio-human aspects, and organisational culture
and goals—to guide analysis.

3.2. Research Design

To explore smart warehouse adoption and implementation in New Zealand and address the posit
research question we adopt a qualitative design. Consistent with established qualitative methods
(Creswell, 2014), this study employs a rigorous qualitative approach, integrating secondary
research with ongoing primary data collection to ensure robust findings. Secondary data based on
comprehensive database sourced from New Zealand government reports, industry publications,
corporate case studies, and reputable news outlets, forms the foundation of this paper. These
sources were identified and filtered through an online search using strict inclusion criteria:
relevance to smart warehousing in New Zealand, publication date post-2020, and credibility of the
issuing institution or publisher. The data was analysed using thematic coding, informed by six
STST constructs (Sony and Naik, 2020), to identify patterns across social and technical domains.
Table 1 provides some examples of this analysis process.
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Primary data are being collected via semi-structured interviews with warehouse managers. The
interim results reported here draw mainly on a large corpus of secondary sources. As additional
interviews are completed, we will iteratively code them, compare the themes with the secondary
evidence, and reconcile interpretations across the research team until saturation is reached. This
phased, triangulated design (Denzin, 1978) maintains methodological rigour while letting the study

adapt as new insights emerge.

STST Construct

NZ Examples, Quotes, and Evidence

Goals

Strategic objectives,
performance metrics,
alignment across
departments and
industry partners,
focusing on safety,
productivity,
efficiency,
competitiveness, and
workforce
development.

Established in 2018, the Future of Work Tripartite Forum—a
partnership between government, Business New Zealand, and the
New Zealand Council of Trade Unions—addresses labor market
changes and outlines strategic priorities to strengthen economic
resilience and workforce preparedness (Ministry of Business,
Innovation and Employment, n.d.)

NZ Post partnered with DataRobot to implement Al-driven
predictive analytics and image classification, substantially
improving warchouse safety (DataRobot, 2024). Similarly, The
Warehouse Group collaborated with MicroStrategy to integrate
advanced analytics and Al chatbot insights, optimizing its
warehouse (MicroStrategy, 2024).

Technology
Tools and systems for
automation, analytics,
control, and

Fonterra employs a Robotic Process Automation (RPA) bot named
Enid, designed to tackle repetitive administrative tasks like

resolving quantity mismatches in the SAP system (Fonterra, n.d.a).
New Zealand companies are leveraging wearable technology, such

evolving roles,
workforce adaptation,
and retraining
initiatives triggered by
automation.

integration. as exoskeletons and wearable robotic devices (Public, 2023).
People Automation is unlikely to trigger significant job losses in New
Human skills, Zealand but will transform nature of work, necessitating enhanced
competencies, education, training and support. (NZ Productivity Commission,

2020). Mainfreight's use of autonomous mobile robots (AMRs)
highlights the evolving role of workers toward technical oversight.
(Mainfreight, n.d.). AS Colour has introduced a Multishuttle GTP
system, boosting worker productivity through implied reskilling
initiatives (Dematic, 2024)

Infrastructure
Physical and digital
systems enabling
automation, including
connectivity, loT
sensors, robotics, and
integrated IT
networks.

In 2022, Fonterra upgraded to a new generation of AGVs supplied
by Dematic, featuring advanced navigation lasers and hazard
detection systems for safe 24/7 operations (Dematic, 2022).
Woolworths has introduced micro-fulfilment centers equipped
with automated storage units capable of holding up to 11,000
grocery items, concentrate on keeping the robotic systems stocked
with inventory (Woolworths Group, 2024).
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Processes & Foodstuffs North Island's RPA streamlines financial processes—
Procedures processing ~3M invoices and 6,000 validations annually—saving
Operational 9,000 staff hours across 200 stores and shifting employee focus
workflows, task from routine data entry to analysis and complex issue resolution.
redistribution, (NZ Herald, 2023).
coordination Cardinal Logistics' fully automated 3PL warehouse demonstrates
mechanisms, and how technological advancements can restructure workflows,
organisational moving human roles from manual handling to oversight and
structure adaptations system management (Innovatek, 2023).
Culture “New Zealand may be on the edge of a wave of warehouse
Organisational automation [mindset].... Where once it was feared robots would
mindset, acceptance of | take jobs from humans, now they are filling chronic worker
automation, shared shortages[acceptance]... Automated solutions ... promise to deliver
values regarding improvements in efficiency, safety and the ability to do more with a
safety, innovation, and | smaller footprint. [shared value]” (FTD Magazine, 2022).
proactive readiness for | “Innovation fuels our transformation — futuristic tech and agile
change. processes are reshaping our warehouse operations to be both
efficient and competitive.” (Grant, 2024)

Table 1: Examples from comprehensive data analyses for secondary data

4. Initial Results and Discussion

4.1 Hybrid Warehousing Models

Although “fully automated” may evoke images of so-called “dark warehouses” running without
human involvement or lighting, powered solely by robotics, Al, and other automation
technologies, our research shows that New Zealand’s warehousing landscape is predominantly
hybrid, characterized by two distinct operational models: Split Task and Collaborative. 1. Split
Task model where technology handle repetitive, high-speed tasks, while human workers manage
more complex or supervisory roles. For example, Fonterra’s implementation of AGVs at their
Edendale facility, where AGVs handle tasks, such as transporting raw materials and finished
products, allowing human workers to focus on selecting and inspecting dairy products (Dematic,
2022). Foodstuffs, the country's largest grocery retailer, has deployed robotics to automate
mundane tasks across its business, freeing up approximately 9,000 hours of staff time for other
activities (NZ Herald, 2023). 2. Collaborative Model — Where technology enhances what humans
do by making tasks more efficient, accurate, or safe. For example, wearable technologies, such as
exoskeletons, help mitigate musculoskeletal injuries and promote ergonomic best practices in retail
and logistics environments (Public, 2023). NZ Post’s use of Al to detect potential safety incidents,
enables human supervisors to respond promptly and maintain a safer work environment (Chapman,
2024).

4.2 New Zealand Workforce Evolution and Empowerment

Our key observation is that automation is not replacing jobs but reshaping them, necessitating
workforce reskilling and role evolution. In New Zealand, policymakers and industry experts—
such as those at the Future of Work Tripartite Forum—believe that while robotics and Al might
disrupt certain sectors, they will also pave the way for new roles and opportunities. This dual
impact not only helps balance out potential job losses but is also seen as a key solution to easing
ongoing labour shortages (Allan & Sanderson, 2021). For example, adoption of AGVs at Fonterra
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notably decreased the reliance on traditional forklift drivers, replacing manual transport with new
roles like warehouse automation technicians, who manage AGV operations, troubleshoot issues,
and oversee scheduling software (Dematic, 2022). The discussion on “Upskilling, and Retraining”
highlights industry players' proactive efforts in supporting workers to adapt and acquire new skills,
enabling them to thrive in the evolving job landscape. For example, Fonterra, as part of the
Aotearoa New Zealand Skills Pledge, aims to double on-the-job training by 2025, likely
incorporating skills for operating automated guided vehicles (AGVs) in its warehouses (Fonterra,
n.d.b). Mainfreight enhances employee capabilities through training programs focused on new
automation solutions, ensuring workers thrive alongside technology rather than being displaced
(Mainfreight, n.d.). Foodstuff North Island supports workforce adaptability by reskilling
employees to use advanced warehouse management systems, reflecting a shift toward digital
proficiency (Foodstuffs, 2022). These examples demonstrate a commitment to evolving job roles
alongside automation, a strategy Deloitte (2024) emphasises as crucial for sustaining employment
and enhancing skills in New Zealand's changing labour market.

5. Conclusion

Our initial findings suggest that the adoption and implementation of smart warehouses in New
Zealand’s logistics sector can be effectively understood through the lens of the Socio-Technical
Systems Theory (STST) and that the landscape of smart warehousing in NZ spans multiple
industries and features key players who are pioneering new ways of working. Our research
illustrates that warehouses are embracing two key models of automation. The Split Task Model
delegates repetitive, high-speed tasks to technology, while humans focus on complex or
supervisory roles. The Collaborative Model enhances human work by improving efficiency,
accuracy, and safety through technology. Findings also show in New Zealand, automation is not
replacing jobs but reshaping them; driving the need for reskilling and evolving roles, while also
helping to address labour shortages. Key industry players are responding by actively investing in
on-the-job upskilling and retraining, ensuring the workforce remains adaptive, capable, and future-
ready. Future interviews with managers are expected to deepen our understanding of these shifts,
revealing how businesses navigate and integrate these socio-technical changes in practice. These
conversations will also help identify common barriers to adoption and clarify how firms overcome
them. By capturing these insights, we aim to build a clearer picture of both the opportunities and
the challenges involved in embracing socio-technical transformation in Smart Warehouses.
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Abstract

Despite the plethora of literature on digital health literacy on effective use of digital health tool,
research remains limited on the use of non-medical apps for healthcare purposes. Given the
increasing prevalence of elderly diabetic patients in China, the study aims to uncover the impact
of digital health literacy on such app as well as the effective use among users. Drawing on Health
Empowerment Model, the research employs the quantitative approach with the data collected from
the top-tier hospital in China over six months to examine the focal issue. The results will be
expected to provide both academic and practical implications.

Keywords
Digital health literacy, WeChat, Elderly patient, Diabetes, China

1 Introduction

The digitalization of healthcare presents new possibilities for patient engagement, self-monitoring,
and healthcare communication, particularly vital for elderly patients in need of long-term disease
management (Andrade et al., 2021). It is thus reshaping the delivery of medical services and has
become an essential component of chronic disease management (CDM) (Pong et al., 2024). To
fully tap the advantage of digital healthcare, patients should possess sufficient digital health
literacy (DHL), which is the ability to search, appraise, understand, and use health information
within digital contexts and apply such knowledge to address health-related issues (Van Der Vaart
& Drossaert, 2017; Yang et al., 2022). Extensive studies have examined the impacts of DHL on
patients, primarily focusing on conventional health digital platforms, such as hospital or clinic
webpages (Dadaczynski et al., 2021), mobile health app (Kim & Xie, 2015), and wearable devices
(Nittayathammakul et al., 2021).

While these studies provide valuable insights to the DHL literature, there lacks research aiming at
understanding WeChat, which has been widely used in the healthcare setting for CDM in China.
Originally developed as an instant messaging app, WeChat has transformed into an all-in-one
digital platform with features that are expanded far beyond its previous functionalities. In China
specifically, WeChat is highly prevalent and popular, functioning as the "de facto platform" for
communication, business activities, and health services (Zou et al, 2023). WeChat has been
retrofitted in many hospitals as a formal channel for patient-doctor communication, appointments,
and health education (Chen et al., 2024). In comparison to digital health applications specifically
designed for the medical-context, WeChat provides a general function, prompting questions of
whether and how elderly patients engage with health-related content accessed through a non-
medical app. Despite the efforts from prior research that has focused on DHL in the context of
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digital health apps for health-specific characteristics, it remains inconclusive or unknown that the
DHL'’s association with patient engagement in a multipurpose, non-medical digital platform like
WeChat. This research addresses an important gap through the investigation of the impact of
DHLs on the effective use of WeChat for CDM amongst elderly diabetic patients in China.

Drawing on the Health Empowerment Model (HEM), this research aims at uncovering the
important role of DHL as an enabler of health empowerment, focusing on the elderly patients'
participation in their health management. HEM posits that empowerment occurs when people
acquire knowledge, confidence, and self-efficacy, which allows them to make informed decisions
about their health and participate in healthcare processes (Schulz & Nakamoto, 2013). This study
moves beyond the traditional technology adoption models by incorporating the cognitive and
behavioral mechanisms of engagement to explore the influences of DHL within the HEM
framework. In doing so, this study employs a quantitative survey approach with data collected
from elderly patients diagnosed with type 2 diabetes at a leading tertiary hospital in China. We
have chosen diabetes as the focal chronic disease for this research is due to the rapidly increasing
prevalence of diabetes in China. China now has the largest number of people (118 million) living
with diabetes, accounting for approximately one-quarter of the global diabetes population, thus
posing mounting medical, economic, societal pressures on the local healthcare of diabetic patients,
especially the seniors (Xu et al., 2024). By leveraging validated DHL measurement scales and
advanced statistical analyses, this study endeavors to provide theoretical and empirical insights
into the relationship between DHL and WeChat-based CDM.

This research will make several key contributions. Academically, it extends DHL research beyond
conventional health-specific platforms, providing new theoretical insights into how non-medical
digital ecosystems shape health behaviors. Practically, it offers evidence-based recommendations
for hospitals and policymakers on optimizing WeChat’s role in CDM, ensuring accessible and
effective digital health services for aging populations in China.

The remainder of the paper proceeds as follows. The next section presents a literature review that
synthesizes research on digital health literacy, chronic disease management, and WeChat-based
healthcare interventions. This is followed by the methodology section, detailing the quantitative
approach, data collection methods, and analytical procedures. The expected outcomes section
discusses the anticipated findings, including theoretical and practical implications.

2 Literature Review

2.1 Digital Health Literacy

Digital health literacy (DHL) is defined as an individual’s ability to seek, understand, appraise,
and apply digital health information to manage health-related decisions (Norman & Skinner,
2006). Over the years, DHL has evolved in response to the increasing integration of digital
platforms into healthcare, shifting from basic information retrieval skills to more complex
competencies such as critical appraisal of online health content and interactive engagement with
digital tools (Van Der Vaart & Drossaert, 2017). Extant research underscores that DHL is a critical
resource for assisting individuals navigate digital health landscapes, promoting informed health-
related decision-making, and ultimately improving health outcomes (Jacobs et al., 2016).
However, a large number of these studies were conducted with a more general or technologically
savvy population, while only a few examined the application of DHL amongst the seniors,
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especially those with chronic diseases, such as diabetes. Given the aging population and the burden
of rising diabetes patients on healthcare, understanding DHL on elderly diabetic patients is
necessary.

2.2 Digital Health Literacy and Chronic Disease Management

Chronic disease management (CDM) relates to the ongoing and long-term engagement with
healthcare resources to manage chronic conditions, such as diabetes (Reynolds et al., 2018). The
effectiveness of CDM is highly dependent upon consistent health monitoring, adherence to a
treatment plan, and proactive participation from the patient, all of which, increasingly, can be
driven by digital health tools (Matthew-Maich et al., 2016). DHL is an enabler for patients
engaging in self-management for chronic conditions by providing access to credible information,
telemedicine, or mobile apps (Yang et al., 2025). Research has indicated that higher levels of DHL
positively correlate with chronic disease management outcomes (Lee & Nam, 2024).

Despite these endeavours, research on the interaction between DHL and CDM remains
fragmented. Most studies were undertaken in the contexts where digital health interventions are
available, acceptable, and affordable, while insights into different settings, such as the seniors with
varying digital access, remain scarce. In addition, prior research often references younger or
middle-aged adults and fails to examine aging populations who face cognitive decline, limited
prior exposure to digital technologies, and different levels of social support. As a result, there is a
lack of knowledge in the field about DHL and CDM among elderly patients.

2.3 WeChat as a Platform for Health Management

While Chinese seniors are currently not tapping into wearable health technology, mainly due to
cost, accuracy, and data privacy concern (Li et al. 2020), WeChat serves as a primary platform of
digital communication and services in China with more than 1.3 billion monthly active users (Sina,
2024). In other words, WeChat is significantly more utilized than wearable health technology and
thus offers a neglected and relevant opportunity for digital health care management for senior
patients with chronic conditions. Specifically, WeChat is widely used by seniors in China for
everyday communication activities such as sending messages, making payments and scanning QR
codes. The high acceptance of WeChat makes it a promising option for digital health interventions,
especially targeting older adults living with chronic diseases.

Previous research has examined WeChat's role in health management in relation to patient
education, communication with health professionals, and peer support groups (Wang et al., 2021),
but they typically do not study the use of WeChat in the medical contexts under the influence of
DHL, especially for older adults. Apart from the practical gap, several theoretical, conceptual, and
methodological gaps persist. From the theoretical perspective, while DHL is acknowledged as a
crucial factor in health technology utilization, its specific role in facilitating chronic disease self-
management via mainstream digital platforms like WeChat remains under-theorized.
Conceptually, existing frameworks do not sufficiently account for how seniors interact with
general-purpose digital platforms for health-related activities, as most models focus on standalone
health apps. Regarding methodology, many studies employ cross-sectional surveys or short-term
interventions, limiting insights into long-term behavioral patterns and barriers to sustained
engagement amongst seniors.
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Given the increasing prevalence of diabetes among China’s aging population and the established
popularity of WeChat, this study is overdue. By examining how DHL influences the effective use
of WeChat for diabetes management among the elderly patients, this research contributes to a more
nuanced understanding of digital health engagement in aging populations and provides practical
insights for designing more inclusive digital health interventions.

2.4 The Health Empowerment Model (HEM)

This study utilizes the Health Empowerment Model (HEM) to investigate the role of DHL in
enhancing the utilization of WeChat for diabetes management among elderly patients in China.
HEM suggests that health empowerment involves individuals acquiring information, skills, and
confidence to actively manage their health. Unlike conventional models where patients passively
receive medical care, HEM highlights an interactive process where individuals utilize health
information to make informed decisions, interact with healthcare providers, and self-manage
chronic conditions (Schulz & Nakamoto, 2013). By integrating HEM into this study, we depart
from traditional technology adoption theories (e.g., TAM or UTAUT) to explore how DHL
influences active and passive engagement in digital health through cognitive, behavioral, and
social mechanisms. Thus, HEM offers a suitable framework for examining the central issue at

hand.

3 Research Method

3.1 Research Design

This study employs a quantitative survey approach, which is well-suited for understanding
behavioral patterns in large populations (Ghanad, 2023) and has been widely used in digital health
research. Given the increasing importance of digital tools in healthcare, a structured and validated
survey has been developed, which allows for rigorous data collection and statistical analysis,
ensuring robust findings (Ju et al., 2006).

3.2 Survey Instrument

The instrument for the survey has been constructed by collectively integrating two widely-
accepted DHL scales with adjustments to fit WeChat-based health management. We have
integrated items from the eHealth Literacy Scale (¢tHEALS) (Norman & Skinner, 2006) and the
Digital Health Literacy Instrument (DHLI) (Van Der Vaart & Drossaert, 2017). The use of these
scales has demonstrated reliable measures of DHL in previous studies (Liu et al., 2020). In addition
to these scales, the instrument also considered scenario-based items to capture specific interactions
with WeChat health features. These include accessing hospital WeChat service accounts,
following public health channels, engaging with diabetes-related group chats, and using mini-
programs for appointment booking or health tracking. This operationalisation allows the study to
contextualise DHL within WeChat’s ecosystem and better capture how seniors enact digital health
behaviours in real-world use. This adaptation process follows a systematic content validity
approach, in which a panel of healthcare professionals, digital health experts, and senior WeChat
users provided feedback for relevance and clarity of items. The final survey used for the study was
pretested with 30 participants to establish the instrument's validity, reliability, and relevance to the
cultural and professional context.

3.3 Data Collection
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Data will have been collected over six months from senior patients diagnosed with Type 2 diabetes
(more than one year) at a leading tertiary hospital in China with the targeted sample size of 300
participants. This hospital ranks among the top-tier medical institutions according to the National
Health Commission of China, ensuring access to a diverse and representative patient population.
A stratified random sampling strategy will be employed to ensure adequate representation of
different age groups (60-69, 70-79, 80+) and education levels while excluding those with cognitive
impairment and/or severe visual or motor impairments that prevent interaction with digital tools.

The recruitment process has been conducted in collaboration with the hospital outpatient
departments and geriatric specialists. Participants will be approached by trained research assistants
in follow-up visits to clarify the study purpose and gain informed consent to comply with ethical
guidelines. Due to the participants' age and possible access challenges, subjects can choose to take
the survey on a tablet device with self-administration or through an interviewer-assisted format to
include all individuals. All data will be securely stored with additional password protections.

3.4 Data Analysis

This paper utilizes a multi-dimensional quantitative approach. First, we will perform exploratory
factor analysis (EFA) to explore the underlying structure of the DHL constructs, as well as the
validity for the scale. Second, we will conduct confirmatory factor analysis (CFA) to confirm the
measuring model with structural equation modeling (SEM). Finally, we will apply hierarchical
regression models to evaluate our hypotheses by investigating the impact of DHL on WeChat
effective use, while controlling for sociodemographic and health and health concerns. The method
aligns with our interest in exploring whether DHL interacts with various factors to influence
WeChat engagement, consistent with the Health Empowerment Model’s emphasis on contextual
and personal enablers of agency. Given the heterogeneity in engaging in digital interaction
behaviors of seniors, latent class analysis (LCA) will identify subtle variation of groups
engagement on DHL and WeChat interaction. This technique will offer deep understandings of
digital health behavior and inform individual-tailored strategies to intervention. Analysis will be
performed in Mplus 8.0 and SPSS 27, which is common practice in the digital health literature.

4 Expected outcomes

This research is anticipated to provide important insights regarding the role of DHL in the effective
use of WeChat for diabetes management among elderly patients. Findings from this study will
reveal that DHL influences both the extent and quality of WeChat engagement and that the higher
levels of literacy correspond to higher levels of proactive health management behaviors. In
contrast, seniors with lower levels of DHL may adopt digital avoidance behaviors, may experience
information overload, or may be prey to misinformation in the digital space, resulting in health
risks rather than benefits.

The study is also expected to uncover that the capabilities of WeChat influence health management
practice in complicated ways, in the forms of enablers and constraints. For example, the platform
provides a way to access healthcare providers and health information easily, but the fact that the
platform is open also makes misinformation easy to access, which necessitates a critical level of
DHL to distinguish credible sources from those that are not. Finally, the research expects to
identify different user typologies through LCA, allowing for the discovery of subgroups of elderly
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patients who interact with WeChat differently based on their DHL levels and influences from their
social environment.

The potential implications are twofold. Academically, this research will expand current literature
by addressing the gap between DHL and engagement in digital health settings for diabetes
management. Existing frameworks of DHL often treat literacy as fixed quality tied to the
individual and the study will provide empirical evidence to articulate the evolving nature of DHL
in digital health environments. By employing HEM, this research will provide a conceptualization
of DHL that focuses on effective use associated with contextual learning, social interaction, and
adaptability to technology that is critically important but is often overlooked in digital health
literature.

From a practical perspective, the findings will provide valuable guidance for healthcare providers,
policymakers, and technology developers in designing more inclusive and supportive digital health
interventions for elderly populations. For hospitals and public health organizations, the study will
inform the development of tailored digital health literacy programs, ensuring that seniors,
particularly those with diabetes, receive adequate training to navigate WeChat-based health
resources effectively. Policymakers can leverage these insights to bridge the digital health divide,
implementing targeted interventions to enhance the accessibility and usability of online health
platforms. By addressing both theoretical and practical gaps, this research will provide a robust
empirical foundation for future studies on digital health literacy, diabetes management, and the
role of social media platforms in elderly healthcare.

References

Andrade, A. C., Corrado, M., & Bertolucci, P. H. F. (2021). Health care professionals and use of
digital technologies in patients with dementia and related disorders. Alzheimer's &
Dementia, 17, e056667.

Chen, S. L., Chen, W. L., Ding, W. W, Li, X. H., Deng, H. M., & Huang, Q. B. (2024). Remote
health management via WeChat to improve the quality of life of patients after PCI. Quality
Management in Healthcare, 33(3), 160-165.

Dadaczynski, K., Okan, O., Messer, M., Leung, A. Y., Rosario, R., Darlington, E., & Rathmann,
K. (2021). Digital health literacy and web-based information-seeking behaviors of university
students in Germany during the COVID-19 pandemic: cross-sectional survey study. Journal
of Medical Internet Research, 23(1), €24097.

Ghanad, A. (2023). An overview of quantitative research methods. International Journal of
Multidisciplinary Research and Analysis, 6(08), 3794-3803.

Jacobs, R. J., Lou, J. Q., Ownby, R. L., & Caballero, J. (2016). A systematic review of eHealth
interventions to improve health literacy. Health Informatics Journal, 22(2), 81-98.

Ju, T.L.,Chen, Y. Y., Sun, S. Y., & Wu, C. Y. (2006). Rigor in MIS survey research: In search
of ideal survey methodological attributes. Journal of Computer Information Systems, 47(2),
112-123.

Kim, H., & Xie, B. (2015). Health literacy and internet - and mobile app - based health services:
A systematic review of the literature. Proceedings of the Association for Information
Science and Technology, 52(1), 1-4.

273



2025 International Conference on Information Resources Management

Lee, M., & Nam, S. (2024). Telehealth utilization among patients with chronic disease: Insights
from the 2022 Health Information National Trends Survey. Journal of Telemedicine and
Telecare, 1357633X241289158.

LiR., Tuo J., & Wang, Y. (2020) Cognition on wearable monitoring devices for health care and
its influencing factors among the elderly in Lanzhou city[J]. Chinese Journal of Public
Health, 36(5): 702-705.

Liu, P., Yeh, L. L., Wang, J. Y., & Lee, S. T. (2020). Relationship between levels of digital
health literacy based on the Taiwan digital health literacy assessment and accurate
assessment of online health information: cross-sectional questionnaire study. Journal of
Medical Internet Research, 22(12), €19767.

Matthew-Maich, N., Harris, L., Ploeg, J., Markle-Reid, M., Valaitis, R., Ibrahim, S., ... & Isaacs,
S. (2016). Designing, implementing, and evaluating mobile health technologies for
managing chronic conditions in older adults: a scoping review. JMIR mHealth and
uHealth, 4(2), e5127.

Nittayathammakul, V., Chatwattana, P., & Piriyasurawong, P. (2021). Conceptual framework of
crowd context-based learning via IoT wearable technology to promote digital health literacy.
In 2021 5th International Conference on E-Society, E-Education and E-Technology (pp.
113-119).

Norman, C. D., & Skinner, H. A. (2006). eHealth literacy: essential skills for consumer health in
a networked world. Journal of Medical Internet Research, 8(2), ¢506.

Pong, C., Tseng, R. M. W. W., Tham, Y. C., & Lum, E. (2024). Current Implementation of
Digital Health in Chronic Disease Management: Scoping Review. Journal of Medical
Internet Research, 26, €53576.

Reynolds, R., Dennis, S., Hasan, L., Slewa, J., Chen, W., Tian, D, ... & Zwar, N. (2018). A
systematic review of chronic disease management interventions in primary care. BMC family
practice, 19, 1-13.

Schulz, P. J., & Nakamoto, K. (2013). Health literacy and patient empowerment in health
communication: the importance of separating conjoined twins. Patient education and
counseling, 90(1), 4-11.

Sina (2024) Tencent Q3 Report: Combined Monthly Active Users of WeChat and WeChat
Reached 1.382 Billion (in Chinese), Sina Finance, accessed on 16™ March
https://finance.sina.com.cn/tech/shenji/2024-11-13/doc-incvxhxn5497553.shtml

Van Der Vaart, R., & Drossaert, C. (2017). Development of the digital health literacy instrument:
measuring a broad spectrum of health 1.0 and health 2.0 skills. Journal of Medical Internet
Research, 19(1), e27.

Wang, H., Yuan, X., Wang, J., Sun, C., & Wang, G. (2021). Telemedicine maybe an effective
solution for management of chronic disease during the COVID-19 epidemic. Primary
Health Care Research & Development, 22, €48.

Xu, Y., Lu, J., Li, M., Wang, T., Wang, K., Cao, Q., ... & Ning, G. (2024). Diabetes in China
part 1: epidemiology and risk factors. The Lancet Public Health.

Yang, J., Shen, Q., Tong, X., & Mukhopadhaya, P. (2025). The impact of digital literacy in
enhancing individuals’ health in China. BMC Public Health, 25(1), 1-22.

Yang, K., Hu, Y., & Qi, H. (2022). Digital health literacy: bibliometric analysis. Journal of
Medical Internet Research, 24(7), e35816.

274


https://finance.sina.com.cn/tech/shenji/2024-11-13/doc-incvxhxn5497553.shtml

2025 International Conference on Information Resources Management

Zou, P., Huang, A., Luo, Y., Tchakerian, N., Zhang, H., & Zhang, C. (2023). Effects of using
WeChat/WhatsApp on physical and psychosocial health outcomes among oncology patients:
a systematic review. Health Informatics Journal, 29(1), 14604582231164697.

275



2025 International Conference on Information Resources Management

21 TOWARDS A HOLISTIC CONCEPTUAL FRAMEWORK FOR
SUPPLY CHAIN AND THIRD-PARTY CYBERSECURITY RISK
MANAGEMENT

Yusuf Akg¢akaya
Bogazici University
yusuf.akcakaya@bogazici.edu.tr

Meltem Mutlutiirk
Bogazici University
meltem.mutluturk@bogazici.edu.tr

Bilgin Metin
Bogazici University
bilgin.metin@bogazici.ed

Abstract

As organizations deepen their reliance on external service providers and digital supply chains,
third-party and supply chain cybersecurity risk management has become a strategic priority.
While numerous international documents—such as standards, frameworks, and regulations—
address aspects of third-party risk, their fragmented nature poses integration challenges, making
implementation complex and inconsistent. To address this challenge, this study consolidates these
documents related to third-party and supply chain cybersecurity. It then introduces a holistic
conceptual framework to address this fragmentation by aligning common control themes across
the vendor lifecycle. By synthesizing diverse sources into a unified and structured model, the study
offers practical value for risk managers, internal auditors, and security leaders seeking to
harmonize compliance obligations with effective third-party and supply chain risk management.

Keywords
Third-party risk, Third-party cybersecurity, supply chain risk, supply chain cybersecurity,
cybersecurity, framework.

1 Introduction

Digitalization in recent years has greatly increased organizations' reliance on third-party services
and digital supply chains (Metin et al., 2024). These third-party providers play a critical role in
enabling organizations to access advanced technologies, specialized expertise, and cost-effective
services without the need to build and maintain these capabilities in-house (Akinrolabu & New,
2017; Benaroch, 2021). For instance, a business may hire a third-party supplier to provide raw
materials or a third-party consultant to offer expertise (Tran, 2024). These third-party relationships
can take many forms, from cloud computing and data center hosting to software development and
cybersecurity services. For example, organizations may rely on cloud service providers like
Amazon Web Services or Microsoft Azure to deliver scalable computing power, storage, and
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software-as-a-service solutions, allowing them to focus on their core business functions (Jewhurst,
2022).

Recent reports show that around 60% of organizations work with more than 1,000 third parties
(Deloitte, 2023). This number illustrates modern businesses' dependence on external providers to
keep their operations running smoothly. Growing dependence on third parties means that
companies must proactively manage these risks, particularly as cyber threats become more
advanced and widespread (Cox, 2024; Shetty, 2022). KPMG survey showed that 73% of
participants have faced at least one major disruption attributed to a third-party relationship during
the previous three-year period (KPMG, 2022). As a result, many companies shifted their focus to
developing more robust Third-Party Risk Management frameworks that address traditional risks,
such as financial instability and operational failures, alongside newer cybersecurity-related risks
(Gartner, 2023). Managing the digital and cybersecurity risks associated with third parties has
become one of the greatest challenges for businesses (EY, 2023). Consequently, cybersecurity has
become one of the most significant aspects of Third-Party Risk Management. This calls for a
robust strategy examining third parties' financial and operational stability and their cybersecurity
measures (Keskin ez al., 2021).

In this context, it is important to highlight the difference between supply-chain cybersecurity and
third-party cybersecurity. Supply chain cybersecurity focuses specifically on risks within the
product/service lifecycle (e.g., software vendors, component suppliers, manufacturers, logistics).
On the other hand, third-party cybersecurity encompasses all external vendors, including those
outside the supply chain (e.g., law firms, marketing agencies), making it broader in scope. This
distinction is critical, as 75% of third-party breaches target the software supply chain, yet 29% of
all breaches originate from non-supply-chain third parties (e.g., service providers)
(SecurityScorecard, 2024).

Although third-party cybersecurity risks have gained increasing attention, with the development
of various standards, guidelines, frameworks, and regulations, there remains a lack of an integrated
and comparative overview of these documents that organizations use to manage third-party
cybersecurity risks throughout the entire vendor lifecycle.

This study aims to synthesize and compare prominent international standards, guidelines,
frameworks, and regulations to establish a unified reference point with a conceptual framework
for third-party cybersecurity risk management by addressing a key research question:

RQ: Which internationally recognised documents collectively provide comprehensive guidance
for managing third-party cybersecurity risk, and how can they be aligned for a holistic framework
for a third-party lifecycle?

Due to the limitations of this research-in-progress format, this study focuses on supply-chain
cybersecurity and Third-Party Cybersecurity Risk Management (TPCRM) documents, including
standards, frameworks, guidelines, and regulations that are prominent in both academic
discussions and industry practices. This paper provides risk managers, internal auditors, and IT
professionals with a cohesive reference that connects operational needs with compliance
requirements. Additionally, it culminates in a comprehensive conceptual TPCRM framework that
integrates governance, risk assessment, contractual safeguards, continuous monitoring, and
incident response planning into a single lifecycle model. This unified framework transforms
fragmented guidance into an actionable roadmap, enabling organizations to implement scalable,
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standards-aligned third-party risk programs while ensuring regulatory compliance and enhancing
operational resilience.

2 Methodology

This study uses a two-stage method. First, a narrative literature search, guided by one author’s 15
years of audit-consultancy practice, identified the standards, frameworks, best-practice guides, and
regulations most often cited in professional and regulatory sources on third-party cybersecurity
risk. Grey literature from major industry reports (Deloitte, EY, Gartner, BitSight, RiskRecon,
SecurityScorecard) was screened. English documents updated 2018-Mar 2025. Setting the cut-off
at 2018 captures the wave of post-GDPR supply-chain-focused revisions (General Data Protection
Regulation, Regulation (EU) 2016/679) and excludes superseded versions that are no longer cited
in practice. Items limited to a single technology or product category were excluded. In the second
stage, a structured scoping-review procedure, adapted from Arksey and O’Malley (2005) and
Levac et al. (2010), was conducted. Guided by our review question, the second stage applied a
structured scoping-review procedure adapted from Arksey & O’Malley (2005) and Levac et al.
(2010). Each retained document was decomposed into its control statements; two authors
independently coded these statements to the nine life-cycle phases of our holistic TPCRM
framework, reconciling differences by discussion. The resulting crosswalk of controls to phases is
presented in Table II and Fig. 1.

3 Related Standards, Guidelines, Frameworks, And Regulations

In the literature, there have been several attempts to consolidate important cybersecurity standards
frameworks (Cisternelli, 2024; Kosling, 2024; Ryerse, 2024). In this study, we bring together
standards, frameworks, guidelines, and regulations and then examine them using a structured
scoping review approach, as shown in Table 1.

Name Organization Type
ISO/IEC 27001:2022 Information security, cybersecurity and
privacy protection - Information security management ISO/IEC Standard
systems — Requirements
ISO/IEC 27036 Cybersecurity — Supplier relationships ISO/IEC Standard/Guideline
NIST SP ?00-53 Rev. 5 Security z.md.Prlvacy Controls for NIST Guideline
Information Systems and Organizations
NIST SP 800-161 R'ev. 1 Cybersecurity Supply .Chz}m Risk NIST Guideline
Management Practices for Systems and Organizations
NIST Cybersecurity Framework v2 NIST Framework
NIS2 Implementation Regulation EU Directive
The Digital Operational Resilience Act EU Regulation
Good Practices for Supply Chain Cybersecurity ENISA Guideline
CIS Critical Security Controls Center for . Best Practices
Internet Security
Third-Party Cybersecurity Playbook Riskrecon Guideline (Playbook)

Table I. Third-Party Cybersecurity Standards, Guidelines, Frameworks, And Regulations

ISO/IEC 27001:2022 serves as an internationally recognized standard for establishing and
improving an Information Security Management System (ISMS), with specific controls addressing
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third-party risks through Annex A Controls 5.19-5.21. These controls mandate organizations to
establish procedures for managing risks throughout supplier relationships, focusing on clear
contractual agreements, continuous monitoring, and secure termination processes. ISO/IEC 27036
is a multi-part standard focused explicitly on managing information security risks in supplier
relationships throughout their entire lifecycle. Divided into four parts addressing different aspects
of supplier security (overview, requirements, supply chain security, and cloud services), it offers
targeted guidance on everything from risk analysis before entering relationships to incident
management and role definition. Its strength lies in its specialized focus on supplier relationships
(ISO/IEC 27036, 2021). NIST SP 800-53 Rev. 5 provides a comprehensive catalog of security and
privacy controls for information systems, with Revision 5 introducing a dedicated Supply Chain
Risk Management control family comprising 12 distinct controls. These controls emphasize using
formal risk management plans, ensuring transparency of systems throughout their lifecycle, and
integrating privacy and security considerations collaboratively (NIST SP 800-53, 2020).

NIST SP 800-161 Rev. 1 (Boyens et al., 2024) offers specialized guidance for Cybersecurity
Supply Chain Risk Management, complementing NIST SP 800-53 Rev. 5 with more granular
practices for both IT and OT environments and integrating into broader risk management activities
and categorizes practices by maturity level (Foundational, Sustaining, and Enhancing). Its
comprehensive approach to multi-tiered supply chains is valuable, though gaining visibility into
complex supply chains remains challenging despite the framework's guidance. (Boyens et al.,
2024)

The NIST Cybersecurity Framework v2 (NIST CSF V2) provides a flexible, risk-based approach
with the addition of a Governance function that includes a dedicated Cybersecurity Supply Chain
Risk Management category. This category encourages organizations to integrate supply chain
security into broader risk management efforts, establish clear supplier risk priorities, and develop

appropriate plans for the entire vendor relationship lifecycle. (National Institute of Standards and
Technology, 2024).

The Network and Information Systems 2 (NIS 2) Directive (European Commission NIS2, 2022a)
establishes a mandatory legal framework across the EU, requiring organizations in essential and
important sectors to implement appropriate cybersecurity risk management measures, emphasizing
third-party risks. Besides NIS 2, the NIS2 Implementing Regulation (2024) provides guidance
through risk assessments of vendors, continuous monitoring, and implementation of contract
security requirements. As a regulation with potential financial penalties for non-compliance, it
establishes a strong baseline but may create challenges in coordinating with other regulatory
requirements. The Digital Operational Resilience Act (DORA) focuses on enhancing operational
resilience against digital disruptions in the EU financial sector (European Commission DORA,
2022b). Financial entities must assess their reliance on ICT providers, identify critical vendors,
establish clear contractual obligations, monitor third parties, and develop exit strategies to ensure
business continuity. While creating stringent requirements for this specific sector, its narrow focus
limits its direct applicability to organizations in other industries (European Commission DORA
2022b). Furthermore, the "ENISA Guideline on Good Practices for Supply Chain Cybersecurity"
provides comprehensive, non-binding recommendations for enhancing ICT supply chain security.
It emphasizes establishing corporate-wide systems for third-party risk management, conducting
thorough vendor assessments, implementing vulnerability handling procedures, and fostering
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transparency between organizations and suppliers (European Union Agency for Cybersecurity,
2023). Moreover, the Center for Internet Security Critical Security Controls (CIS Controls) offers
a prioritized set of best practices, with Control 15 specifically addressing service provider
management. This control includes practical guidance on inventorying service providers,
classifying them by risk, establishing security requirements in contracts, conducting due diligence,
and monitoring for threats. Its straightforward, actionable approach makes it accessible even for
organizations with limited cybersecurity expertise, though it may lack the comprehensiveness of
more specialized frameworks (Center for Internet Security, 2024).

4 Presented Holistic Conceptual Third-Party Cybersecurity Risk

Management Framework

The proposed holistic conceptual TPCRM framework, as illustrated in Figure 1 and detailed in
Table II, provides a comprehensive and standards-aligned model for managing third-party
cybersecurity risks. This framework is grounded in an integrated analysis of leading international
standards and practices, including DORA, the NIS2 Implementing Regulation (2024), NIST CSF
V2, NIST SP 800-53 Rev. 5, NIST SP 800-161 Rev.1, ISO/IEC 27036, ISO/IEC 27001:2022, CIS
Controls v8, ENISA Good Practices, and practical insights from implementation playbooks
(Riskrecon, 2018).

The framework is composed of nine interrelated lifecycle phases that together form a dynamic and
risk-informed process model. Each phase consolidates recurring control themes identified across
multiple sources. It begins with the establishment of governance and strategy, followed by third-
party identification, and continues with inherent risk assessment, contractual engagement through
contracting and procurement, and secure integration via implementation and onboarding
mechanisms. Subsequent phases include continuous risk monitoring, incident management, and
periodic review and termination planning, before concluding with reporting and assurance
activities that support internal oversight and regulatory compliance.

Each lifecycle phase is linked to detailed key activities and mapped to authoritative sources from
regulatory frameworks and technical standards, ensuring alignment with supervisory expectations
and best practices across sectors. The framework enables organizations to operationalize third-
party cybersecurity risk management in a scalable, repeatable, and end-to-end manner, supporting
continuous adaptation to evolving threats and vendor ecosystem complexity. Through this
lifecycle approach, it ensures both strategic resilience and operational maturity across the full
third-party relationship lifecycle.
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Fig.1: Holistic Conceptual Third-Party Cybersecurity Risk Management Framework

5 Conclusion

This research-in-progress study consolidates key standards, frameworks, best practices, and
regulations relevant to third-party and supply chain cybersecurity. For internal auditors, risk
managers, and IT leaders, engaging with these sources is no longer merely a technical obligation—
it is a strategic imperative in navigating today’s complex and interconnected threat landscape.
Building on this foundation, the study proposes a holistic conceptual framework for third-party
cybersecurity risk management that aligns diverse guidance into a unified model. Future research
could explore the practical challenges of operationalizing this framework across different sectors
and assess its real-world impact on reducing third-party cybersecurity risks. In addition, empirical
validation through case studies or sector-specific implementations may yield actionable insights
and enhance the framework’s adaptability across varied organizational contexts.
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Lifecycle Key Activities Mapped Sources
Policy definition, roles & NIST CSF 2.0 (GV Func.); ISO 27001:2022 (CL. 5.2, 5.3, 4.2, A.5.19); DORA (Art.
Governance &  |responsibilities, stakeholder 5, 6, 28(1)); NIS 2 Imp Reg (Annex 1.1, 1.2); ENISA Good Pr. (Sec. 3.1); ISO
Strategy engagement, multi-vendor 27036-1 (Sec. 5.3, 5.5); RiskRecon (Governance); NIST SP 800-161r1 (Ch. 2, Apdx
strategy C)
RiskRecon (Third Party Identification); DORA (Art. 28(2), 28(3)); NIST SP 800-
Third-Party  |Discovery of vendors, onboarding [ 161rl (Sec. 2.3.2, Apdx C); ENISA Good Pr. (Sec. 3.2); ISO 27036-1 (Sec. 5.2,
Identification  [triggers, initial risk categorization (6.2.2); NIST CSF 2.0 (ID.AM); ISO 27001:2022 (A.5.19); NIS 2 Imp Reg (Annex
2.1); CIS (15.1)
Inherent risk analvsi Al RiskRecon (Risk Assessment); DORA (Art. 8, 28(4), 29, 30); NIST CSF 2.0
Risk p “’:‘; FISK an, Yst‘.s’ PIOWHAE | 1D RA, GV.SC, GV.RM); ISO 27001:2022 (CL 6.1.2, 8.1, A.5.20, A.5.21); ENISA
Assessment “‘"‘t. Tigence, l?““;““?m‘ms’ Good Pr. (Sec. 3.2); NIST SP 800-161rl (Sec. 2.3.3, Apdx D); NIST SP 800-53r5
COnLAUOUS TSk analysis (RA, SA families); CIS (Ctrl. 15.3, 15.5); NIS 2 Imp Reg (Annex 2.1)
Contractine & Security clauses, right to audit, |DORA (Art. 30, 28); RiskRecon (Legal and Procurement); CIS (Ctrl. 15.4); ISO
P gt exit strategies, Service Level 27001:2022 (A.5.20, A.5.21, A.5.22); ENISA Good Pr. (Sec. 3.3); NIS 2 Imp Reg
rocurement | Agreement/ KPI formalization  |(Annex 5.1); ISO 27036-1 (Sec. 6.2 ); NIST SP 800-161r1 (Apdx C)
Secure onboarding, access ISO 27001:2022 (CL 8, A.5.23, A.8.2, A.8.25); NIST CSF 2.0 (PR.AA, PR.PS,
Implementation |provisioning, secure development |ID.AM); CIS (Ctrl. 4.6, 16.1); NIST SP 800-53r5 (AC, SA, CM families); ENISA
& Integration |integration (e.g. CI/CD), Good Pr. (Sec. 3.3); RiskRecon (Risk Treat.); NIST SP 800-161r1 (Sec. 2.3.4, Apdx
architecture mapping C - Integrating); NIS 2 Imp Reg (Annex 6.1)
Surface risk assessments, threat |RiskRecon (Monit. & Resp.); NIST CSF 2.0 (DE.CM); DORA (Art. 9, 10, 16); ISO
Continuous intelligence, patching, 27001:2022 (Cl. 9.1, A.5.7, A.8.8, A.5.22); ENISA Good Pr. (Sec. 3.4); CIS (Ctrl.
Monitoring vulnerability handling, fourth- 7, 8.12, 13); NIST SP 800-161rl (Sec. 2.3.5, Apdx C - Monitoring); NIST SP 800-
party awareness 5315 (RA-5, SI-2, SR-5); NIS 2 Imp Reg (Annex 2.2, 3.2, 5.1.6, 5.1.7)
Incident fﬂ“{f;ﬁ;gm’;‘ﬂ:“;;’;‘; ans DORA (Art. 17-21); NIST CSF 2.0 (RS Func., RC Fune.); ISO 27001:2022 (A.5.24-
Maneement | communication "Dst_ir‘l’ci ot |A-5:27, CL 10.2); CIS (Ctrl. 17); NIS 2 Imp Reg (Annex 3); ENISA Good Pr. (Sec.
28 review - P 3.3); NIST SP 800-53r5 (IR Family); RiskRecon (Dangerous Condition Hunting)
Periodio reassessment RiskRecon (Risk Resource Management); DORA (Art. 28(7), Art. 30(2); ISO
Review & Fhoarding. duta destruction. risk | 270012022 (CL 9.1, 9.3, A5.22, A.8.10); CIS (Ctrl. 15.7); NIST CSF 2.0
Termination | 1” ; fmii a destruction, 08X | Gy OV, GV.SC); ENISA Good Pr. (Sec. 3.3); ISO 27036-1 (Sec. 6.2 - implies
reclassihication review/termination); NIS 2 Imp Reg (Annex 5.1.4, 12.5)
Reporting & | vePorting to regulators, risk 1 DORA (Art. 5, 6, 8, 19); IO 27001:2022 (CL. 9, 7.5); NIST CSF 2.0 (Profiles &
Assurance dashboards, tiering updates, audit | Tiers); RiskRecon (Ch. 7); NIS 2 Imp Reg (Annex 2.2, 2.3); CIS (Ctrl. 8); ENISA
trail maintenance Good Pr. (Sec. 3.5)
Table II. The Holistic Framework: Phases, Key Activities, and Mapped Sources
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Abstract

Generative Al, in particular large language models such as ChatGPT, have enabled broad
application of Al in everyday life. While text-generating Al approaches are already widely used
by the general public, the application of audio-visual generative Al is lagging behind. Audio-visual
generative Al seems particularly suitable for knowledge sharing purposes, i.e., to provide serious
content. Thus, this paper evaluates state-of-the-art audio-visual generative Al approaches, i.e.,
text-to-video, and their suitability for communicating serious content effectively. In a small proof-
of-concept, several self-proclaimed Al-based video generation tools have been tested. Based on a
sample video, we also assessed the uncanniness of Al-generated videos, to clarify their
applicability for serious content, i.e., training and education, as we assume this might influence
the perception of the content.

Keywords

Al-generated videos, communication of serious content, virtual instructors

1 Introduction

Al has changed the current discussion on what is possible and what is not. With the public release
of OpenAl's large language model (LLM) ChatGPT in late 2022, generative Al (GenAl) found its
way into everyday life. While this was the starting point for many people to “play around” with
Al in particular LLMs, audio-visual applications (e.g., for generating videos) have mainly been
discussed in the context of their harmful effects such as deep fakes (Gregory, 2023; Roy & Raval,
2023) or their impact on the creative industry, whether economical (i.e., artists being replaced by
Al), ethical (i.e., Al mimicking an artist's style without consent and for nefarious purposes), or
socio-cultural (i.e., biases in generative art) (Jiang et al., 2023; Srinivasan & Uchino, 2021). At the
same time, video has become one of the most powerful learning media (Sabli¢ et al., 2021) and
audio-visual GenAl seems to have the potential for widespread adoption for knowledge sharing
purposes e.g., for training and education. For instance, Hossain et al. (2025) have explored the
application of GenAl to improve student engagement and prevent teachers' burnout.

In this research in progress paper, we aim to identify the possibilities and limitations of state-of-
the-art audio-visual GenAl to create videos that provide serious content based on text-to-video
(T2V) approaches and their applicability for e.g., training and education. To provide a proof-of-
concept, we tested several self-proclaimed Al-based video generation tools and developed a
sample video. Our research shows a lack of GenAl tools and approaches that are suitable for the
creation of audio-visual serious content of a particular length beyond a few seconds. In the context
of the communication of serious content, the available tools either over-promise or under-deliver:
solutions that seem suitable for T2V creation for educational or training purposes market their
videos as Al-generated although they do not employ GenAl approaches, while the current
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limitations of true GenAl solutions (i.e., prompt length and video duration) prohibit their
application in the context of knowledge sharing. Moreover, we determined the need for further
evaluation regarding the impact of GenAl videos on the viewers' emotional responses,
engagement, and learning outcomes (i.e., retention and transfer) when applied in an education
context.

The remainder of this paper is structured as follows: in Section 2 we provide an overview of
existing T2V approaches. Next, we show the methodological approach for our proof-of-concept
and its results, a discussion and limitations leading to an outlook towards future work.

2 Video Generation and Text-to-Video Approaches

Based on a review of existing tools and approaches, we identified two very different directions of
T2V generation for the purpose of transferring serious content: on the one hand, 3D-model-driven
video synthesis and on the other GenAl approaches.

2.1 3D-Modeling-Based Approaches

3D modelling-based approaches to create videos of humans in motion predate GenAl-based
approaches by more than a decade (Yu et al., 2015) and provide fewer degrees of freedom in terms
of the appearance of the character or the overall scene. However, they may ensure other
requirements of structural correctness. While these approaches have originally required complex
multi-camera 3D capture studios, non-rigid 3D modelling from monocular video allows to capture
3D models of humans in motion from videos captured with a single commodity camera (Tome et
al., 2017). 3D-modeling-based approaches are particularly well suited for the modelling of 3D
faces in speech and are thus in use in available commercial T2V solutions for the creation of photo-
realistic avatars.

2.2 Generative AI Approaches

Generative T2V models require two main components, a vision generator, and a language
interpreter. Throughout this paper, we will focus on vision generation architectures only to discuss
how different architectures affect performance. The most popular architectures employed for video
generation purposes are generative adversarial networks (GANSs), autoregressive-based models,
and most recently diffusion models. GANs have been around for quite some time and are used,
e.g., in the tool StoryGAN (Li et al., 2019). GANs consist of two networks, a discriminator and a
generator that are competing against each other. The discriminator is trained to correctly identify
training samples as genuine samples and those produced by the generator as fake while the
generator is trained to minimize the probability of its samples being identified as fake (Bond-
Taylor et al., 2022). Despite their challenges (vanishing gradients, mode collapse, mode jumping,
slow convergence, prone to oversampling (Bond-Taylor et al., 2022; Gulrajani et al., 2017)),
GAN:S are capable of producing vivid, realistic images and videos and allow for efficient sampling
of high-resolution images with good perceptual quality (Cho et al., 2024; Karras et al., 2020).
Nevertheless, due to the limitations of GANs, the research focus has shifted to autoregressive
architectures, used e.g., in CogVideo (Hong et al., 2022). The basic idea of the architecture is to
decompose the joint probability distribution into a product of conditional probability distributions
which can be modelled as a one-dimensional sequencing problem, where the value of the next
pixel is determined by all the previously generated pixels and is fed back into the network (van
den Oord et al., 2016). However, due to the sequential sampling process and the computationally
demanding architecture, autoregressive models are limited to low-resolution images and have long

286



2025 International Conference on Information Resources Management

training times (Rombach et al., 2022). Nevertheless, state-of-the-art results in text-to-image (T2I)
and T2V generation were achieved (Wu et al., 2022). Diffusion models are a family of probabilistic
generative models that are e.g., used in the video generating tools Imagen Video (J. Ho et al.,
2022), and runway (Esser et al., 2023). The fundamental element of diffusion models is the gradual
perturbation of the data by the addition of noise, referred to as the "diffusion" process (Yang et al.,
2023). After a certain number of steps, the process is reversed, with noise being gradually removed
to generate new data.

2.3 Video Generation for Serious Content

Videos are used in various ways, in particular, to provide content of different types. Based on the
classification from serious gaming, we differentiate between entertaining (or leisure) and serious
content (Mildner & Mueller, 2016) e.g., content for training and education. Guo et al. (2014)
analysed how video production decisions affect student engagement in online educational videos
and provided recommendations for instructional design:

e Shorter videos (max. 6 minutes) are much more engaging.

e Videos that intersperse an instructor’s talking head with slides are more engaging.

e Videos where instructors speak fairly fast and with high enthusiasm are more engaging.

e Tutorials should be optimized for re-watching and skimming.

What remains unclear though, is the question, how Al-generated videos are perceived by the
recipients. As it has been widely discussed in the context of robots, there is a specific point - the
so-called uncanny valley - that determines whether or not people feel comfortable with artificially
generated human-like artifacts (Mori et al., 2012). The same seems to apply to Al-generated videos
meant to transfer knowledge.

3 Proof-of-Concept

To simulate an end-to-end use of Al for sharing serious content via audio-visual media, we
generated a short instructional video showing a virtual person who explains serious content in an
audio-visual way. We also assessed how the final sample video is perceived by students.

3.1 Development of the Video

Based on the suggestions by Guo et al. (2014), we developed a scenario, i.e., the process of
enrolment to courses at a university, using a particular campus management tool that sets the
conditions for the final video. This scenario was selected as it fulfils several conditions: it does not
need any intervention, the boundaries (start and end) are clear, and a process can be derived and
modelled beforehand. In addition, the content follows a certain logic and does not need a lot of
mimic and gesture from the virtual instructor. The enrolment process to be explained was outlined
in the form of a process model using the business process modelling and notation (BPMN) syntax.
ChatGPT4 was used to prepare a video script explaining the software process based on the BPMN
model and screenshots of the software's user interface. The video script and screenshots were then
used to generate a talking head educational video.
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Tool Video Library Avatars GenAl
invideo X X

Fliki X

Visla X

HourOne X

Synthesia X

runway X
Table 16: Tools categorized according to their methodology

For this purpose, the following tools were analysed and tested: invideo (https://invideo.i0), Fliki
(https:/fliki.ai), Visla (https://www.visla.us), HourOne (https://hourone.ai), Synthesia
(https://www.synthesia.io/), and runway (https://runwayml.com). Based on their underlying
methodology (see Table 16), these tools can be grouped into three categories: 1) Tools building
upon stock media libraries. Although they are marketed as Al video creation, they do not employ
visual GenAl Al support is limited to the suggestion of suitable stock media, voice overs using
Al-generated voices, or video editing. 2) Tools focusing on avatars created based on human models
using pre-recorded footage (images or videos) of the human models. Their T2V approach does not
include GenAl but rather synchronizes lip movements and/or gestures to the input video script and
the content to be presented by the avatar. 3) Tools using GenAl approaches (e.g., diffusion models
in the cases of runway (Esser et al., 2023) to generate short videos based on a text prompt.

The final sample video was created in January 2024 applying the tool provided by Synthesia using
one of their existing avatars. The video is almost three minutes long and shows the talking head
avatar (modelled after a male human actor) with a male-perceived voice in the right half of the
video frame. screenshots visualizing the software process are shown simultaneously (left half and
background of the frames). A single frame of the video is shown in Figure 9.

Figure 9: Example frame from the proof-of-
concept video developed.

It is important to note that Synthesia describes its videos as Al video-from-text. However, the tool
does not employ GenAl approaches as such for generating avatars. Synthesia's avatars are rather
modelled based on human actors and actresses using non-rigid 3D modelling and 3D human pose
estimation (Tome et al., 2017). Nevertheless, Synthesia was used in this experiment as it provided
avatars as well as the option to use a complete video script as input. True GenAl approaches (e.g.,
models provided by Sora or Runway) could not be used due to their limited prompt length and
video duration. We also investigated other approaches and tools to overcome human interaction,
aiming at directly developing Al-generated videos from text or a process model, however, it was
impossible to reach the same results.
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3.2 Perception of the Video

We exposed three cohorts of students to the video (cohort 1: 53 people, 03/2024; cohort 2: 27
people, 04/2024; cohort 3: 42 people, 04/2024; in total: n = 122). People from cohort 1 were
attending an informational lecture before they started their studies and thus have not had any
experience with the campus management system described. Cohorts 2/3 were attending courses at
the university where the software in the video is used. We showed the video and afterwards asked
questions regarding the subjects' emotional responses: four questions taken from a scale developed
for measuring uncanniness (C.-C. Ho & MacDorman, 2010) (machine-like - human-like,
unpleasant - pleasant, unfriendly - friendly, incompetent - competent; using the five-point Likert
scale); two questions about the acceptance of Al-generated videos (Would you accept Al-
generated videos instead of a human-made videos? - yes / no / undecided) and (How long did you
feel uncomfortable with the video? - not at all / only at the beginning / for a while / until the end
of the video); one open question (In general, how do you feel about the video?).

4 Results

The four questions from the uncanniness measuring scale (C.-C. Ho & MacDorman, 2010)
showed, that 78% of the 122 participants perceived the video to be "rather machine-like”. Only
7% of the participants perceived the video to be "rather human-like", none of them experienced it
as human-like, and the rest identified it as "neither - nor". For the scale "unpleasant - pleasant”
most students (85%) answered "neither - nor", only 5% identified it as "rather unpleasant”, and the
rest of the students experienced it as "rather pleasant". Interestingly, almost all participants found
the video to be "rather friendly" (88%) or even "friendly" (7%), and 5% answered "neither - nor".
What is even more interesting is the perception regarding competence, i.e., "incompetent -
competent". Most of the students found the Al-generated talking head to be "rather competent"
(75%) and only 3% found it "rather incompetent" (the remaining 22% answered "neither - nor").
Regarding acceptance, the picture remains unclear, as 42% of the students "would accept an Al-
generated video", and 38% "would not accept such a video" (20% remain "undecided"). Most
students felt uncomfortable "for a while" (88%), and only 3% felt "uncomfortable the whole time",
9 % "only at the beginning" (one student answered "not at all"). Only 37 students answered the
open question. However, in analysing these question, we found some interesting statements
showing that students expect Al-generated videos to be an upcoming tool in teaching ("We for
sure will have Al-generated videos in classes soon."), are not afraid of the technology ("It is just a
video, it can't do any harm.") or were impressed by the quality ("I did not expect it to be that
good."). Most students answering this question mentioned that the avatar had "a weird mimic",
"too long pauses between sentences" and "he did not move, e.g., his hands". Some answers stated
that the competence of the talking head depends on who created it. Interestingly, all answers
referred to the talking head as "he". Correlation and T-tests revealed no causal relationships and
no differences between the cohorts.

S Discussion

Current T2V approaches have achieved strong performance regarding the generation of general
objects in an artistic way or for entertainment. However, current Al-based T2V approaches (e.g.,
the newest models of Sora and Runway) only generate videos of a few seconds, up to one minute
(Runway, 2025; Sora, 2025), and are not suitable for instructional videos due to their limited video
duration. Moreover, the available T2V approaches are limited in their input accepting text prompts
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of only a few lines (e.g., single sentences). In contrast, educational videos require more extensive
input such as a video script to ensure completeness and correctness of the content presented.
Regarding the perception of Al-generated videos for serious content, the main focus in this area
was on fictional characters or personae (Hudson & Hurter, 2016; Pataranutaporn et al., 2021). The
impact of human-like avatars on a learning and training situation has - to the best of our knowledge
- not been researched in detail. Our results show that there is a kind of familiarization effect, as
most participants reported that after some time the uncanniness of the video disappeared. These
effects have already been discussed (Cheetham et al., 2014), in particular, the relationship between
human-likeliness and pleasantness. From our data, however, this effect can only be assumed but
not confirmed, as there were no significant relationships identified. This may be because most
participants identified the talking head as rather machine-like. Regarding competence - most of
the participants perceive the talking head to be competent. Avatars in Al-generated content are
perceived to be competent when the source of the video seems to be trustworthy (Cooke et al.,
2024), which is in line with what was mentioned in the open question.

6 Limitations and Future Research

Limitations of the proof-of-concept include the use of a single AI model as well as a single video
explaining a relatively simple process which constrain the generalizability of the findings. Future
research will need to examine in more detail (e.g., using multiple videos that were generated using
different Al tools and presenting content of varying degree of complexity) the effect of Al-based
instructors on the emotional response of viewers to investigate how communication of content via
Al-generated videos is affected by their uncanniness. Such an evaluation is of particular
importance considering that large online-first universities such as the German IU International
University of Applied Sciences (more than 100,000 enrolled students) have already implemented
Al video production engines for the creation of their educational videos and video lectures
(Schiessl, 2024). Moreover, research is needed to investigate, whether the uncanny valley, once
experienced, creates a constant feeling of unease, or can be overcome again (e.g., by continued
exposure and getting accustomed to the uncanniness of Al-generated content). Moreover, the
current study did not analyse the effect of Al-generated, human-like avatars on learning outcomes.
Previous studies have primarily focused on the effect of fictional characters used as instructors
(Hudson & Hurter, 2016; Pataranutaporn et al., 2021). Thus, these results may not directly translate
to instructional videos using human-like avatars. A first study conducted on the effect of virtual,
Al-generated, human-like instructors on learning outcomes, showed improved transfer for video
lectures using an Al-generated voice and an Al-generated instructor modelled after the human
instructor as compared to a recording of a lecture given by the human instructor (Pi et al., 2022).
Nevertheless, further research regarding the impact Al-generated educational videos on learning
outcomes is needed before considering a large-scale adoption replacing established and proven
teaching methods.
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